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JucepraurionHus TpyA ce cbeTou oT 175 nucra
OcHoBeH TekeT — 156 nucra

Bbpoii Ha npunoxenusrTa — 2

Bpoii Ha nuTeparypHUTe U3TOYHULIUA — 75

bpoii Ha nyOnukanuuTe 1Mo gucepramusaTa — 3
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JlucepTalluOHHUAT TPYA € 00Ch/AEH Ha KaTeIpeH ChbBET Ha KaTelpa ,,KOMyHUKAIIMOHHH MPEXH U
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OcHOBHUTE M3CIIeBAHUS 110 JUCEPTALIMOHHUS TPYJ ca IPOBEIEHU B CUMYJIMPaHa cpela U3rpajeHa upes
cnenmanusupana miatpopma “Cyber Range” B pamkute Ha LleHTBp 3a ChbXpaHCHHE Ha JaHHU TPH
dakynrer ,,Aptunepus, [IBO u KUC”.
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I. OBIIIA XAPAKTEPCUTHUKA HA TUCEPTAIIMOHHUAT TPY [

CKOpPOCTHOTO pa3BUTHE HA KOMYHHUKAIIMOHHUTE TEXHOJIOTMH, JIOBEAE JO Ch3JIaBaHETO Ha
KOTHUTHBHH KOMYHHUKAIIMOHHH MPEKH, KOUTO M3MOJI3BAT U3KYCTBEH MHTEIICKT U aJITOPUTMHU 32 MAaIlTUHHO
o0y4yeHue, 3a Ja ONTUMHU3UPAT MPOU3BOJUTEIHOCTTa HA Mpexara M Ja MoJoO0psT MOTpeOHTEICKOTO
W3KMBsSBaHe. Bbrpeku ToBa, HapacTBamaTa CIOXKHOCT M B3aUMOCBBP3aHOCT HA TE3U MPEKHU MMOPOIUXA
OIMaceHUs OTHOCHO TSIXHATa CUTYPHOCT, Thi KaTO W3IMOJI3BAT IMO-CJIIOKHH U TOTSHIIMATHO HE3alUTCHH
TEXHOJIOTHH, W YeCTO ca OOCKT Ha KuOepaTakd, KOUTO MOTaT Ja HapyllaT TsAXHarta padoTa Wik Ja
KOMITPOMETHUPAT YyBCTBUTEIHA UH(DOpMAIIHSL.

B nocnenauTe neceTmiieTys ce 3a0eisa3Ba TCHACHIMS Ha YBEIMYaBaHe Ha HAYYHUTE U MPAKTHICCKU
u3cneBaHus B 00JacTTa Ha TECTBAHE M OICHKAa HAa CHTYPHOCTTa HAa KOTHUTHUBHU KOMYHUKAIMOHHH
CUCTeMH, B yacTHOCT Ha 5SG MoOMIHU Mpexku. [1o-rojsma 4acT OT TAX ca HACOYCHHM KbM H3CJIC/IBaHE Ha
nedaH3MBHATA CUTYPHOCT M MAJIKa YacT 3acAraT MPUJIaraHeTo Ha 0(haH3MBHA CUTYPHOCT C IIeJ1 TECTBAHE HA
CUT'YPHOCTTA Ha KOTHUTHBHH KOMYHUKAIIMOHHH CHCTEMH M B PE3yJITaT Ha TOBA OTCTPAHSBAHE HA TCXHUTE
cimaboctu. [IpoBekaaHETO HA peaTHH SKCIEPUMEHTH B MPOU3BOJCTBEHU MPEKH € OTPaHUYCHO MOpaIn
pHICKa OT HapylllaBaHe Ha paboTaTa Ha YCIIyTH ¥ Bb3MOKHU KHOCPUHIIUIICHTH.

3a penraBaHeTo Ha TO3H MPOOJIEM Ce M3MOI3BAT CUMYJIAIMOHHHU IIATPOPMHU OT HOBO ITOKOJICHUE —
Cyber Range. [Tnardpopmute Cyber Range ca ciioxxHM IPOTyKTH, H3UCKBAIIM OTPOMHHU PECYPCH, KOUTO Ja
o0e3reyaTr HOPMATHOTO (DYHKIMOHMpPAHE HA CHCTEMara MPHU Ch3/IaBAaHETO HAa CIIOKHU apXUTEKTYPH Ha
KOMIIIOTBPHH MPEXKH W CUMYJIHMPAHETO Ha MHOXECTBO O(GaH3WBHU TEXHUKH, ITPU MHOMKECTBO
€HOBPEMEHHO paborentu ekunu. OT apyra CTpaHa ChINECTBYBAIIUTE PEIICHHS C OTBOPEH KO YE€CTO ca
OrpaHUYCHU IO (PYHKIUOHATHOCT U TPYJHO NPUIOKHUMHU B CHEHU(PUYHH MPEKOBH apXUTCKTypH. B
pe3ysiTaT Ha TOBa BB3HHKBA HEOOXOIMMOCT OT H3TPaXIaHE Ha CHEIUAIM3HPAaH KHOEPIOIHNTOH,
npeJHa3HaueH Jia MpeocTaBs Oe30MacHa M PeajCTUYHA TECTOBA Cpela 3a CHMYJIAlUs U aHali3 Ha
KrOepaTaky 1 MEXaHHU3MHU 32 3alluTa, 0€3 Ja ce 3acsra padoTaTa Ha peaTHUTE CUCTEMHU.

AKTYaJIHOCTTa HAa TeMaTa MPOU3THYAa OT LIMPOKOTO pPAa3MpPOCTPAHEHUE HA KOTHUTHUBHU
KOMYHHKAI[HOHHU CUCTEMH U TSXHOTO MPHIOKCHHUE B PA3IMUHU Cepr Ha OOIICCTBEHUS KUBOT, OCOOCHO
B JeiicTBamus KbM 2025 r. cTaHAapT 3a KJICThUYHU KOMYHHKAIIMOHHU MPEXH OT METO mokojieHue 5G —
3GPP Rel. 20.

OOexkT Ha u3cjeIBaHe Ca KOTHUTHBHHUTE KOMYHHUKAIlMOHHM CHUCTEMH M TSIXHaTa CUTYPHOCT,
pasriiexaaHu B KOHTeKCTa Ha 5G apXUTEKTypaTa, ¢ aKIeHT BbPXY UACHTHPHUIIMPAHETO HAa MOTCHIIUATHH
TaKTUKH, TEXHUKU U TPOLIETYPH, U3MOI3BAHU OT 3JIOHAMEPEHU TPYIH, KaKTO U BbPXY MpaKTHUecKaTa UM
eMyJialus B KOHTPOJIMPaHa cpejia Ha CIIeIHATN3UPaH KHOSPIIOIUTOH.

OcHoBHAaTAa 1eJ Ha AUCEePTAMOHHUAT TPY € MOBUIIIaBaHe Ha KHOePYCTONYMBOCTTA U 3alllUTa Ha
KOTHUTHBHUTE KOMYHHUKAIIMOHHU MpPEXH OT JUTUTAIHH 3aIllJIaXd TOCPEICTBOM HICHTH(PUIUPAHE H
OTCTpaHsIBaHE HAa TEXHUTE CIa0OCTH, MPEIN U3MOI3BAHETO UM OT 3JIOHAMEPEHU OpPTaHU3AINH U JIHIIA

JlonmbJIHUTETHN:

1. TlogmomaraHe Ha Bb3MOXXKHOCTUTE HAa HAYYHU PaOOTHUIIM, HHIIYCTPHUS U IbP>KaBHU UHCTUTYIUH 32
MPOBEXKIAHE HA HAYYHO-TIPWJIOKHH HW3CIICABAHWS W WHOBAIIMHM ITOCPEJCTBOM CHUMYIJIMpAHE W
eMyJIUpaHe Ha HayYHH pa3paboTKy U BHEAPsSBaHE HA HOBU TEXHOJIOTHH 32 KHOGPCUTYPHOCT.

2. Cw3maBaHe Ha BB3MOXHOCT 32 OOYYCHHE W TIOBHINABAaHE HA YMEHHATA 4pe3 o0pa3oBaTeIHU
MpOrpaMu, TPEHUPOBKH W CHUMYJAIMH, C I[N MOATOTOBKAa HAa CHEIMaTUCTH B 00JacTra Ha
KHOEpCUTYpPHOCTTA.

B choTBeTCTBHE C LIeNTa HA JUCEPTALMOHHUAT TPY ca GOPMYIUPAHU CIETHUTE 3a1a4UHU:

1. Amnanu3 Ha CUTYpHOCTTa B KOMyHUKAllMOHHU KOTHUTUBHU CUCTEMH U B 4aCTHOCT Ha 5G MOOMIHU
MpEXHU.

2. AHanu3 ¥ CHHTE3 Ha MOJIEIH 332 CUTYPHOCT Ha KOTHUTUBHU KOMYHUKAIIMOHHHA MPEXHU.

3. la ce wu3rpaaM cChoenuagu3upaH KHOEPIOJUIOH, KOWTO OCUTYpsiBA BB3MOXKHOCTH 32
uaeHTHQUIMpaHe Ha ciabocTh B CUMyJIHMpaHaTa HMHQPPACTPyKTypa, MoAoOpsiBaHe Ha
KOOp/AMHAIMATA MEX/ly yJacTBaIIUTE €KUITH, OLIEHKA HA peakIHsITa MPH MHIUICHTH, O0yYeHHE U
cepTu(duUKalys Ha IepcoHalla, KaKTO U CUMYJIAllis Ha CUTYPHOCTTA Ha KOMyHHUKAllMOHHA MOOMITHA
Mpexka OT 5-TO IIOKOJICHHE.

4. IlpoBexnaHe Ha CHMYJALMOHHU €KCIIEPUMEHTH U aHAJIU3 HA PE3YJTATHUTE.



OTtunTaiiky OOIIMPHOCTTA HA TeMaTa B AUCEPTALUOHHUS TPY/] Ca IPUETH
CIIETHUTE OrPAHUYEHUS:
1. N3cnenBanero na ob6xBamia KHOEPCUTYPHOCTTA HA KIETHYHUTE KOMYHUKAITMOHHU MPEXH OT METO
MOKOJICHHE.
2. IlpoBeneHuTe EKCIIEPUMEHTH U CUMYJIAIMK A Ce peanu3upar B eMyiupana 5G cpena, u3rpajeHa
Ha 0a3ara Ha T1aTGOpMU C OTBOPEH KOJI.
[TocraBeHUTE OrpaHMYEHMsT HE OMAJOBaXaBaT HAy4YHO-U3CIEAOBAaTEICKUTE 3aJaud B
JUCepTAlMOHHUA TPYA U MOrat Aa ObJIaT U3MOJI3BaHU B HAYYHH pa3paboTKU U U3CIEABAHMS 32 Pa3BUTHE U
Ha/ArpaXkaHe Ha peayHaTa KHOEPCUTYPHOCT B KJIETHYHU CUCTEMH OT IE€TO MOKOJICHHUE.

II. CTPYKTYPA HA JTUCEPTALIMOHHUAT TPY

JlucepTalmOHHUAT TPYZ € CTPYKTYpUpaH B yBOJ, YETHPH TIJIaBHU, OOIIM H3BOJM, IMPHHOCH,
oubnuorpadcka crpaBka u 2 npuioxkeHus. TpyabT chabpka 21 tabmuiu, 132 dopmynu u 57 durypu.
[uTtupanu ca 75 nureparypHU U3TOYHUKA.

B yBoma ce o0OocHOBaBa akTyajqHOCTTa Ha TeMmaTra U MPAKTUKO-IPUIOXKHUSA W Xapakrtep.
Jledbunupanu ca mentra ¥ OCHOBHHTE 33Ja4M, MMOCOYEHH Ca OTPAHWYCHHUATA, NMPH KOUTO CE M3BBPIIBA
U3CIIEIBAHETO.

B mwpBa rnaBa e pemieHa MmbpBa HAay4HOM3CJIENOBATENICKa 3ajlada, KaTo ca pasriie/laHu
apXUTEKTYypHUTE 0cOOeHOCTH Ha 5SG Mpexkara, BKIFOUUTETHO Pa3IesITHETO Ha KOHTPOJIHA U TOTPEeOUTENCKa
paBHHMHA, BUpPTyalH3alMiATa Ha MPEKOBUTE (QYHKIUH, KAaKTO W KOHIEMIUATA 3a YCIyro-6asupana
apxuTekTypa. V3cneaBaHu ca HAJIWYHUTE YSI3BUMOCTH 32 ONEPALMOHHH CHCTEMH HAa MOTPEOUTENCKU
tepmuHanu B niepuona 2018 — 2024 r. U3bpiieHn e nuteparypeH 0030p Bb3 OCHOBHA Ha MPOYyYBaHE B
HayyHu Oa3u JaHHU, OOXBamamo pa3padOTKH, CBBP3aHHM CHhC CHUTYPHOCTTa Ha KOTHUTHUBHUTE
KOMYHMKAI[MOHHU MpexH 3a nepuoja 2015 — 2024 r. u kineTbYHUTE MPEXH OT IETO IOKOJIEHKE 32 ITepuoja
2019 - 2024 r.

BbB BTOpa II1aBa € pelieHa BTOpa Hay4YHOU3CIIEI0BATENICKa 3a/1a4a Ype3 aHaIu3 Ha ChIIECTBYBALIU
Mozenu 3a odaH3uBHA U JedaH3MBHA CUTYPHOCT M MPEICTaBsSHE Ha pa3paboOTEHUTE B JUCEpTALUATA
MO/I€TIM Ha KOMYHHKAIIMOHHA Mpeska OT MEeTO MTOKOJIEHUE, MOJIEI 3a pa3y3HaBaHe Ha KuOep3aruiaxy 1 MoJiel
Ha TIPOTUBHUKA.

B Tpera rnmaBa e pelmieHa TpeTa Hay4yHOM3CIIEJOBAaTEJCKa 3ajada Ype3 pealu3upaHe Ha
crenranu3upana miaatgopma 3a ch3JaBaHE Ha CHUMYJAIMOHHU CPeAr W OTpaboTBaHe Ha O(aH3MBHH U
nedan3uBHU kuOeponepanuu. [lnardopmara BkiIOUBa MOTPEOUTENCKH WHTEpdeENHc, MEHUIKBD Ha
CIOCOOHOCTH U OJIOK 3a BUpTyanu3alus U aBromatusanus. [Ipenioxken e Mojies1 Ha CLEHApUHUTEe, KOWTO
(dbopManu3upa npoiieca o ch3aBaHe Ha MHPpacTpyKTypHHU cpenu. Ch3iazieHa € CUMyJIal[MOHHA cpejia 3a
TECTBAHE U OLIEHKA Ha CUTYPHOCTTa HA KOMYHUKAIIMOHHA MpeXa OT ME€TO MOKOJICHHE.

B uerBbpTa r71aBa € pelieHa YEeTBHPTA HAyYHOM3CJENOBATeNICKa 3a/aya, KaTo ca aHaJu3UpaHU
MOJTyYEHUTE PE3YNITATH MIPU eMyJallysl Ha MPOTUBHUKOBU TEXHUKHU U MPOIIEYPH, U € TIPEUIOKEHA CHCTeMa
3a KHOEPCUTYPHOCT HAa KOMYHUKAIIMOHHU MPEXH OT NeTo nokojeHre. O00CHOBaH € nu300pbT Ha coPTyep
Y CpEeJCTBa 3a 3alIMTa Ha KOMIIOHEHTUTE Ha u3cneaBanara SG HHPpPaCcTpyKTypHA MpeKa.

II1. KPATKO CBABbPKAHUE HA TUCEPTAIIMOHHUSA TPY ]
I'naBa 1 — AHA/IN3 HA CUTYPHOCTTA B KOTHUTHBHM KOMYHMKAIIMOHHU CHCTEMH.

3a pelaBaHETO Ha IIbpBa OCHOBHA 33jladya OT JHMCEPTAllMOHHUAT TPyJH, B IIbpBa IJaBa ca
ne(pUHUpaHU CIIEAHUTE M0/13a/1aUH:
. AHanu3 Ha KOTHHTHBHOTO pagu0 MW HETOBUTE XapaKTEpUCTUKH, KATO WHTEINIECHTHA
KOMYHHUKAI[MOHHA CUCTEMA.
2. Ananus Ha 5G MpexxoBata HHPPACTPYKTypa U CUCTEMUTE 3a HeHATa eMyJIallusl.
3. AHanu3 Ha CUTYpPHOCTTA B KJIETBYHUTE CUCTEMH OT IETO MOKOJIEHHUE KAaTO CE U3BENAT OCHOBHUTE
IIPEU3BUKATEIICTBA U HAIIPABJICHUS 32 HAYYHO-IIPUIIOKHH pa3pabOTKU B U3CJIeiBaHaTa 00JacT.

1.1. KorautuBHO paauo

3a pemaBaHeTo Ha 3amada 1.1 B maparpada e u3BBPIINCH aHaau3 Ha KOHIEMIHATA 332 KOTHUTUBHO
pajno KaTo OCHOBA Ha KOTHUTHUBHUTE KOMYHUKAIMOHHU CUCTeMH. V3BBPIIEH aHAIN3 HA KOTHUTHBHOTO
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pammo M HETOBOTO NPWIOXKEHHWE B PAa3IMYHU ChBPEMEHHHM TEXHOJIOTWU. Pasrieman e mpoOiemMbT ¢
OIpPaHUYEHUTE CHEKTPAJIHU PECYpcH U € 00OCHOBaHAa HEOOXOJUMOCTTA OT M3IOJ3BAaHE HA JUHAMUYHU
METOAM 3a YIpPaBICHHE HAa PAJHMOYECTOTHUS CIeKThp. [Ipocienena e eBomonusita OT CO(TyepHO-
ne(GUHUpAHNU paJuo CUCTEMHM KbM KOIHMTHUBHHU DPAJHO CUCTEMH, KaTO € MOAYEPTaHO, Y€ IOCIETHHUTE
MPUTEKABAT CIIOCOOHOCT 32 CAMOHACTPOMBaHE M ajanTalys COpsMO OKoiHara cpena. llpocnenenu ca
OCHOBHMTE (DyHKIIMOHAJIHH eTanu B padoTaTa Ha KOTHUTMBHOTO PAJaUO, BKIIOYMTEIHO HAOJIOJEHHE Ha
CIIEKThpa, OTKPUBAHE HAa CBOOOJHM UYECTOTHH JIGHTH, B3€MaHEe Ha PEUICHHUS M NPEKOHPHUrypanus Ha
IapaMeTpuTe Ha IpenasaHe. M3Benena e poisita Ha KOTHUTMBHOTO Pauo 32 CbBMECTHOTO M3II0JI3BAHE HA
YECTOTHHUS CIIEKThP MEXIY MbPBHYHU M BTOPUYHU MOTpeOuTEenu Oe3 HapyllaBaHe Ha KaueCTBOTO Ha
KOMYHMKaIUs HA JTULEH3UPAHUTE CUCTEMH.

Pasrnenana e apxurekrypara Ha KOTHUTUBHUTE MPEXH, ChCTOSILA C€ OT I'bpBUYHA U BTOpUYHA
Mpexa, KaTo € IOCOoYeHa OTTOBOPHOCTTA Ha BTOPUYHUTE MOTPEOUTENM 33 MOHUTOPHMHI Ha cpelara u
0cBOOOXKJaBaHE HA CIEKThpa MPH TMOBTOpHA AaKTHBHOCT HAa MbPBUYHUTE MOoTpeOurenn. Hampaseno e
pasrpaHMuYCHHE MEXAY LeHTpalIu3upany 1 ad-hoc KOTHUTUBHY MPEXH U ca aHAIM3UPAHU MEXAHU3MUTE 32
olepaTBHA CbBMECTUMOCT MEXAY XETEPOr€HHU KOMYHUKALIMOHHU CHCTEMH.

1.2. 5G mpexoBa apXUTEKTypa

3a pemraBaHeTo Ha 3a7ada 1.2 B maparpada € U3BbpILIEH aHAJIU3 Ha apXUTEKTypaTa Ha KJIEThbUHUTE
KOMYHUKAI[MOHHU MpEXHU OT IeTO IOoKoJeHue. PasrienaH e NpUHLIUIBT HAa pPa3/eIeHue MeEexXIy
KOHTpOJIHATA U TIOTpeOHUTENICKaTa paBHUHA, KAKTO U IPEMHUHABAHETO KbM YCIyro-0a3upaHa apXuTeKTypa,
IIPU KOSATO OTJEJIHUTE (PyHKIUH Ha OCHOBHATAa MpeKa KOMYHUKHUPAT IOMEX/y CH Upe3 CTaHJapTU3UPAHU
untepdeiicu. O60codbeHn ca ocHoBHUTE MpexkoBH GyHkmun B SG Core, KaTo € mpociiecHa TAXHaTa pois
B YIPABJICHUETO Ha JIOCThIIa, MOOMJIHOCTTA, CECUUTE HA MIOTPEOUTENINTE, CUTYPHOCTTa U 00paboTKaTa Ha
Tpaduka. Pasrnenana e u mpexara 3a paguonoctsin 5SG RAN, kato e oTueTeHo pa3aeiaeHneTo Ha 6a3oBara
CTaHLUS Ha [IEHTPAJIU3UpPaHa U pasIpeiesieHa yacT, C 1eJl OITUMHU3UpaHe Ha 00paboTKaTa Ha CUTHAINTE U
HaMaJsiBaHE Ha JIATEHTHOCTTA. AHAIM3MPAHU Ca KIIOYOBH PAIMOTEXHOJOTHH, KOWTO MOJIOMAaratr
IIOCTUT'aHETO Ha BHMCOK KamalMTeT M KayecTBO Ha oOciyxBaHe. Kakro e mokazaHo Ha ¢urypa 1.5, B
KOHTEKcTa Ha 5G, MpekoBaTa apXuTEKTypa Ce paslpe/elis B HIKOJIKO OCHOBHH Bb3eJla: OCHOBHA MpEXKa,
Mpexa 3a paguoJ0CTbII, HOTPEOUTEICKO 000pY/IBaHE.

Cnopen (Sanchez-Navarro, Bernabe, Alcaraz-Calero, & Wang, 2021), 99.2 % ot BB31ute B 5G
IpeJCTaBisABaT MoTpeduTencko obopyasane. Chilo Taka, € oTOens3aHo, ye camo 4% OT MpexoBaTa
nH(ppacTpyKkTypa ca pU3NYECKH MAlllMHU B OCHOBHAaTa Mpexa uinu nepudepusta (purypa 1.6). Cpcem
3aKOHOMEPHO MO-ToJIsIMaTa 4acT 0T KMOepaTaKUTe 3acArally TaKbB TUI MPEKU ca HACOYCHH UMEHHO KbM
KIMEHTUTe W TEXHHUTE KpailHW ycTpoiictBa. Crenpamara (urypa BU3yallM3Wpa pa3lpeiesieHHeTo Ha
BB3JIMTE U NepudepusiTa B MpeKoBaTa TOMOJIOTUS HA KOTHUTUBHUTE MPEXKH.

MNoTpebutencko

5G OcHOBHa mpexa 5G Mpexa 3a
obopyneaHe

paguogoctbn / gNB
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MpexoBa MHPpacTpyKTypa

0.8% BupTyanHum
Ma;;;)”” CodTyepHu
cynuyose
39%
XapaveDHH OCHOBHM
cynione mpe
0,
6% 1%
Mepudepus
99.2 % PasnpegeneH CprobPVl 2%
M eauHnLmM 6%
13%
B CodTyepHu cynyose B OCHOBHU MpeXXu
H [oTpebuTenckn TepMmuHanm u Nepudepus CbpebpH
B PasnpenenexHu eamHuum W XapZyepHu cynyoBe

B MpeoBa MHPPaCTPYKTypa
N BupTyanHu MaLlnHm
@wr. 1.6. Paznpenenenue Ha MpexxoBara Toronorus (Sanchez-Navarro, Bernabe, Alcaraz-Calero, &
Wang, 2021)

Amnanusupana e poyiira Ha IOTpeOUTeICKOTO 000pyABaHe KaTo KpaiiHa TOYKa Ha B3aUMO/IEHCTBHE
c Mpexata. IlocoueHo e, ye mopaau JOMUHHUpAIIMs My [sU1 B MpeXoBaTa cpela U JUPEKTHOTO
B3aMMOJICHCTBHE C paguonHTepdeiica, IMEHHO OTPEOUTEIICKUTE YCTPOICTBA MPEACTABIABAT 3HAUNTEIICH
BEKTOp Ha KMOepaTaku U CIIeZOBATEIHO M3MCKBAT CHEIMAIHO BHUMaHMUE IPU aHaAIU3a Ha CUT'YpPHOCTTA.
Hamnpaseno e npoyuBane cpez 250 pecoHAEHTH 110 METO/1a JIUIIE B JIUIIE, KOETO OTBBbPIK/IaBa T€31 JaHHH,
Karo ce 3abensn3Ba, ye Android ce mon3Ba Ha Haj 7 oT Beceku 10 cmaptdona, qokaro 10S uMa ctabuiHO
npuchkcTBHE 0T 6130 3 ot 10 ycrpoiicTBa. Pesynrarure ca npencraBenu Ha ¢urypa 1.7 u cCBUAETENCTBAT
3a SICHO U3Pa3eHO Na3apHO pa3/elieHue.

B Android OS ®EAppleiOS ®| [pyru

@uwr. 1.7. [Tazapen a1 Ha OC Ha MOTpeOUTEICKO 000PYIBaHE

W3BBpIIIeH cpaBHUTENCH aHANIW3 Ha CUCTEMH ¢ OTBOPEH KOJI 3a eMynanus Ha 5SG uHppacTpykTypa.
Ha Ta3sum ocHoBa € WACHTHUQHUIMPAHO TMOAXOMAANIO0 TEXHOJIOTMYHO pelIeHHe 3a U3rpakJaHe Ha
eKCIIepUMEHTAaTHA CpeJia, KOSITO J1a TIO3BOJIM CUMYJIMpaHe U OLIEHKA Ha CUTYPHOCTTA B YCIIOBUS, OJU3KH 70
peanHuTe. AHAIU3BT € mpeactaBeH B Tadumma 1. OpenSGS ce oTkposiBa kKato OamaHCHpaHO PEIICHHUE 3a
u3rpaxkaane Ha emynupana 5G cpema, chueraBaimia (YHKIIMOHATHOCT, CTA0OMIIHOCT M yAOOCTBO TpH
BHenpsBaHe. [matgopmara srsSRAN ocurypsiBa IsIocTHA MOIPHKKA Ha SG Mpexka 3a paauoIoCThII H €
MOAXOJIAIa TIPU HM3TPaXKIaHETO Ha peajHa XapAyepHo-OazupaHa omuTHa moctaHoBka Ha 5G RAN.
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[Tnarpopmara UERANSIM e monxozsimia 3a pealn3vpaHe Ha CUMYJAIMOHHHM CpEAd, MPH JIMICa Ha
xapayepHo obopyaBane. OcBeH ToBa BkitouBa koMroHeHT SG UE 3a cumynamusi Ha mOTpeOUTENCKO
o0opy/IBaHE U TOTPEOUTEIICKA AKTUBHOCT.

Tabnuna 1. CpaBHHTENIEH aHATU3 HA CUCTEMU 3a emyJaius Ha 5SG Mpexu

OcnoBHa mpeska 5G Core
XapakTepucTuka OpenS5GS Free5GC
3GPP Rel. Rel.17 Rel.15
[Iporpamen e3uk C Go
[{s10cTHA OTBPIKKA HA MPEIKOBH (DYHKITHH v v
Hurerpanus ¢ RAN emynaropu v v
Wsrpaxnane Bbpxy BM/Konreiinep v v
AxTuBHa pa3pabotka (obmuoct, GitHub akTuBHOCT) v v
[Toxpo6Ha JOKyMEHTaIHUs v
[Momxomsiiy 3a 00pa3oBaTEIHH U JIAOOPATOPHH CPETU v v
Jlecen 3a MHCTANAIUS U KOHQHUTYpaLst v
[Tpunoxxum 3a KHOEPIOIUTOH (TecToBa UHPPACTPYKTYpa) v v
Mpexka 32 paanogoCThbI
XapakTepucTuKa srsRAN UERANSIM
OyHKIUSA Peanna Codryepen
eMyJIaIus CHUMYJIATOP
[IpnHa nonapbxka Ha SG RAN v’ YacTUYHA
[Iporpamen e3uk C++ C++
Emynanus na gNB v v
Emynanus na UE v
Coemectum ¢ Open5GS u Free5GC v v
AxTtuBHa pa3paboTtka (o6mHoct, GitHub akTuBHOCT) v’ v
JleceH 3a koH(pUTYpanus v

1.3. AHanu3 Ha CUTYPHOCTTA B KJIETHUHUTE MPEXH OT METO MOKOJIEHHE

3a pemaBaHeTo Ha 3ajgada 1.3 B maparpada e HampaBeH 0030p Ha Hay4yHM MyOJMKaluu,
pasraexamy npodJeMuTe Ha CUTYPHOCTTAa B KOTHUTHBHUTE KOMYHHKAIIMOHHHM MpPEXH. 3a Ienra ca
u3cienBaHu Oa3uTe JAaHHM OT HayyHM nyoOnukanuu Ha ResearchGate m Scopus, kato ca mpocieieHu
pa3paboTkuTe B u3ciensanara oosact ot 2015 r. no 2024 r. Pesynrarture ca mnpeacTaBeHH KaTo Opoid
myOnuKanuu B abCONOTHA CTOMHOCTH Ha ¢urypa 1.8 u durypa 1.9.

1080
750@—27520/3
5580
0/22770/2
g—ri7570— 901

15696———45520—1623

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

= = CTaTuun Joknaan NlntepatypHu 0630pm

@ur. 1.8. bpoii HayuyHu myOnuKanuy, pasriaexIaly CUIYpHOCTTa Ha KOTHUTUBHH Mpexu — ResearchGate
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@ur. 1.9. bpoii Hayunu myOauKaluy, pa3riekaalld CUTYPHOCTTa Ha KOTHUTUBHU MPEKU — Scopus

B uscnensanus nepuoa ce HabI0AaBa HapacTBaHe Ha Oposi Ha IMMyOIMKAIIMHUTE, KATO Hali-BUCOKHUTE
CTOMHOCTH Ca OTYETEHHU B MOCJIeAHUTE 3 roauHu 3a nepuona oT 2022 no 2024 r. BKIHOYHUTEIHO.
KoruutuBaute Mpexu HaMupar LIMPOKO NpUiIokeHue B TexHojoruute 3a 5G mpexu. Kem 2025 r.
MOCTETHUAT MPAKTUKO-IPUIIOKEH CTaHIApT 3a KJIEThbYHM KOMYHHUKAIMHU Cca KIEThYHUTE MPEXU OT IETO
nokosienue S5G. IlpenBun ToBa € HampaBeHO JpYro MpPOYYBAaHE OTHOCHO HAyyHM IyOiMKaiu,
pasraexaany npodiema cbe curypHocrra B 5G. Pesynararute ca npencrasenu Ha ¢urypa 1.10 u ¢purypa

1.11.
/5270
541—369

0/6955/7
0/6095
4860

2019 2020 2021 2022 2023 2024

— =—Cratuu Joxnanu Jlutepatypuu 0030pu
@ur. 1.10. bpoit HayuHu myOauKanuu, pasriexaamm curypaocrra Ha 5G — ResearchGate

PesynTtature moka3Bar SICHO M3pa3eHO HapacTBaHE Ha Opos Ha MyOJIMKAUUTE, Pa3TIIeKIaIlu
npobemMa cbC CUTYpHOCTTa Ha KJIEThYHUTE CUCTEMH OT IETO MOoKoJeHue. JIuteparypHuTe U3TOYHUIU OT
0asute nanau Ha ResearchGate n Scopus ca copTupanu 1Mo MomyJsIpHOCT Ha 6a3a Opoi MperIeKIanus U
LUTUPAaHUs, KaTo ca wu3BiaedyeHH nbpBuTe 30 wn3TouHMka 3a mnepuona 2018-2024 r. Cemure ca
KJacu(UIUMpaHU 1O JIBE HANpaBJICHMs 3a U3CIe[BaHE B KUOEpCUTYpHOCTTa— JAe(paH3UBHA CUTYPHOCT,
oan3uBHa curypHocT. PesynTaruTe mokasBaT 3HAUMTENEH MpPEBEC B HM3CIEABAHETO Ha JedaH3UBHA
CUTYpHOCT Ha KOTHUTHBHHTE KOMYHHUKAI[MOHHH MPEXH M B 4acTHOCT Ha 5G Mpexute (camo 1 crartus
3acsra camo o(aH3MBHA CUTYPHOCT, a 4 oT TX u ABere). Ce0BaTeIHO ChIIECTBYBa HEOOXOIUMOCT OT
3a1bJI00YaBaHE Ha HAYYHO-TIPUIIOKHUTE pa3pabO0TKH B o0acTTa Ha 0(paH3MBHATA CUTYPHOCT.

B (Angelogianni, Politis, Polvanesi, Pastor, & Xenakis, 2021) e HampaBeHO NpoyYBaHE Cpe[
MEpPCOHAI Ha TEJIEKOMYHUKALMOHHM ONEPaToOpH, JOCTAaBUYMIIM U CHENUAINCTH O KHUOEpPCUTYpHOCT,
OTHOCHO HEOOXOAMMOCTTa OT M3MOJ3BAHETO HAa CHUMYJIMPAHU CPEAM 3a TECTBaHE HAa CUTYpHOCTTa B
KOMYHHMKAI[MOHHU MpPEXu OT meTo mnokojeHue. Ot obmio 60 yuyactBasin B mpoyuBaHeTo 46 (<77%)
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3asiBSIBAT, e OMxa M3MONI3BAJH CleMATN3Upany iatGopmu (KUOSPIIOIUTOH) HAa CUMYJTAIIMOHHY CPEIH,
3a Jla TecTBaT cUrypHocTTa Ha cBosita 5SG uHppacTpykrypa. OBeH ToBa 78% 3asBABAT MHTEPEC KbM
M3IMOJI3BaHETO HA TAKBB THII IDIATGOPMHU 32 MPOBEKIaHE HA 0OYUCHHS 110 KuOepcurypHocT Ha 5G.

754

744

/ 610
\ /
292 564
505
/ a6l

346

285 7

191

————

2019 2020 2021 2022 2023 2024
= =CTaTum == =[oKknagn = = JluTepaTypHu 0630pmn

@ur. 1.11. bpoit HayuHu MyOIUKaIMK, pa3riexaay curypaocrra Ha 5G — Scopus

Benpeku, e n3cieABaHUTE HAYYHH IMyOJUKAMW PA3TISKIAT PA3IMYHU TPEAU3BUKATEIICTBA U
OIaceHusl 32 CUTYPHOCTTA MpeJl KOTHUTUBHUTE KOMYHUKAIIMOHHU CHCTEMH, B HUTO €JHO OT TSAX HE €
HaNpaBeHO MPOYyYBaHE, Ype3 pa3y3HaBaHE Ha KHOep3aryiaxu, KOeTo Aa MISHTH(UIMpPA 3JI0HAMEPEHHUTE
XaKepCKU TPYIMHUPOBKH TApPreTHpAIld CEKTOpa Ha TEIICKOMYHUKAI[MHTE Ha TepuTopusta Ha EBpomna u
HATO. ToBa 0Ou mMO3BOJIMIO CH3/JaBaHETO Ha O0OOIIECHAa KapTHHA HA OINEPHUPAIIUTE TPYITUPOBKH,
TapreTUpamy TO3U CHeUU(UYCH CEKTOp, TreorpadCKusl PEruoH, KaKTO M TAKTHUKUTE, TCXHUKUTE H
MpOIeTlypUTe, KOUTO U3IOJI3BAT.

[ToTpebutenckoro obopyaBane karo cMmapTdonutre u Tabdbnerute ¢ Android u 10S ca Haii-
pa3snpOCTpaHEHUTE KpaiiHW YCTPOWCTBA M YECTO TOMAAaT B IEHThpa Ha 3JIOHAMEPEHHU aTaku. 3a Jia ce
OLICHU PEATHUAT PHUCK, KOMUTO Te3u MmaaTGopMu HOCAT OT TIJie/IHAa TOYKA Ha YSA3BUMOCTH, B HACTOSIIOTO
M3CcJeBaHe € U3BBPIICH aHAIN3 Ha IJaHHH OT myOnnynaarta 6a3a nanau CVE. Pesynrarure ot aHanmsa ca
CHUHTE3MPAHU U BU3yaJu3upaHu Ha ¢urypa 1.15, kaTto rpaduyHO npencTaBsIT AUHAMHUKATa HA OTKPUTUTE
YS3BUMOCTH TIO TOJMHH.

1200
1016
1000
844
800 776 732
596
600 525 491 551 45 563
399 454 427
400
195
200 .
0
2018 2019 2020 2021 2022 2023 2024

B Android miOS

@uwr. 1.15. Pasnpenenenue Ha Opoit ysa3sumoctu 3a Android u i0S B mepuoma 2018-2024 r.

1.4. IzBomn

1. KOrHUTUBHOTO pajivio € KIFY0Ba TEXHOIOTHS 3a MOOMIHUTE KomyHHKaluu 5G, 6G u loT, kpaeto
HYX/1aTa OT I'bBKaB U €(DEKTUBEH CIIEKTPAJICH JOCTHII € KpUTHYHA.



2. Ia3apHUAT [s1 Ha ONEpAllMOHHUTE CHCTEMHM Ha MOTpeOuTescko obopynBaHe B 5G Mpexure
nokasBa npesec Ha Android (72,72 %) cripsimo Apple 10S (26,92 %) u camo 0,36 % 3a apyru onepauuoHHH
CUCTEMHU.

3. [Imatdopmara OpenSGS ce oTkposiBa KaTo OaJIAaHCHPAHO PEIICHUE 3a U3TpaXKIaHE Ha eMyJIMpaHa
5G ocHOBHa MpeXka, KaTo MPeA0oCTaBs MbJiIHA (PYHKIMOHATIHA peanu3anus Ha sapoTo Ha 5G Mpexara u
KOHTEIHepu3anus, KOeTo sl MpaBU MOAXONAIIA 33 M3rpakKJaHe Ha KUOEPHOJUTOHHM U OTpabOTBaHE Ha
o(han3uBHU U nedaH3UBHUA KHOEpOIIEpaLny.

4. Ot HampaBeHUs aHAJIN3 HA CUTYPHOCTTa B KOTHUTUBHU KOMYHHKAIIMOHHU MPEXHU U B YACTHOCT B
KJIeThbuHU 5SG MpEXU MOTaT /1a C€ HaIpaBAT CIECIHUTE U3BOU:

(1)bpost Ha Hay4HO-IPUIIOKHUTE M3CIEIBAHUS U Pa3pabOTKU B pas3riexaaHute obiaactu B Oa3uTe

naran SCOPUS u ResearchGate napacTBa ¢ Bcsika roaunna 3a epuozaa 2019-2024 r., kaTo ce OTKposiBa

MakcumyM 1ipe3 2024 r: curyproct Ha KorHUTHBHU Mpexu (SCOPUS — 329, ResearchGate - 97250)

u curypaocT Ha 5G (SCOPUS — 1412, ResearchGate - 111000).

(2)Ot u3zBneuenute mbpBU 30 U3TOYHMKA 10 MOMYJIAPHOCT Ha 6a3za Opoil mperaekJaHus U LUTUPAHUS

3a mepuoma 2018-2024 r. ce HabmogaBa 3HAYMTEICH NPEBEC B HW3CIEABAHETO Ha JedaH3MBHA

CUTYPHOCT Ha KOTHUTUBHUTE KOMYHHKAIIMOHHU MPEXU U B yacTHOCT Ha 5G Mpexute (camo 1 cratus

3acsara camo o(aH3MBHA CUTYPHOCT, a 4 OT TAX U jaBere). Clie0BaTeIHO ChIIECTBYBa HEOOXOIUMOCT

0T 3aJIbJI00YaBaHE HA HAYYHO-TIPUIIOKHUTE pa3pabOTKH B 00JacTTa Ha 0opaH3UBHATA CUTYPHOCT.

(3)Cpen ocunoBuute 3amnaxu B SG mpexure cnopen nokiana Ha ENISA ¢ naii-ronemu nssoBe ce

oTkposiBaT; ,,OumMHr U conuanHo uHxKeHepcTBO“ — 31%; ,,Ysa3Bumoctu B loT yctpolictBa u

norpedutencku tepmuHann’ — 21% u ,,HenpaBunna xondurypanus Ha 5G xkomnoneHtu — 17%.

ATtakuTe cpelly KpalHHTe MOTPeOUTEeNn B MOOMIHU MPEXKH, MOCPEACTBOM (UIIMHT, CMULIMHT U

BUIIMHT, M3M0JI3BaT 3JI0BPEIHU JIMHKOBE KbM (haitnose 3a AHaponn npuioxkenust APK, karo merox 3a

I'bPBOHAYAJICH JOCTBII.

(4)3a mepmoma 2018-2024 r. Android ortumta mO-TONISIM OpOH PETUCTPUPAHU YA3BHUMOCTU C

u3kmouenne Ha 2024 r., KOETo ce IBbJDKM Ha HEroBaTa OTBOPEHA apXUTEKTypa M IIUPOKOTO MY

MIPUJIOXKEHNE BBPXY YCTPOICTBA OT pa3InyHU [IPOU3BOIUTEIH.

I'n1aBa 2 — AHAJIN3 U CHHTE3 HA MO/IeJIM 32 CUTYPHOCT HA KOTHUTHBHU KOMYHUKAIIMOHHH
MPe:KH.

3a pemaBaHeTO Ha BTOpa OCHOBHA 3ajaya OT JAMCEPTAl[MOHHUAT TPYZ, BbB BTOpa IJjlaBa ca
Ne(pUHUPAHU CIETHUTE M10/13a/1a4H:
1. AHanu3 Ha MOJIenH 3a Je(aH3UBHA CUTYPHOCT;
2. AHanu3 Ha MOJieNH 3a opaH3UBHA CUTYPHOCT;
3. CuHTe3 Ha MaTeMaTHYeCKH MOJIeJIM Ha KuOep3ariaxd B KOTHUTHBHA KOMYyHHUKAI[MOHHA Mpexa,
(1)0pMaJ'II/I3I/IpaHII/I KOMIIOHCHTUTC Ha KOMYHHUKAIIMOHHA KOTHUTHBHA MpPEKaA, XCTCPOIrCHHU
M3TOYHUIIM Ha pa3y3HaBaTelHa HHPOPMAaLUs U TOBEIEHUETO Ha IPOTUBHUKA.

2.1. Monenu 3a neaH3uBHA CUTYPHOCT

3a perraBaHeTo Ha 3a7a4a 2.1 B maparpada 3a aHaJIM3UpaHH JIBa Mojienia 3a Ae(paH3uBHA CUTYPHOCT
— MITRE D3FEND u NIST pamkara 3a kuOepcUTypHOCT, KaTO ca pasliielaHd TEXHUTE€ OCHOBHHU
KOMIIOHEHTH, CTPYKTypa W o0jacT Ha mpuioxeHue. Ha Ta3n ocHOBa € M3BBPIICHO CPaBHEHHE MEXKIY
MOJIEJIUTE U € OLIEHEHA TSIXHaTa MPUTOJHOCT 3a M3I0JI3BaHE B Cpe/la ¢ BUCOKA JMHAMUKA Ha Tpaduka u
aJlallITUBHOCT, XapaKTepHa 32 KOTHUTUBHUTE CUCTEMHU.

2.1.1. MITRE D3FEND

W3BbpiIEH € aHain3 Ha CTpPyKTypaTa M KoMmoHeHTHTe Ha pamkata D3FEND. M3cnensanu ca
OCHOBHHTE €JIEMEHTH Ha Mojiela — rpaduKaTa Ha 3HaHUETO, CEMAHTUYHUAT MOJIEN U MOTPEOUTENCKUSAT
uHTepdeiic, U e onmucaHo Kak Te (GopMaIM3upaT 3aIIUTHUTE TEXHOJIOTHMH U 3aBUCHUMOCTH MEXKIY THX.
Pasriiegana e Bb3MOKHOCTTA 32 MHTErpalus Ha Moziena ¢ odan3uBHU TakcoHoMuu kato MITRE ATT&CK.

[Mudposure apredaktu gepuHupat KoHuentyanHus ooxsar Ha D3FEND. Hanpumep, nonurtuka 3a
CHJIHH TIApOJIM 1OMa/ia B TO3M 00XBaT, Thl KaTo MPSKO BiMse BbPXY KOH(UTypallmoHHATa 06a3a Ha eaHa
cUcTeMa. 3a pa3MKa OT TOBa, MPOrpamMu 3a OO0ydYeHHWE Ha CIY)XHTEId N0 KHOEPCUTYPHOCT HE ce



pasriexaar, Thid KaTo He B3auMoaencTBar ¢ udposu apredaktu. Korato arakysain u3BbpIBa 1eHCTBUS
— KaTo BBbBEX/IaHE Ha KOMaH/IH, ThPCEHE Ha MH(GOPMAIHS WM Ch3/1aBaHEe Ha 3JI0BPE/ICH KO — TOH Ch3/aBa
udpoBu apredaxktu. ChIIOTO BaXH 3a 3aLIUTHUTE JACHCTBUS: aHAJIN3, HAOMIOICHUE U OTKPUBAHE CHILO
B3aUMOJICHCTBAT C apTe(akTH, MaKap M OT pa3inyHa cTpaHa Ha KoH(paukTa. durypa 2.4 uimoctpupa Ta3u
B3aMMOBPB3Ka MEXIY 0(paH3UBHU U JleaH3UBHHU TEXHUKHU Upe3 Hu(poBu apTedaKTH.

Aurutanum
apredakTn

Od¢aH3auBeH mogen JAedaH3useH mogen

Cob3paBaHe OTKpuBaHe

@ur. 2.4. CprocraBsHe Ha 0opaH3UBHU U J1e(haH3UBHHU TEXHUKHU 0 apTePaKTH
3a 1a ce chIoCTaBAT e(heKTUBHO aTaKyBallll U 3aIllUTHU MOAXO0U, € He00X0IuMO Ja ce neuHupat
JIeTaiiino Bph3kuTe Mexay Tiax. D3FEND wusnomsBa mudpoBute apredakTd KaTo MEHTpalHA OC Ha
MoJIeJIUpaHe, KbM KOSITO C€ acOI[MUpaT U JIBaTa TUIAa TEXHUKHU. Te3u acoruanuu Morat aa 0saat oT ooy
tun (,,CBbp3aH C*“) WKW KOHKPETU3UPAHH Upe3 pellalliu KaTo ,,reHepupa‘, ,,u3MbJIHIBA®, ,,aHAIU3Upa‘,
,aocTenBa®, ,uHcTtanupa“. D3FEND pasmupsiBa To3u MOJeNn U ¢ BpBb3KH Kato ,,Ha0moaaBa™, ,,0TKpUBa‘“
WJIH ,,IIPOTHBOJICHCTBA, KOETO MO3BOJISAIBA IePHHUpAHE HA JTOTHUSCKH BPB3KH 0€3 HEOOXOIMMOCT OT PHUHO
CBIIOCTABSIHE Ha BCsKa TexHMKa. CTpyKTypaTa Ha MoJejla INO3BOJSBA KOJMYECTBEHO Jla CE€ H3MEpHU
MMOKPUTHETO Ha OaH3MBHA TEXHUKA OT nedan3uBHa. Heka:
e 0 =1{04,0, ..., 0} € MHOXECTBOTO OT O(aH3UBHU TEXHHKH;
e D={d,;d,, .., d,} e MHOXKECTBOTO OT Jic(haH3MBHU TEXHUKH;
e A={aya,,..,a;} e MHOKECTBO OT apTe(aKTH.
Morar na ce nedpuHUpaT QyHKIUUTE:

PO (Oi! a]) € {Oll}) (21)
KBJETO Py onpenens nanu odansuBHaTa TEXHUKA 0; € O M3nonssa apredakra a; € A.
PD (dll aj) € {0;1}1 (22)

KbeTo Pp onpenens namu aeansuBHara Texuuka d; € D wabmonasa u aHanusupa apredakra a; € A.
ChrnocTaBsiHETO Ha TEXHUKH 110 apTeakTu ce JepUuHupa KaTo:

o Yi_1Po(onay). Po(dyay)
. ¥¥_1Po(os ay)

) (2.3)

KBJETO:
M;, € [0,1] (2.4)
Uucnutenar wusmepBa Opos Ha oOmmTe apTedakTH, BBPXY KOHWTO €IHOBPEMEHHO JCHCTBa
odaH3uBHATA TEXHHUKA U HAOII0JaBa 3alIUTHATA TEXHUKA. 3HAMEHATENSAT HOpMaIu3upa pe3yirTaTa CpsiMo
BCHYKH apTe(akTH, U3MOI3BaHHU OT aTakyBamus. Koakoro mo-0:1m30 € cTOiHOCTTa Ha MeTpukara Jio 1,
TOJIKOBa TO-A00pe TeXHUKara d; 3aluTaBa cpeiry 0;. ToBa cTaBa, 4pe3 U3MEpBaHE JOKOIKO 3alllUTHA
TeXHUKa d; o0xBamia apreakTuTe, KOUTO aTaKyBalla TeXHUKa 0; M31oa3Ba. C 1e KOJMYeCTBeHa OlleHKa
Ha KOJIGKTHMBHATa YCTOMYMBOCT Ha CHCTEMaTa CHpSAMO JajieHa oQaH3WBHA TEXHHKA, MOXE Jaa Obiae
nepUHIpaHa METPHKA 33 CPETHO MMOKPUTHUE, KOSITO U3MEPBA CTETIEHTAa Ha ChBKYITHA 3alIUTHA €()eKTUBHOCT
OT BCUYKH HaJlM4HU Jedan3uBHM TexHUKH. Ta3su meTpuka ce 0asupa Ha Beue BbBeJeHaTa CToMHOCT M; |,
KOSITO OTpa3siBa MOKPUTHETO Ha aTaKyBallla TEXHUKA 0; OT KOHKPETHA 3allUTHA TEXHHUKA d;, UYpe3 oOmmTe
apredakTH, KOUTO C€ M3MOI3BaT U HabmonaBaT. CpeTHOTO MOKpUTHE ce NeUHUPA 110 CICAHMS HAYNH:



n
_ 1
Ml' :—Z Mi,l' (26)
nl=1

kpaero M; € [0,1] e cpenHo nokpurtye Ha oaH3UBHATA TEXHUKA 0; M N € OPOAT Ha HAJIMYHUTE 3ALIUTHH
TEXHHUKH B MHOKecTBOTO D = {d4, d;, ..., d,,}. IIpr ToBa MOXe J1a ce M3Bejie HUBO Ha IPOITYCK B 3aIllUTAaTa,
KaTo ce M3MepBa KaKBa 4acT OT apTe(dakTuTe, U3MOJI3BAaHU OT JaJeHa aTaKkyBalla TeXHUKA O;, OCTaBaT
HeHaOMI0laBaH! OT 3allUTHAaTa TexXHuka d;. ToBa MpemocTaBss AMPEKTHA KOJUYECTBEHA OICHKAa 3a
nepuIuTa B IOKPUTHETO OT CTPaHA Ha 3aIUTHUS MEXaHU3ZbM.

Gy =1—- My, (2.7)
kbaeTo G;; € [0,1] npeacrapisBa HUBOTO Ha MPOIYCK B 3amurara. CroitHocTH O6an3ku 1o 0 (Hamp. G;; =
0.00) o3HauaBar, 4e CHOTBETHATA 3allIUTHA TEXHUKA HAII'BJIHO MOKpHUBa arakaTa. CtoitHocTH paBHu Ha 1.00
O3HAayaBaT MBJIEH MPOIYCK, T.C. 3allUTHATa TEXHUKAa He HAOII0JaBa HUTO €IWH OT apTedakTHTre,
U3IOJI3BaHU OT ChOTBETHATA aTaka. Ba)kHO € 11a ce OlleH! TI0KOJIKO CHCTEMAaTa OCUTYpsiBa BUIIUMOCT BbPXY
KPUTHYHUTE apTedaKkTH, HE3aBUCUMO OT KOHKPETHUTE TEXHUKHU. 3a IeJITa MOXKE /1a c€ M3YHCIU olIiara
3ammTHA BUAUMOCT C4 (MMOKPUTHETO HA aTaKyBaHU apTe(hakTh) CIIpsIMO peaTHUTE 3arIaxu:

k
X W(ZR Po(05,a) > 0 A Xy Pp(dy, @) > 0)
- k
j=1 1(2I21P0(0i' aj) >0 )
kbaero C, € [0,1] - oTpassiBa Asij1a OT peayiHO 3acTpalieHUTe apTedakTH, KOUTO MOMAAT Mo 00XBara Ha
Ha6JIIOIIeHI/Ie OT CTpaHa Ha CucreMara.

" , (2.8)

2.1.2. NIST mozen 3a kuGepcurypHocT

[lenra Ha MOJIETBT € OpraHU3AlMUTE Ja YOPaBIsSBAT M HaMallIBaT PHCKOBETE, CBBP3aHU C
kubepcurypHoctra. [lpu HeoOX0IUMOCT HAUMHBT, MO KONTO OpraHU3alMHUTE MpHJIaraT Mojesa, Bapupa.
NIST monensbT 3a KHOEPCUTYPHOCT BKIIIOUBA CIETHUTE KOMIOHEHTH: H0po, Opzanuzayuonen npogua,
Husa.

Aopomo Ha Mopnena e HabOp OT PE3yiTaTH, CBbP3aHU C KMOEPCUTYPHOCTTA, OPTaHU3HPAHH IO
cienuust HauuH: Qyuxyus, Kameeopus n Ilookamezopus (burypa 2.6). OCHOBHUTE (PYHKIIMH Ha SAPOTO —
yhpasneHue, udeHmupuyupare, 3awuma, OMKpuUaHe, peacupaHe W 6b3CMAHOBS8AHe, OPTAHU3UPAT
pe3ynTaTuTe, CBhP3aHu C KHOEPCUTYPHOCTTA, HA HAl-BUCOKO HHUBO.

Appo

I

I YnpasneHue I

I I
I MaeHTudUumpanHe I

|
|
I [ |
|

I 3awmTa I
I I

I OTKpuBaHe I

| PervpaHe ‘

I I

I Bb3craHoBABaHe I |

@wr. 2.6. SAnpo na NIST mozen 3a KuGepcUrypHoCT

Opeanuzayuonnusam npoghu ONUCBa TEKYIOTO W/WIN LEJIEBOTO ChCTOSIHIE Ha KUOEPCUTYPHOCTTA
B €/IHa OpraHM3aIlMs, ChOOPA3EHO C pe3yNTaTuTe, AePUHUPAHU B SIpOTO. Beekn opranu3animoHeH npout
BKJTFOYBA €HO WUJTU U JIBETE OT CJICTHUTE:
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1. Texyw npogun — yka3Ba pe3yliTaTHTE, KOMTO OpraHM3alMATa B MOMEHTa IMOCTUIa, KAaKTO U

XapaKTEePUCTUKHUTE WM CTENICHTA Ha IOCTUT'AaHE HA BCEKU PE3yJITaT.

2. Ilenesu mnpogun — yKazBa >KEIaHUTE pe3yiTaTH, KOUTO OpraHu3anusara € wu3dpaia

IPUOPUTH3UPAIIA, 32 J1a IOCTUTHE CBOMTE 1I€JIM B YIPABICHUETO Ha KUOEPPHCKOBETE.

Crpnkure, oKa3aHu Ha gurypa 2.8 WIOCTpUpar eAMH OT HAYUHUTE, IO KOUTO €1HA OpraHu3aIHs
MoKe Ja u3nonsBa Opeanusayuonnus npogui, 3a Aa MOAINOMOIHE ITPOLEca Ha HEIPEKbCHATO 0J00psBaHe
Ha CBOSITa KHOGPCUTYPHOCT.

HuBara, kakTo ca mnokasaHu Ha @urypa 2.9, oTpa3sBaT yINpPABICHCKUTE NPAKTUKU 3a
KHOEpCUTYpHOCT Ha opraHu3anusaTa B yetupu ctenenu: Yactuuno (Huso 1), Mudopmupano ot pucka
(Huso 2), IToBropsiemo (Huso 3) m AmantusHo (HuBo 4). HuBara onucBaT nmporpecust OT HeOpMaHH,
PEaKTUBHHU MOJIXOAMU KbM IOJXO0/M, KOUTO Ca aJallTUBHH, OCHOBAaHH HAa aHAJIN3 Ha PUCKA M HEMPEKbCHATO
ce ycbBbpiIeHcTBaT. M360pbT Ha Hugo omara Jia ce ornpeesn odmaTa HacokKa, o KOSITO OpraHu3anusaTa
1€ yTpaBJIsiBa CBOUTE KHOEPPUCKOBE.

1 ) 06xBaT Ha OpraHU3auMOHHWAT Nnpodun

—»( UaeHTUdULUpaHe )
.( Jawmra ) 2 > CbubupaHe Ha HeobxoaumaTa MHbOpMaLmMa
NIST Mogaen 3a
[ Jat %—{ OTtkpuBaHe ) 3 ) Cb3gasaHe Ha opraHu3auroHeH npodun
KnbepcurypHocT
_.< PearvpaHe ) 4 AHanumauMpaHe Ha NPOMYCKUTE WM Cb34aBaHe Ha
nAaH 3a geicteme

Bb3cTaHoBABaHe

|

5 mMnnemeHTHpaHe Ha NNaHbT 33 AeNlcTBue U
aKTyanusupaxe Ha npoduna

[MoBTOpEHKEe

@ur. 2.8. CTBIKY 3a Ch3/1aBaHE U M3I0JI3BAHE HAa OPraHU3aI[MOHEH MPOpUIT

Hueo 3
MNoBTOpAEemo
Hwueo 2
NHpopmupaHo
Hueo 1 OT p1cKa
YactnuHo

@ur. 2.9. Husa B NIST mozena 3a kubepcurypHoct
2.1.3. CpaBHuUTEJEH aHAJIN3 HAa MOJEIH 3a AepaH3UBHA CUTYPHOCT

CpaBHUTENCH aHAU3 Ha JIBaTa MO-Tope pa3riefAaHu Mojiena 3a nedaH3uBHA CUTYPHOCT IO CelIeM
OCHOBHM TEXHHM XapaKTePUCTUKH, Iel, (OKyc, CTPYKTypa, HHUBO Ha aOCTpaKIUs, NPUIIOKUMOCT,
WHTETpAIus ¢ IPYTH MOJEITH U IIEJIEBH PE3yTar, € mpecTaBeH B Tabnuia 5. OT HanpaBeHUs: CpaBHUTEICH
aHaJiM3 MOTAaT J1a C€ HAIPaBAT CJICTHUTE U3BOJIM:

1. NIST e moaxoas 3a OpraHU3aIllMOHHO HUBO, KBJIETO CE€ B3EMaT PEIICHUS 3a YIIpaBJICHUE HA PUCKA,
Ch3/1aBaHE HA MOJUTHUKU U CTPATErMYECKO IJIaHUpaHe. TOW € MMPOKO U3IMOJ3BaH B pEryiaTopHa
cpena, Ipy OJIUTH U 32 CbOTBETCTBHUE C U3UCKBAHU.

2. MITRE D3FEND e noaxoasu 3a TEXHUYECKH €KHUIIM, KOUTO CE€ 3aHMMAaBaT C BHEAPSIBAHE Ha
KOHKPETHHM 3alllUTHU MEXAHU3MU, aHAJIU3 HA aTaKU U U3TPAXKJAHE HA apXUTEKTypa 3a CUTYPHOCT.
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Toii e mone3eH npu onepaTUBHA 3aIIUTa, UACHTU(UIMPAHE Ha 3aIlJIaXd U U3TPaKJaHe Ha 3alllUTHU
CTpaTeruu, 6a3upaHy Ha PEaTHU TEXHHUKH.

3. KomOunupaneTo Ha 1BaTa MoJiesia MOXKE J1a TOBEE 10 Mo-eekTuBHa Kubepcurypuoct, kato NIST
CSF mopnenupa pamkara u ynpasieHuero, a MITRE D3FEND — TeXHMYE€CKOTO HW3MbJIHEHUE U

3alluTa.
Tabnuna 5. CpaBHHUTENIEH aHATIU3 HA MOJIENIU 3a JeaH3UBHA CUTYPHOCT
Xapakrepuctuka | MITRE D3FEND NIST Mogeu 3a KUOEepCUTYPHOCT
[IpenocraBs pamka 3a ynpaBieHUE Ha
OnucBa TeXHUMKM 32 3alluTa U peA p yrp
Len . pHcKa u noao0psiBaHe Ha
MPOTUBOJICUCTBUE HA ATAKU
KHOEpPCUTYpHOCTTA
Poxve TakTHuecku — HaCO4YEH KbM KOHKpPETHHU | CTpaTern4ecku — HaCOUYEH KbM IMPOIIECH
Y 3AIUTHU JEHUCTBUS U YIPABJICHHE
Oyukuuu: Moenmugpuyupane, 3awuma
CTOVKIVDA OHTOJIOTHSI OT 3alllUTHU TEXHUKH, Oi}vlm ?maﬁe puyupare, Ombzqoeo ’
PYKLYP ceBp3amy ¢ MITRE ATT&CK pusane, P>
Bvscmanosasane
Hugo na Hucko — TtexHuueckum geraiinum 3a | Bucoko - OpraHu3aluOHHA u
a0CTpakIus 3allIMTHU MEXaHU3MHU YIpaBJICHCKUA HUBA
3a MHXEHepU TI0  CHUTYPHOCTTa, | 3a 'HKOBOJIUTEITN MEHUKBPU
[Tpunoxumoct P yp ’ P 5 ’ JRKEPH,
aHAJIM3aTOPH, pa3paboTunIn KOHCYJITaHTH IO CUTYPHOCT
WuTerpanus c Ceppzan ¢ MITRE ATT&CK 3a | Moxe na ce unrterpupa ¢ ISO 27001,
JPYTU MOJEIIU ChIIOCTABSIHE HA aTaKU U 3alUTH COBIT, u gpyru ctangaptu
Iestesu pesyrar [TomobOpsiBane Ha samutHuTe | [looOpsiBaHe Ha KHOEpPYyCTOMYMBOCTTA
pesy CIIOCOOHOCTH Upe3 KOHKPETHU TEXHUKH | U YIPaBICHUE HA PUCKA

2.2. Mopenu 3a opaH3MBHA CUTYPHOCT

3a perraBaHeTo Ha 3ajaya 2.2 € U3BBPIUEH aHaJIM3 Ha MOJENIU 3a O0(aH3UBHA CUTYPHOCT, KOUTO
OIMCBAT MOBEJICHUETO Ha MPOTHUBHHUKA U HAYMHA, T10 KOWTO CE pean3upaT KuOepaTaky B pealHU YCIOBUSI.
3a nenTa ca pasriiefianu J1Ba Mupoko npuetu Taktudecku mojena — MITRE ATT&CK u monensT ,,Bepura
3a kubeparaku®, Cyber Kill Chain. AHanu3bT € HacoueH KbM TEXHHUTE CTPYKTYpHU XapaKTE€PUCTUKH,
JIOTHKa Ha U3rpakJaHe, HUBO Ha JETalIHOCT U MPUIIOKUMOCT IPU MOJAETUPAHE U CUMYJIMpaHe Ha aTaky.

2.2.1. MITRE ATT&CK

MITRE ATT&CK e rmob6amHo noctbhlHa 0Oa3a 3HaAHUS, ChIbp)KAllla TAKTUKH, TEXHUKU U
npouenypu, Tactics, Techniques and Procedures (TTPs), kouTo mpencraBAT IeHCTBHUATA, KOUTO
MIPOTUBHUIIMTE MOTAT Ja U3BbpIIaT, 3a na nocturnar ceoute e (MITRE Corporation, n.d.). B pamkure
Ha ATT&CK, TakTUKUTE Ce TPETHPAT KaTo ,,€TUKETH, C KOUTO TEXHUKUTE WUJIU MOATEXHUKUTE MOraT Ja
ObJIaT CBBbP3aHH, B 3aBUCUMOCT OT IEJIUTE, KOUTO MOTAT Jla Ob/IAaT MOCTUTHATH Ype3 TIXHOTO M3IOJI3BAHE.
Besika TakTuka chIbpika ompelereHue, ONMCBAI0 HEeMHAaTa KaTeropus M CIy>KM KaTo Hacoka 3a TOBa,
KaKBM TE€XHUKH CJIe/IBa Ja ObJIaT BKIIOYEHHU B Hesl. Taka onmucaHarta CTpYKTypa € MmpejcTaBeHa Ha ¢purypa
2.12.

TexHUKHTE TNpeacTaBiIsABAT ,,KaK MPOTUBHUKBT IIOCTHIA OIpPEAENIEHa TaKTH4eCKa Lel 4pe3
W3BBPIIBAHE HA KOHKPETHO JeicTBUe. [lOATEXHUKUTE MOMBIHHUTEIHO IUQPEPEHIIMPAT IMOBEICHUETO,
OIMMHCAaHO B TEXHUKUTE, B MO-crieuGuuHu HOopMHu.

IIpouenypure ca 1pyr cbliecTBEH KOMIIOHEHT OT KoHuenuuara TTP. [Ipouenypure npeacrasnsBar
KOHKpETHaTa pealu3alus, HM3MO0JI3BaHa OT MPOTHUBHULM NpH MpWIaraHe Ha JaJeHa TEeXHUKa WU
noaTexHuka. [Iporeaypure 4ecTo BKIFOYBAT MU KOHKPETHH WHCTPYMEHTH, Ype3 KOWTO CE€ W3BBPIIBAT
JEUCTBUATA.

W3BecTHU IPOTUBHMIIN, KOUTO CE MPOCIIEAABAT OT MMyOJIMYHNA U YaCTHH OPTraHU3aIluH U 32 KOUTO CE
JIOKJIaJBa B JIOKJIAM 32 pa3y3HaBaHe Ha 3aruiaxu, ce orpa3saBar B MITRE ATT&CK upes obekra - [ pyna.
['pynute ce paeduHuUpaT Karo HMEHYBAaHW HAOOpPW OT MPOHUKBAHUS, 3aIUIaxH, JIOKYMEHTHUpPaHU
3MI0HAMEPEHU TPYMUPOBKU WU KaMIaHUHM, KOUTO OOWKHOBEHO TMPEACTaBIsABAT IleJIeHACOUeHA W
NPOABJLKUTENHA 3]TOHAMEPEHA AKTUBHOCT.
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Pasy3HaBaHe

h 4 P

W3rpaxkpaHe Ha pecypcu

MPOTUBHUKOBM TAKTUKKN
- Kakea e uenta?

MPOTUBHUKOBW TeXHWKK
- Kak ce noctura

AeduHMpaHaTa uen?

MbpBoHavYaneH focTbn

WHeKkTUpaHe Ha
CbAbpXaHue

KomnpomeTupaxe
Ha NermTumHa
ycnyra

Excnnoatupane
Ha nyb6nuyHoO
npunoKeHne

BbHLWHK
oTAaneyeHu
YCayru

XapayepHu
UHCTPYMEHTI

GUWNHT

MpeHocum
HOCKTEN

KomnpomeTupaxe
Ha 3axpaHBaHe

Jlosepena Bpb3ka

BanuaHu akayHTu

Wi-Fi mpewu

TapreTupaH GUILIKMHT C NpKKaveH daiin

TapreTupaH ¢pULWUHT € Bpb3Ka

Tapretupan GUWuUHr Ypes ycayra

—Y Y ¥

TapreTupaH GUIWKHT € rNacoBo cbobleHue

@ur. 2.12. CTpyKTypa Ha TAKTUKU U TEXHUKU

2.2.2. Bepura 3a kuOeparaku

|
Pazy3HaBaHe

Noarotoeka

MsnpawaHe

@ur. 2.13. Bepura 3a kubeparaku

| |
| |
[ EKcnnoatayua }
|

| |

MHcTanauma

KomaHgBaHe n
ynpaBneHue

H3nbneHeHue
Ha uenute

Ha ¢urypa 2.13 e nokazana meTofonorusra, no xosro padoru sepurara (Lockheed Martin, n.d.)
MopensT pa3aens kudeparakuTe B cefieM etana (¢asn).
1. Pasysnaseane - B THpBUsS €Tall HamaJaTensT chbOMpa uMHOpMalus 3a ILieleBara CUCTeMa WU

OpraHu3aIms.

2. Iloocomoeka - cnej KaTo € U3BbPILEHO MOAXO0 A0 pa3y3HaBaHe, Hala aTelNsuT Ch3AaBa MOAXO0 A1
37oBpesieH copTyep WM MOIUQUIMpPA CHIIECTBYBAIl, B CHOTBETCTBHE C YSI3BUMOCTHUTE Ha
1ieJIeBaTa CUCTEMA.

3. MUsnpawane - KOTaToO 37MO0BPEIHUIT COPQTYyEp € TOTOB, TOW C€ M3MpaIla KbM IeiTa — 4pe3 UMENI,
JMHK, YHUBepcaiiHaTa cepuitHa mmHa, Universal Serial Bus (USB) ycTpoiicTBo u T.H.

4. Excniaoamayus - TIpA M3IBIHEHUE, 3JIOBPEIHUAT KO €KCIUIOATHPA YS3BHUMOCT B CHCTEMara Ha
KepTBara, 3a MoJly4aBaHe Ha IbPBOHAYAJICH JOCTBII.

13



5. Hucmanayus - ycrenrHaTa eKCIuioaTallys MO3BOJSBAa HA HAMaaaTess Ja MHCTAJIUpa 3aJHa BpaTa
(backdoor) unmu apyr THN 310BpeaeH coPpTyep, C e MOAAbpKaHEe Ha TIOCTOSTHEH JOCTHII.
6. Komamnosamue u ynpasnenue - 4pe3 MHCTAIMpaHaTa 3a/1Ha BpaTa, HAllaIaTeNIAT MOXKE JJa KOMYHUKHPA
C KOMIIPOMETHpaHaTa CUCTEMa U J1a s YIPABJISIBA TUCTAHIIHOHHO.
7. HM3nvinenue Ha yeiume - B TOcienHaTa (aza HamagaTelIsT M3NBIHSABA KPaHUTE CH LEIH —
HaIpUMep U3TOYBAHE HA TAHHH, PA3NPOCTPaHEHUE KbM JIPYTH CUCTEMH I Ca0OTaxX.

2.2.3. CpaBHUTENECH aHAIN3 HA MOJIEIH 32 O(paH3MBHA CUTYPHOCT

CpaBHHUTEJICH aHaJIU3 Ha JiBaTa IMO-Tope pas3rienaHu mojnena 3a odaHzuBHaA curypHoct, MITRE
ATT&CK u Cyber Kill Chain, e npencraBeH B Tadiuna 6.
Tabnuna 6. CpaBHUTENICH aHATU3 HA MOJIENH 32 0aH3UBHA CUTYPHOCT

rpynupanu no $a3u Ha aTaka

Xapakrepuctuka | MITRE ATT&CK NIST Mopaeu 3a KUOepCUTYPHOCT
Ien Karanoruszupa texHuku, usnon3BaHu | Onucea eranure Ha IieJeHacoyeHa
OT aTaKyBallld B PCAJIHU CLICHAPUU KkubepaTaka
Doxyc TakTnueckn — KOHKpeTHU AercTBUA U | CTpaTeruyeck — MocCae10BaTeIHOCT
TEXHHMKHU Ha aTaKyBalIUTe Ha aTaka OT Ha4aJoTo [0 LieaTa
Marpuna ¢ TakTUKM MW TEXHUKH, | JIMHEWHa nocienoBaTenHocT or 7
CrpykTtypa

cTalla Ha aTakKa

HuBo Ha neTaitiHOCT

Bucoko — BkIIOYBa TCXHUKHU, IIOI-
TCXHUKHU, IPUMECPHU U UHCTPYMCHTHU

CpenHo — onucBa ocHOBHH (azu 6e3
TEXHUYECKH TIOJJPOOHOCTH

[Ipunoxxnmocr

3a 0B Ha 3amjiaxy, aHajau3 Ha
MHIUACHTH, CUMYJIAIMK 1 3aluTa

3a MojenrpaHe Ha aTaku, o0yueHue
U CTPATETHUYECKO IJIAHUPaHEe

AKTyanuzamus u [Tocrossuno obHoBsiBaH oT MITRE c | [To-psiako  oOHOBSIBaH, CTaTW4YeH
pa3BUTHE HOBU T€XHUKHU U TPYIHU MOJeI
Wuterpanus ¢ apyru | [llupoko unrerpupan B SIEM, SOAR, | M3non3Ban OCHOBHO B OOYyUUTENHU U
CUCTEMU EDR u nnardgopmu 3a J10B Ha 3aIIaxy | aHAIUTUYHU KOHTEKCTU

Ot HanpaBeHUs1 CPABHUTEJIEH aHAIM3 MOTaT J1a CE HANPaBSAT CICIHUTE U3BOIU:

1. Cyber Kill Chain e mo-moaxoasii 3a cTpaTerHiecko MoJIeIMpaHe Ha aTaku, 00yueHue Ha MepCcoHal
U pa30upaHe Ha JIOTMKaTa 3a]] 1IeJICHACOUEHH aTaKH.

2. MITRE ATT&CK € u3KII0YUTETHO TI0JIe3€H 3a ONEePAaTUBHU €KHUIH 0 CUTYPHOCTTA, KOUTO CE€
3aHUMaBarT ¢ UJIEHTU(GULIMpPaHEe HA 3aIlIaxy, aHAJIM3 Ha MHIUIEHTH U U3TpaKIaHe Ha 3alluTa.

3. KomOuHupaHero Ha /BaTa MoOejia MOXeE Jia Jjajie IIbJIHAa KapTHUHA 3a aTaka kato, kato Cyber Kill
Chain criomara 3a pa3z6upane Ha ¢as3ute Ha ataka, a MITRE ATT&CK 3a aHanu3 Ha KOHKpETHUTE
JeMCTBUS U MPOLIEypH BbB BCsiKa (a3a.

2.3. Cunre3 Ha MOACIN Ha KI/I6ep33HJ'IaXI/I B KOTHUTUBHA KOMYHUKAallTUOHHA MPEiKa.

3a pemiaBaHeTo Ha 3aja4a 2.3, B pa3jiesia ca CHHTE3UPaHHU MOCJIeI0BATETHO MO/JIE] Ha KOTHUTHUBHA
KOMYHHKAI[MOHHA MpPEekKa, MOJIeIT 3a pa3y3HaBaHe Ha KubOep3aruiaxu U MOJell Ha MPOTUBHHUK.

2.3.1. Mopaen Ha KOTHUTHBHA KOMyHUKallMOHHA MpEXa

MogenbT ocurypsiBa MaTeMaTUKO-TIPUIIOKHA OCHOBA 32 eMyJIallus U aHAIN3 Ha ToBeAeHueTo Ha SG
WH(]pacTpyKTypa MPH TECTBAHE, OJWT HAa CUTYPHOCTTA W MPOBEXKJAHE HA CTpec TecToBe. MonuenbT Ha
MperkaTa e npeacTaBeH Ha ¢urypa 2.14 u ce neduHupa Karo:

S={C,N,R,U,D}, (2.9)
kbaeTo C — OCHOBHa Mpexara, R — mpexa 3a paauomoctsn, U — motpebutencko obopyasane, N —
MTOAMPEKU Ha MpexoBaTa HHGpacTpykrypa u D — MpexkoBo o0opyaBane. MpexoBata HHGpacTpyKTypa ce
CBCTOM OT TPU KOMIIOHEHTA!

N = {Ncores Nran» Nue} (2.10)

Bceku Bb3en v; B Mpexara uMa yHukanen IP(v;) € Nj 3a cboTBETHUS TOMENH. KOMIIOHEHTHT,
OTIHCBAII] OCHOBHATa MpeXxa, ce 1euHupa KaTo:

C= {Ecore:F: OScore}' (2-11)
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KkbaeTo E .. € eMmynaropa Ha ocHoBHaTa 5G Mpexa, 0S.,.. € Linux AUCTPUOYLIUU - OlepalliOHHATa
CHUCTeMa Ha BHpTyallHATa MalllHa, BHPXY KOATO paboTu emynaropa u F — mpexoBure (QyHKIUU B
OCHOBHATa Mpexa.

5G Core

S
=

7]

1]

M

- ~
=

[

)

il
-/
N

c

)

=

D-3-U
MotpeGurencrko oGopynsaHe Mpea 3a paaMo40CThb
Y . ™
UE-1 wg\:\: — — —— 1—77 gNB—l ‘
v ~ . _
N T -7
Na -
{ — T~ ST Ty
= ~ [~
UE-2 4:__7§777/4, gNB-2 ‘
. J T~ - N— J
O~ N
=7
_ A ~ M
' VS — — NN Y
-
UEN & — — — — — — — = 1 gNBN ‘

®ur. 2.14. Monen Ha KOTHUTHBHA MPEXa OT METO MOKOJICHHE.

OcnoBHa Mpexa C ce cberon oT n = 10 BupTyanuu mpexoBu ¢pyHkuuu (NF):

F = {NFIINFZI""NFIO} (212)
BCﬂKa MpG)KOBa (byHKHI/Iﬂ ce HpeﬂCTaBﬂ KaTo Hape,[[eHa TpOﬁKa:
NFi = (idi'lpild)i)' (213)

kpaero id; € IDyr — unentudukarop (wmamp. Sgs-amf), IP; € Ny, — acoumuupan IPv4 u ¢; —
GbyHKIIMOHATHA poONii Ha Bb3ena (Hamp. MapuIpyTH3UpaHe, CHUTHAJIM3aIs, YIOpaBlIeHWEe M T.H.).

KomnonentsT R negunupa gNB Bb311TE, KOUTO U3MBIHIBAT PYHKIMITA HA 0a30Ba CTAHIIUS.
R={Ry,R, ..,Ry} (2.14)

Bcexu gNB BB3en ce nedunnpa karo:

R; = (idyng, IPyng, Egni ) (2.15)
KBJETO idgyp € yHuKanen uaentudurarop Ha gNB, IPgyg € Npay — IP anpec na 6asosa cranuus u Egyp
—emynatop Ha UE (manp. UERANSIM). Komnonentst U Monenupa HaOOp OT MOTPEOUTEIICKA TEPMUHAIIH.

U = (UE,, UE,, ..., UE,} (2.16)
Bcekn oTpeGHUTeNICKH TEPMUHAI ce Ie(HHIPa KaTo:
UE; = (id;, IP;, 0S;,9;), (2.17)

KbJeTo id; — yaukaieH uneHtudukarop Ha UE yctpoiictBo, IP; € Nyp — aconuupan IP 3a UE Bb3en,
0S; € {i0S, Android} — onepanmonna cucrema Ha emynatopa Ha UE u ¢; € ¥ — Habop OT NMPHITOKEHUS
(manmp. WhatsApp, Messanger u T.H.). MpexoBoTo o0opynBane D BKIIOUYBa MPEXOBH YCTPOIHCTBa KaTo

pyTepH, cyndose 1 Jp. Bcsko MpexoBO yCTpoiicTBO ce AeUHMpa KaTo HapeeHa TPpoiKa:
d; = (id;, IF;, 6;), (2.18)
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KBJETO id; € IDp e YHHUKaJIEH UICHTU(PHUKATOP Ha YCTpPOMCTBOTO,
IF; = {(IP;1, N, link;y), ..., (IP;y,, N, link;,)} — MHOKECTBO OT mHTepdeiicu ¢ IP aapecu U MpekH, KbM
KOUTO € cBbp3aH u 6O; € {router,switch, bridge, firewall, ...} — ponst uax TUO HA yCTPOHUCTBOTO.
[TpeanoxeHusT MOJIeT BKIIIOYBA CIICIHOTO MHOKECTBO OT MPEKOBH yCTPOICTBA!

D =(d,a{,df”,d,dl’, i), (2.19)
Kb d(C) d(”') _ d(u)
nero d, - pyTep B OCHOBHA Mpexa, d, ~ — pyTep B Mpexara 3a paJHOJOCTBIL, d; - pyTep B Mpexara 3a

IOTPCOUTEIICKO 00OpyaABaHe U A, ", A5 *,Ag = Ca CYWIOBCTC 3a JIOKAJIHO CBBP3BAHC Ha BB3JIUTC B TPUTEC
IIOAMPEKU.

dic) = (id = routercore, IF;,0,; = router), (2.20)

KBJCTO:
1F; = {(1Py, Neore, dS°), (1P, Nean, 57 )} (2.21)
dic) = (id = swcore, IF,, 0, = switch), (2.22)

KBJCTO:
1F, = {(IPy, Neores 4\7), (IPy, Neores NFy), (IP3, Neores NF) ...} (2.23)
dgr) = (id = routerran, IF,, 8, = router), (2.24)

KBIACTO:
1, = {(1Py, Neore, dS°), (1P, Nan, @), (1P, Ny, 48} (2.25)

PyTepbT B MpexkaTa Ha OTPEOUTENCKOTO 060y IBaHe ce Je(HHUpa KaTo:

dgu) = (id = routerue, IF;, 03 = router), (2.27)

KBIACTO:
1F; = {(1Py, Nean, 43”), (1P, Ny, 437} (2.28)

CyunubT B MpexaTa Ha OTPEOUTENCKUTE TEPMUHAIIN JOCTABSI MIOAMPEkKA, KOATO C€ U3I0JI3Ba KaTo
ocHoOBa 3a cBbp3BaHe Ha UE emynaropa kpM gNB.
u . .
dg ) = (id = swue, IF,, 0, = switch), (2.29)
KBJETO:

1Fs = {(1Py, Nyg, d"), (1P, Nyg, UEy), (IP5, Nyg, UE,), ... (2.30)

2.3.2. Mopaen Ha pazy3HaBaHe 3a KuOep3aruiaxy B MyOIu4yHy 6a3u TaHHU

[TpenyioskeHUST MOZIEN € MPOEKTUPaH J1a WACHTHU(HUINPA PEIEBAHTHUTE MPOTUBHUIM M 3aIlIaxH,
HACOYEHHU KbM KOHKPETHU CEKTOPH M PETHOHH, Ja KapTorpadupa CBbP3aHUTE C TAX TAKTUKU, TEXHUKHU U
MpOIeypH, KaKTO M Jla BKJIIOYM OpOs Ha JTIOKYMEHTHpPAHUTE KaMIaHWM KaTO TETJIOBU KOC(PHIIMEHT B
ananmu3a. Ha ¢urypa 2.15 e npezacraBena o61a 6;10k-cxeMa Ha IPeAIoKEHUAT MOJIE.

B mbpBus eran ce m3piumyar Bcuuku APT rpymu ot myOnuunHuTe 0a3u JaHHHM, 00O3HAYEHU C
YHUKaJIeH uaeHtupukatop G_x.

Hexka G ={g1, 92 -, 9n} @ € MHOXKECTBOTO OT 3yoHamepeHu rpymu, T = {ti,ty, ...,tm} €
MHOECTBOTO OT O(haH3UBHU TEXHUKH H T = {rl, Ty, een) Tp} € MHOKECTBO OT O(paH3MBHH TAKTHKH.

Hedunupa ce GpyHKIMS 32 TPUHAIIECKHOCT, KaTO Ce MPUEMa, Ye BCSIKA TEXHUKA MPUHAIICKH KbM
JlaJieHa TaKTUKa:

w:T - 7, (2.39)
KBJETO u(tj) = TAKTHUKaTa, KbM KOATO MPUHA/JIEKH TeXHUKaTa t;. Beska rpyna g; uma CBbp3aHu JiBa
aTpuOyTa: cektop Ha uHTepec: S(g;) € X, KbJIETO £ € MHOXECTBOTO OT BCUYKHU HHIYCTPHUAITHH CEKTOPH H
reorpadcka aktuBHOCT: R(g;) € R, kpJieTo R € MHOXKeCTBOTO OT reorpadcku peruonu (Hamp. EBpomna,
Azus, HATO).

OmnpenensaT ce MHOXKECTBATa Ha 1I€JIEBUTE CEKTOPU U PErHOHMU:

Starget = {51'52' :Sk} (2.40)
Riarget = {R1, Rz, ..., R} (2.42)
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MsTOMHMUM Ha

pasysHaBaTeNHU SaHHM

MNy6amunmn/MacTym Bazu gadHm

®duntpauus

Llenesu MHAyCTPHUaieH CEKTop Lieneswm reorpadckn pervoH
KmiouoBu gymu 3a uHaycrpus/cexTop Kniouoewm gymu 3a pervon/zoHa

PenesaHTHM rpynu

DUATPUPEHU TPYNU

Cb3gasaHe Ha cnoese B ATT&CK Navigator

KaprorpadupaHe Ha TEXHMKH KapTtorpadupaHe Ha TEXHMKH KaprtorpadupaHe Ha TEXHHMKH
salpyna 1l sa lpyna 2 sarpyna N

Covapaeare ATT&CK Navigator cnoi Coapaeare ATT&CK Navigator cnoi R Cbzpasaqe ATT&CK Navigator cnoit

O6epuHeH cnoi

Mpeternexa marpuua/MectoTeH aHanns

@ur. 2.15. brokoBa cxema Ha MoieN 3a pa3y3HaBaHe Ha KuOep3arniaxu

Starget N€PUHUPA LETEBUSA CEKTOP YPE3 HAOOP OT KIIOUOBH AYMH. Rigrger NEDUHUPA LENEBUS
PEruoH upe3 Habop OT KIIIOUOBH JyMHU.
MHOEeCTBOTO OT peJieBaHTHU Ipymu G' € G ce nepuHupa Karo:

G, = {gi €EG I S(gi) n Starget * @ A R(gi) n Rtarget * (D}: (2-4‘4)
kbaeto i € [1,n]u G’ € G.3aBcakarpyna g; € G, ce nedpunupa MHOkeCTBOTO OT M3non3Banun ATT&CK
TEXHUKU:

T(g;) ={ti, ty ., ty JET (2.45)
WNunukaropHata GyHKIMS 32 U3MOI3BAHUTE TEXHUKU MOXKeE Jla C€ U3UUCIIH KaTo:
1, axot; €T(g;) A ,u(tj) =1,

bj.a (g) = b (2.46)
0, B IPOTUBEH CJIy4au
Cp3naBa ce OMHapHa MaTpUIIa 3a BCSIKA peJIeBaHTHA Ipyma g;:
M(g,) = [8j0(g))] € {0,13"*™, (2.47)

KBJIETO PEJIj CHOTBETCTBA HA TEXHHUKA t;, KOJIOHA @ ChOTBETCTBA Ha TakTHKA T, un = |T|, m = |t|. Torasa
gecroTara Ha H3II0JI3BAHEC Ha O(l)aH?)I/IBHI/I TCXHUKU OT peHeBaHTHI/I prr[l/l MOXKE IOa C€ U3BJICUC OT

pe3yJiTaHTHa MaTpulia, KaTo C€ CyMHUpAT MATPULIUTC HAa BCUYKU U3BJICUCHU I'PYIIN.
|6|

Mj, = Z M(91)ja, 1<j<n 1<a<m (2.49)
i=1

2.3.3. Mopaen Ha TPOTUBHUK

[IpennoxkeHuAT MoJen ONMCBAa KIOYOBUTE KOMIIOHEHTH Ha IPOTHUBHMKA — YHHUKAJIEH
UACHTUPUKATOP Ha rpynara, Habop OT U3MOJI3BAHU TEXHUKH, CTPATErHs 3a U300p U MOCIEA0BATEIHOCT Ha
TEeXHUKHUTE, TJIAH 32 eMyJIallis ¢ KOHKPETHH MpOLeaAypHU, KaKTO U HeoOXxoaumara uHppactpykrypa. Tosa
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MO3BOJIIBa BB3NMPOU3BCIKAAHC U ABTOMATHU3HUpPAaHA CUMYJIallUd Ha pCaJIHU APT xaMmaHu ¥ TEXHHUKH Ha
310HaMepeH npoTuBHUK. Ha durypa 2.16 e npencraBena 610koBaTa cxeMa Ha MPEJIOKEHUS MOICIT.

PasysHaBaHe 3a
Kubepsannaxu

WMHCTpYMEHTH

A

TaKTMK W, TEXHUKKM M NpoLLeaypU

TakTMKK Mpouegypn

MNnaH 3a eMynauma Ha
NPOTHUBHMK

MoproroBka Ha
MHpacTpyKTypa

OpkecTpayma

ABTOMATH3H PaLLLH CEPHATOBE W YCIY W

HUsnownHeHwe

CubupaHe Ha pesyntatn

@ur. 2.16. baokoBa cxema Ha MOJIEN Ha MPOTUBHUK
[IpoTuBHUKBT (Tpymna, KaMIIaHUS WIK aKThOP) ce JieuHUpa KaTo:

— w P
A= (g 1,”,10,E 1), (2.54)
KBJETO:

e g € (G — yHukaneH ujaeHtugukarop Ha rpynara (APT, xakTuBuCTH U T.H.);
e T," ST — MHOXECTBO OT H3MO/I3BaHK O(aH3NBHY TeXHUKH 110 nauHu oT CTI;
. l'[g — cTpaTterus Ha npoTuBHUKa (Ross, 2014);
e F —maH 3a eMynauus (CTpaTerysi Ha MOBEICHUE - ONMCBA pela Ha (a3, TEXHUKHU U MPOLIETypH);
e [, —vH(DpaCTPyKTypa HAa MPOTUBHHKA.
I'pynara g uaentuduuypaiia KOHKpETeH MPOTUBHUK, PUHA/IIEKH KbM MHOXKECTBOTO:

G ={91,92 -, gn} (2.55)

KbJeTO G € MHOXECTBO OT W3BECTHH TPyIH B MyOqudHH 0a3u jaHHHW. ToraBa g € G mie € YHHKATHUS

UJCHTU(UKATOP HA MPOTUBHUKOBATA TPpyIa, KONTO uecto ce aedunupa karo APT  unu G_x. M30panara

CTOMHOCT g € G ce M3MoJ3Ba KaTto pedepeHTHA TOUKA 32 BCHYKH CBBbP3aHU MHOXKECTBA Tg, Cg, Rg, Sg, Hg.
Hexka:

T, = {t € T| t e u3no/N3BaHa TeXHUKa OT rpyna g} (2.56)

6’5}16 MHOXXECTBOTO OT TEXHUKH, U3II0JI3BAHU OT rpymnara g.
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C 11es1 KOJIMYECTBEHO OTYMTAHE HA YECTOTATA HA U3IIOJI3BAHE HA TEXHUKHTE, C€ pasmupssa Ty 10
MPETEriIcHO MHOKECTBO:
w
T, ={(t,w) | t € Ty, w, € N}, (2.59)
KBAETO Wy € N — TerfnoBu KOSPHUIIMEHT HAa TEXHUKA t, U3MEPEHO KaTo Oposi Ha KaMIIaHUHTE, B KOUTO t
yuactsa 1o gaiHu ot CTI. Torasa npereriieHoTo MHOXKECTBO, MOKE /1 CE MIPEACTABHU, UPE3 IEKOMIIO3ULIMS
110 TAKTHKM:

T," = U T,"®, (2.60)
TEX
KBIACTO:
T,Y@ ={(t,w) |t eT® n T,} (2.61)

Hebunupa ce kommonent Il;, KOHTO Monenupa JOrMKara ¥ peia, 1o KOWTO rpyna g npuiara

TEXHUKU t € T, 3a da MNOCTHUIHEC LCJIM OT pas3iIMdYHU TaKTHYCCKHU KaTCroOpHH. IInanbT 3a EMyJjlalusa Ha
IMPOTUBHUK CC I'CHCPHPA KATO IMMOCICAOBATCIIHOCT OT CTBHIIKH!

E = [(®tW,p®), (W@, p@), . (pWt®, p®)], (2.72)
KBJIETO 3a BCSIKA CTHIKA [ OT IJIAHA CE€ OMpeelisa N30paHa TeXHUKA t® n rnpouenypa p(i). VYcnoBuero 3a
3aBBpIIBAaHE HA M3MBJIHEHUETO € JOCTUTaHETO Ha omnpeneneHus Opoit crenku L. MHppacTpykTypaTa Ha
POTUBHUKA Ig ce nepuHUpa KaTo:
I, = (Hy, Dy, Ny, Ay), (2.73)
KbJIeTO Hy € MHOXKECTBO OT XOCTOBE B IPOTHMBHUKOBATA UHPPACTPYKTYpa, Dy e MHOXKECTBO OT JIOMEWHH,
N, e MpeskoBara TOTOJIOTHsI 38 pa3BpbhIIaHE HA nHPPACTPyKTypaTa u Ag € MHO>XCCTBO Ha KPCJACHIMUTE 3a
AOCTHII O PCAIM3UPAHUTE YCIIYTH. MHOXECTBOTO OT XOCTOBE CE Pa3riICiKia KaTo HapCaACHa YCTBOPKaA:

Hy = (idp, typey, ipp, 0Sp), (2.74)
KBJIETO id}, € yHHKaJeH HACHTH(PHUKATOP Ha XOCTa, type, neduHupa ycayrara pealm3upata Ha KOHKpETeH
xocT (pous), ipy, - mpucBoeH IPv4 anpec u 0s, neduHUpa onepanroHHaTa CHCTEMa Ha X0CTa. Y CIyTHUTe,
KOHTO MOJKE J1a TIOTbPKa OMPEICICH XOCT MPUHAIICKAT KbM CIICTHOTO MHOXKECTBO:

typey, € {WEB, C2,Mail, Files, DNS, Attackbox,VPN, Proxy} (2.75)
HaGopbT OT onepanroHHu CHCTEMH, KOUTO CE MIPUCBOSIBAT 38 BCEKU XOCT, C€ ONPEIENs KaTo:
osy, € {Ubuntu, Debian, Win22, Win10,Winl11, Opnsense, Kali} (2.76)

MHuoxecTBOTO IoMelHN Dy ce pasriiexkia KaTo MHOKECTBO OT EJIEMEHTH, TIPEJICTABEHU KaTo:
Dg = (idd,nd,rd,r‘rd), (277)
KBJETO id, € yHUKaJleH HIeHTH(PHUKATOp HA JOMEIHA, Ny € UMe Ha ToMelHa, Te(UHIpaH PH PETUCTPALINS,
g4 — MetanaHHu 3a peructpauus (WHOIS undopmanus), rry — Habop or DNS 3amucu (A, AAAA,
CNAME, MX, TXT). MpexoBara TONOJOTHS OMpeneis Bb3IUTE U BPb3KUTE MEKIY TAX:
N, = (V,E,S,R), (2.78)
KBJETO V' € MHOKECTBO OT BbpXOBe (Bb3/H). B npencrasenus monen V = H,. E € MHOKECTBO OT BPB3KH
MEX[y BB3JIUTE, S € MHOXKECTBO OT MOAMPEXH U R € MHOKECTBO OT IIPaBUJIa Ha MPEXOBUTE YCTPOMCTBa.
MHOXeCTBOTO OT IMOAMPEKH, C KOUTO pasIojiara MpoTHBHUKOBATa HHPPACTPYKTYpa, ce AeGHHUpa KaTo:

S ={sy,85, ..., Sk} (2.80)
KBJIETO BCSIKA MTOJMPEIKA S; CE OMPEENIs C HAKOIKO IapaMeThpa:
s; = (net;, mask;, gw;), (2.81)

KBJIETO Nnet; — aapec Ha Mpekara, mask; — moaMpexoBa Macka U gw; — aJipec Ha TeiTyel 3a BKIIOUBaHE
KBbM MOJIMPEIKa OT MO-TOpHO HUBO. [IpaBuiaTa 3a punTpaims Ha MpexoB TpapuK B MPEKOBUTE YCTPOKUCTBA
ca e(MHUpaHU KaTO MHOXKECTBO:

R={r,n, ..,1n} (2.82)
Bcesiko mpaBuiio 1; BKJIIOYBA CIIEAHUTE TIaAPaMETPH:
r; = (proto;, srcip;, srcprt;, dstip;, dstprt;), (2.83)

Kpenenmnuure 3a 10CThI ONpeAesaT UACHTU(PHUKAIIMOHHUTE JaHHU 32 ONEpPallMOHHUTE CUCTEMHU U
YCIIyTUTE B MPOTHBHUKOBATA HHPPACTPyKTypa A,:
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Ay ={ag,ay,...,ac}, (2.84)
Bceku eneMeHT a; € A, ce mpecTaBst KaTo HapeIeHa YeTBOPKa:
a = (id,, type,, scope,, sercret,), (2.85)
KbJETO id, — YHUKAJICH HICHTU(HKATOP HA 3aIica C KPEACHIIMUTE, SCOpe, — 00XBAT OT PECYPCH 32 KOUTO
KpeACHIIMUTE Ca BaluaHU, Sercret, — pedepeHmnus (yka3aTesl) KbM CTOMHOCTHTE HAa KPEICHIUUTE U
type, € P;req — THI HA KPEACHLIMUTE.
P...q = (user_pass, ssh_key, api_token, oauth, cert), (2.86)
scope, € Hy U Dy, (2.87)
T.€. MHOKECTBOTO OT XOCTOBE, YCIYTH WU JJOMEWHU (MK KOMOMHAIINSA), KbM KOUTO TO3U KPEJICHIIIBJI 1aBa
JOCTBII.

sercret, = ptr(id,) (2.88)
Crensa u3nbIHEHUE HA [UIAHBT 32 eMyJjanus. V3nbaHeHuero ce qeuHupa Karo:

Kpero E — muaH 3a emynanusi nedunupan B 2.72, L — Opoil Ha CTBIKWUTE 3a M3IBIHEHWE U Y, —
MOCIIEIOBATEIHOCT OT ChCTOSHUS HA HHPPACTPYKTypaTa U 1eJieBaTa cpefia cle/l Beaka CThIIKA.

Ye = [yu,y2, o y1l (2.90)

Bcesko cheTOsiHUE Y; BKITIOYBA!

yi = (t9,p®,r®), (2.91)
kbaero t) — u3Gpana texuuka ot mwiana, p) — KoHKpeTHATA IPOLEIY A, KOSTO pealn3upa TeXHUKATA U
r® _ pesymrar OT W3NBIHEHHETO HA CThIKATa (ycmex/Heycmex). Pesynrarst Z ce nedUHHpa KaTo
o0eMHEeHNE HAa BCUYKH PE3YJITaTH OT U3IIBIHEHUETO Ha CTHIIKUTE r®;

L
7 = Ur(i) (2.92)
i=1

1. Kombunupanoro usnon3Bane Ha crparermuecku pamku kato NIST CSF u Cyber Kill Chain c
taktudecku mojenu kato MITRE ATT&CK u MITRE D3FEND ocurypsiBa 1su10cTeH MOaX01 3a
npoBexaaHe Ha oan3uBHU U Nedan3uBHu kubeponepanuu. NIST CSF u Kill Chain npenoctassr
CTPYKTypUpaHa BU3HsS 3a ympaBieHue Ha pucka u (asute Ha ataka. ATT&CK u D3FEND
JION'BJIBAT C KOHKPETHM TEXHUKU 3a aTaka M 3aiiuTa. ToBa MO3BOJSBAa Ha OpraHU3allMUTE J1a
u3rpaxaar e(peKTUBHH CTpaTeruy, KOMTO OOXBAIllaT KAKTO YINPAaBICHCKH, Taka M TEXHUYECKU
acIeKTH, MOA0OpsABalKM OTKPUBAHETO, PEAKLUATA U YCTOWYMBOCTTA CPELLY 3aIUIaXH.

2. 3a menurte Ha AUCEPTAMOHHUS TPyH ca u3Opanu taktuyeckure moaenu Ha MITRE ATT&CK u
MITRE D3FEND 3a cuHTe3 Ha MOJEIN Ha 3alJIaxUTe Ha KOTHUTHBHA KOMYHUKAIIMOHHA MpEXa,
3aI0TO T€ MPeNoCcTaBsAT Oorata 0a3a JaHHU 3a pealHU TEXHHMKH, U3I0JI3BaHU OT aTaKyBallly, U ca
MOJXOASIIM 3a TEXHUYECKM €KWIM, paboTelly Mo OmNepaTHBHA 3allluTa, WACHTU(UIMpaHE Ha
3arIaxy U U3rpakJaaHe Ha 3alllUTHU CTPATEruH, Oa3upaHy Ha peaTHU TEXHUKH.

3. Cunte3upanu ca 3 Moiesia, KOUTO AaBaT MaTEMAaTUKO-TIPUIIOKHA (popMain3anys Ha KOMIOHEHTUTE
Ha KOMYHMKAllUOHHAa KOTHUTHBHA MpeXa M IpPeJOCTaBAT OCHOBAa 3a eMyJallus M aHaliu3 Ha
noBesieHneTo Ha SG nHpacTpyKTypa IpH TECTBAHE, OJIUT Ha CUTYPHOCTTAa U IIPOBEXK/IaHEe Ha CTPeC
TecToBe. [IpeayioxkeHnTe MO ca OJIE3HU 32 HAYYHU U TEXHUUYECKU €KUIIH, KOUTO CE 3aHNMaBar
C BHEJpsIBaHE HAa KOHKPETHH 3allIUTHU MEXaHU3MHU, aHAJIN3 Ha aTaKU U U3rPa)KIaHe Ha apXUTEKTypa
3a CUTYPHOCT:

(1) Moagen Ha KOrHUTHBHA KOMYHUKAIIMOHHA MpexXa, KOWTO AepuHHMpaA JOrMyeckara U
¢u3nyeckata CTPyKTypa Ha cHCTeMara M KOMIIOHEHTHUTE Ha MpekaTra Karo HapeaeHU
MHOKECTBA M peNlalliy, OMHUCBAIIM TSIXHATa MAEHTUYHOCT, (PYHKIIMOHAIHA POJIsi, MPEKOBHU
aZipecu U B3aUMOCBBP3aHOCT.

(2) Moaen na pa3y3HaBaHe 3a kuOep3amiaxu B myOJu4YHU 0a3W JTaHHH, KOHUTO OCUTYypsBa
KOJINYECTBEHA OIIEHKA 32 aHAJIM3 Ha MOBEJECHHETO Ha MPOTHBHHUKA. MoAeTbT uaeHTUUIpa
pEJIeBaHTHUTE MPOTUBHULM U 3allJlaxd, HACOUEHU KbM KOHKPETHHU CEKTOPH M PETHUOHHU, U
KapTorpagupa cebp3anure ¢ Tax TTPs.

2.4. U3Boau
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(3) Mopaes Ha NPOTHBHUK, KOUTO MaTeMaTU4Yecku (hopManu3npa OCHOBHUTE XapaKTEPUCTUKU Ha
IPOTUBHMKA, KAaTO YHMKAJIEH MJCHTU(UKATOpP HA Ipynara, MHOKECTBOTO OT H3IMOJI3BAHU
o(haH3MBHU TEXHUKH, CTPATETHATA HA MPOTHUBHHKA, IIJIAHA 38 eMYJIAllUs U MHPPACTPyKTypara
Ha IIPOTUBHUKA.

I'naBa 3 — Cnieunajau3upad KMOEPNOJUIOH 32 peaju3upaHe HA CUMYJIAIIMOHHU MO/IeJIN.

3a pemaBaHeTo Ha TPETa OCHOBHA 3a/1a4a OT AUCEPTAIMOHHUST TPY/I, B TPETa IJ1aBa ca iehpuHUpaHu
CIICIHUTE TTO/A3a/1a4H:

1. [Jla ce mpoekTupa M HM3Tpagyl KOHIICNITyalHaTa M MPEXKOBA apXUTEKTypa Ha CHEIHATHU3UPaHUS
KHOEPITOIUTOH.

2. Jla ce pa3paboTH MaTeMaTUKO-TIPHIIOKEH MOJIEN, (hOpMaIM3HpaIl] CLICHAPUUTE B CIICIIHATU3UPAHUS
KHOEPITOIUTOH.

3. Ja ce pa3paboTu CUMYJAIMOHEH CIIEHApUN Ha EKCIEpUMEHTalHa Cpela 3a H3Cie/lBaHe Ha
CUTYPHOCTTA Ha IOTPEOUTEICKO 000pyaABaHE M MpexkoBa HH(ppacTpykTypa Ha SG MOOMITHA Mpeka

3.1. CncTaB Ha IpeIOKEHUST KUOSPIIOJIUTOH

3a pemraBaneTo Ha 3amava 3.1. B TO3W pas3fen € MpelyioKeHa CHelualu3upaHa ruiatdgopMa 3a
Ch37laBaHe HA CUMYJIALIMOHHU CPE/IM 32 IPOBEXK/IaHEe Ha CTPEC TECTOBE, KAKTO U O(PaH3UBHU U JepaH3UBHU
kubepornepanuu. KoHnenTyanHaTa apxuTeKTypa Ha IPeAJIOKEHHUT MOIET € TIpeicTaBeHa Ha OJI0K cxemara
Ha urypa 3.1, kaTo QyHKIMOHATHUTE €IEMEHTH Ca IPYNUPAHU B 3 CJIOS B 3aBUCUMOCT OT YCIYTUTE, KOUTO
peamusupar: Ilompedoumencku unmepgeiic, Menudicvp na cnocobnocmu u bnox 3a eupmyanuzayus u

asmomamu3ayus.
TloTpedHTENH

ToTpeduTeIcKH HHT epdeiic
Yeb TexHonormu - Apache, Nginx, PHP u ap.

Mennﬂmp HA CHOCOOHOCTH

Buok 3a Buok 3a
AIMHHHCTPHp aHe CHMY/IHp AHE HA
Ha 1aTgopMara KHOEpaTaKkH

bJ1oK 3a omeHKA
H 0T9eT

Biok 3a
CHMY.IHp AHE HA
NOTp eOHTETCKA

AKTHBHOCT

Buaok 3a
yHOpaBJeHHE HA
CIeHAPHHTE

BJ10K 33 BHPTY ATH3AIHA H ABTOMATH3ANAA
(CKpHITOEE 32 ABTOMATH3AHA)

Texuonornm 3a TeXHOTOTHH 33 Iy 0nHIHH JacTHH
eMy.1aIHst BHPTY ATH3AHA 00.1aYHH YCJIyTH 00IaYHE YCJIYTH
(Prmimeckn emynarop) (Proxmox, vSphere) (AWS, Azure, G Cloud) (OpenStack)

@ur. 3.1. ApxuTtekTypa Ha npeasokeHara miaThopma.
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[TorpeOuTenckusaT uHTEpdEiic OCUrypsiBa B3aUMOICHCTBHETO MEXAY NOTPEOUTENS U yCIYTHTE HA
wiaTgopMaTa U U3MNoiI3Ba yeb ChpBbpHA TEXHOJIOTHS Apache 3a M3rpakIaHeTO Ha HHTEPAKTUBCH MOPTAI
3a morpeduTenuTe, Yype3 KOWTO Ja B3aMMOJACHCTBAT C YCIyruTe Ha Iatdopmara, 6e3 ga ce Hajara
HHCTAJIMpaHe U KOHPHUTYpHUPaHE Ha TOMBJIHUTENEH codTyep.

MeHHKBPBT Ha CIOCOOHOCTH OCUTYpSIBa OCHOBHHTE (DYHKIIMHU Ha IuiaTopmaTa u BKIHOUBa brnok
3a admunucmpayus u ynpaeierue, biok za cumynupane na kubepamaku, Brox 3a oyenxa u omuem, bnok
3a cumynayus Ha nompebumenu v Box 3a ynpaenenue na cyenapuume.

MeHUKBPBT HA CIIOCOOHOCTH AeDUHUPA BH3MOXKHOCTHTE Ha IuiaTdgopMara 3a OpraHu3upaHe Ha
CHMYJIAIUUTE, IPOBEXKIaHEe HAa O0YUYCHHATA, OIICHKA Ha EKHUITUTE, KAKTO M B3aUMOJICHCTBUETO ¢ OJI0Ka 3a
BUPTYaIHU3AIHS [TPU U3TPAKIAHETO HA CPEIUTE 32 eMYyJIallis Ha MPEXHU M ONEPAI[HOHHNA CHCTEMH.

brnokbT 3a BHUpTyasM3anmusi W aBTOMATH3aLUs CIYXKH 332 aBTOMAaTU3MPAHO KOH(UTYpUpaHE,
KOOpJIMHUPAHE M YIpaBlICHHE Ha KOMIIOThpHHUTE cucTeMd U copryep. Cherou ce oT miardopma 3a
BUPTyaIu3anus Proxmox u MHOKECTBO aBTOMAaTu3upaly CKpUIITOBEC.

MpeskoBaTta apxUTEKTypa Ha IaTgopmMara e nmpejacraBeHa Ha ¢purypa 3.2.

-1 User
194.141.51.1

ad/d

vte-db
194.141.51.231

10.10.0.0/22

CueHapuu — 10.10.0.0/22

CueHapwmii 1 CueHapuid 2 CueHapuid N

Kali linux win-server ubuntu-server Kali linux Winll

@ur. 3.2. MpexoBa apXUTEKTypa Ha MpeJiokKeHaTa miargopma

Ha BBHITHUS TTEpUMETHP € Pa3IoJIoKeHa 3alllUTHA CTEHA Vie-fiw, KOSTO OCBIIECTBSIBA KOHTPOJ Ha
Tpaduka mexxay MIHTepHET 1 BbTpenHaTa nuHppacTpykTypa Ha miatdpopmara. OCHOBHATAa TOUKA 32 TOCTHIT
1o ruiatopmara e Bb3ena vie-portal, Koito o0ciyxBa yed uHTepdeiica 3a morpedbutenure. Upes Hero ce
OCBIIECTBSIBA ABTEHTHUKAIIWs, YIpPaBIEHUE HA CIEHApUU W WHHUIMATIU3AIUs Ha BHUPTYaTHU MAIIHHH.
[TopTanbT KOMYHHKHpA KaKTO ¢ MOTpeOuTenuTe npe3 MHTepHEeT, Taka W C OCTAHAIUTE MOACHCTEMH —
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0azaTa JaHHM W TPOKCH CHhPBBpUTE. BbTpemHara 06aza mganHu Vte-db cbxpaHsBa uHbopmanus 3a
MOTpeOUTEN!, CLEHApUM, BUPTYaJHM MAallMHM W aKTUBHU CeCHM. 3a Ja ce TapaHTHpa OajaHC Ha
HaTOBApBAaHETO Ca BHEAPEHU J[Ba IPOKCU ChPBbpa — vie-proxyl u vte-proxy2 TsxHaTta pois € Aa npenparaT
3asBKUTE 3a CTapTUPAHE HA BUPTYyAJHU MAIIMHU KbM OOJIaYHUS KI'BCTEP U J1a OCUTYpsIBAT 3allUTEH
rpadudeH yedaocToil 1o MamuauTe 1o mpotokonu VNC, RDP u SSH. Benuku cienapuu v TeCTOBU Cpeiu
ce peanu3upar B paMKUTe Ha oOjadeH KiIbCcTep vie-vmcloud. B TO3uW CerMeHT ce HaMupaT BCHUKH
BUPTYaJHU MAIlWHHU, aCOLIMMPAHU ChC ClieHapuuTe. B Tabnuua 7 ca npeacTaBeHU MallMHUTE, U3TPaJcHU
B MPEXKOBUS MOJIEI.

Tabnuma 7. OnricaHne Ha MAITUHUTE B MPEKOBHS MOJICT

Mamnna Poss 1Pv4 ITopt VYcayra
vte-fw I'pannyHa 3alMTHA CTEHA 194.141.51.1 - OPNsense
vte-portal Yeb6-nopran Ha mardgopmara 194.141.51.230 443 WEB/HTTPS
vte-db ba3za nanau 194.141.51.231 3306 | MySQL
vte-proxy1 [Ipemnpamiane Ha MOTPEOUTEICKH 194.141.51.11 443 VM API, VNC,

TpaduK RDP, SSH
vte-proxy2 [Ipenpamniane Ha TOTPEOUTEIICKU 194.141.51.12 443 VM API, VNC,

TpaduK RDP, SSH
vte-vmcloud | KirecTep 3a BupTyanm3amnus 194.141.51.99 - Proxmox VE

dusznyueckaTa apxXuTEKTypa Ha MPEATIOKESHHUS MOJIEIN € MpejacTaBeHa Ha ¢urypa 3.3. Ts BrirouBa
rpaHUYeH pyTep (3alIUTHA CTEHA), IBA OCHOBHU CyHW4a, KOUTO TapaHTUpaT PE3EpPBUPAHOCT IPHU OTKA3 Ha
KOMYHHKaIMoHeH KaHai, UPS cuctema 3a pe3epBHO 3aXpaHBaHE U TPU UJIEHTUYHU ChbPBBpa, 00ETUHEHU B
MIPOKCMOKC KIIbCTEpHA KOH(UTypalys 3a peaquszupaHe Ha oOiiayHata MH(pACTpyKTypa, MOIIbpiKalia
BUPTYaJIHUTE MAIIHHU.
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@ur. 3.3. dusnyecka apxutekrypa Ha mardopma Cyber Range
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Ornucanara (u3nuecka apxXuUTEKTypa € peaau3upaHa B IIEHTbpa 3a ChbXpaHEHHE Ha JaHHU Ha
dakynret ,,Aptrnepus, [IBO u KUC* (durypa 3.4).

3alWmnTHa cTeHa -
Opnsense
| |

core-swl

1

=

Bl i,
-

Proxmox Cluster g

@ur. 3.4. Peanu3upana apxXuTeKTypa Ha CHEIHATIM3UpaH KHOEPIIOIUToH

3.2. Mogen Ha CueHapuuTe

3a pemaBaHeTo Ha 3aj1a4a 3.2 e pa3paboTeH GopMajeH MOJe Ha CLIEHApUUTe B CUMYJIAlMOHHATA
mwiar¢popma. MonmerbT ONUCBAa CTPYKTypaTa M B3aUMOBPB3KHUTE MEXKIy OCHOBHHTE KOMIIOHECHTH,
y4YacTBAaIIM B U3TPaKJAHETO U YIPABICHUETO HAa YUeOHUTE M TPEHUPOBBUHHTE clieHapuu. OCBEH TOBa €
MPEJCTaBEeH aJTOPUTHM 3a CTApTUPaHE W yNpaBIICHUE HA BUPTYaTHH CPEIU Upe3 MPHIIOKHO-TTPOTpaMeH
untepodeiic, Application Programming Interface (API), xoiiTo ocurypsiBa KOHTPOJI BBPXY PECYpCHTE,

reHepHpaHeTo Ha CCCHUHU U aBTOMaTI/ISI/IpaHaTa HWHUIINAJIN3al[id Ha MAllIMHUTE B paMKI/ITe Ha CHeHapI/II/ITe.
Heka:

S = {51,52,...,511_} (31)
€ MHOXKECTBO OT BCHUKH ClIeHapuu B maTdopmara. Beeku cuienapuii S; € S ce nedunupa xato:
Si = {til di,Cl', liFTiF a;, Ti}; (32)
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kbaero t; € ¥<*0 — sarmasue (Hu3 ¢ gbmwkuHA < 40 cumBona), d; € X255 — kpaTko onmcanue (Hu3 C

abokuHa < 255 cuMBoma), ¢; — YHHKaJICH WAEHTH(UKATOP 3a BCEKH cueHapwid, [; € {1,2,3} — HuBo Ha
tpyanoct (1 = necno, 2 = cpenno, 3 = tpyano), 7; € Nt — Bpeme 3a usnbianenue (MunytH). Llenouncnena
nosiokuTeNHa croHoct, a; € {0, 1} — ABoMYHA CTOMHOCT, ONpeessa Bb3MOXKHOCT 3a BKIIOYBAHE Ha
aTaKyBaila mMamuHa B crieHapus u T; € {t;q, tiz, .., tim} — MHOXKECTBO OT 3a/1a4¥ (CTBHIIKH) 3 CIECHAPHUS.
Besika 3aava t;; € T; ce nepuuupa ¢ HAKOJIKO KIIOYOBH EIIEMEHTA!
tij = {61, kij, vij, Qis ), (3.4)
KBJETO 0;; € {0,1, 2} — Tum Ha 3agavara (0 = 6e3 BupTyaiaHa mammaa VM, 1 = VM, 2 = cratudeH caiir),
K;j — CbIBPKAHMETO Ha 3afadara, v;; € V U {6} — BupTyanHa MaliMHa MM CTaTHYEH CAlT NPUBHP3AHHU
KbM 3a1a4ata (ako uma jJeuHupany TakuBa) ¥ Q;j = {qij1,qij2, -+, qijm} — MHOXECTBO OT BBIPOCH B
KOHKpEeTHaTa 3a1a4a. Bceku BIIPOC q;jx € Q;j € CbCTABEH OT CIEAHUTE KOMIIOHEHTH:
Qijie = {Pijio Xijio Mijic) (3.5)
KBJIETO ;) — ChAbPIKAHUE HA BHIIPOCA U &; jx — IPABUIICH OTIOBOP, N€pUHUPAH OT MHCTPYKTOP. B ciyyai,
Y€ MHCTPYKTOP HE JeMHMpPa IIPaBUIIEH OTIOBOP &;jx = 0, BBIPOCHT ce TpaHCHOPMHpPA ABTOMATHYHO B
CTBIIKA, B KOATO MOTPEOMTENA MPOCTO IMOTBLPXKIaBA HEHHOTO NPEMUHABAHE. 1);jx — IMOJCKA3Ka KbM
BBIIPOCA B IOMOII Ha YYaCTHUIIUTE/CKUIHUTE (HE3aIBJDKUTEIICH €JIeMEHT). MHOKECTBOTO OT HHTEPAKTUBHU
pecypcH, KOUTo MoAabpika miardopmara, ce qeuHupa Kato:
V ={v, vy ..., 0} (3.6)
Bceku nnTepakTuBeH marepuai v € V kbM 3aaua BKIIOYBA cleHUTE AepuHUIMN: id,, — YHUKAJICH
unentudukarop, n, € Xr<*° — yme na matepuansT (cTpUHr ¢ ABIKUHA < 40 cumBona) u p, € {0,1, 2,3}
— MpoToKoJ 3a yed nocteil. [lnatdhopmara nmoaabpka 3 mpoTOKOIIA 32 OCUTYpsiBaHE HA rpaduvHa Bpb3Ka
kbM MammmauTe (0 — 6e3 GUI, 1 — VNC, 2 — RDP, 3 — SSH).
[TpunoxkHO MporpaMHUAT UHTEpdEC 3a BHEApPABAHE M CTApTUpaHE HA BUPTYaIHUTE MAIWHU B
CLIEHApUUTE pabOTH MO CIETHUTE BXOAHU JaHHU:
e u €U — mnorpebuten, koWto craptupa VM (uueHtuduiupan upes cecus), Kpaero U e
MHOKECTBOTO OT MOTPeOUTENM B Oa3aTa JaHHU Ha Miargopmara
e S €S — cueHapuil, B KOINTO MOTPEOUTENAT € cTapTHpal BUpTyanHata MamuHa. Onpenens ce upes
UIEHTU(QUKATOpa Ha CLIEHApHUs C;, KOUTO € Ae@uHMpaH B 6a3aTra JaHHU MPU Ch3/1aBAHETO MY .
® 7, - UMETO Ha MallliHaTa, KOSITO TpsAOBa Ja ce CTapTupa.
* L, E {0,1, 2, 3} — Tun moctwn no MamuHara: 0 — renesa cuctema (6e3 GUI), 1 — SSH, 2 — RDP, 3 —
VNO).
ITpu ToBa API (opmanmuzupa mpoueca mo craptupaHe Ha VM, H3MNOM3BaliKM alropurbMma,
npencraBeH Ha gurypa 3.5. OCHOBHUTE CTHIIKH Ha aJITOPUTHhMa ca:

1. Bamuparus Ha BXOJHUTE JaHHH: aKO MOTPEOUTENST U HE € aBTEeHTUKHpAH — BPBILAHE Ha Tpelika
403 u ako JUICBa V;; WK S — BpbIane Ha rpemika 400.

2. IlpoBepka 3a OrpaHUYEHNE HA PECYPCU: U3UNCIIABA CE:

¢(u) = |{v € V| vecraptupana ot u}|, (3.7)
KbAETO ako ¢ (u) = 3 — BpbIIane Ha rpemka (,,Makc. 3 MammHn"). [1o TakbB HAYMH Ce TPEAOTBPATIBA
BB3MOXKHOCTTA OT MPETOBApBaHE HA PeCypcUTe Ha miaaTdopmaTa B CIEICTBUE HA CIIaM MPH Ch3/1aBaHE Ha
HeorpaHuuyeH Opoil MalIHH.

3. Tenepupane Ha cecust KbM VM: u3BIMYA ce V;y 1O N,0T 6a3arta nanHu. Unentudukatopst Ha VM
maliaoH v,y €V — yka3Ba KOs MallMHA J1a ce KJIOHMpa U crapTupa. M3uucisBa ce ciydaeH
unenTudukatop ¢ € X*°¢ ppmxuna > 15 cumBona. I'enepupa ce url agpeca 3a rpaduueH yeb
JIOCTBII 10 MalllMHaTa:

url = f(d, c, tp), (3.8)
KBAETO f € QyHKIMs, KOATO ChCTaBs aIpec MO TOMENH d U TUII HA MAlIMHATA L.

4. Peructparus B 6a3ata JaHHU: T€HEPHpA Ce CIyYacH UASHTH(PHUKATOP 32 HOBAaTa MAIlIMHA B TPAHHUIIUTE

ot 10000-20000:
v'iq € {10000 — 20000} (3.9)
3anmcBa ce HoBara VM B TabiMIa ChC CTApTUPAHK MauHu V'
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V' = (u, s, v iq,url, Texp), (3.10)
KBJETO Texp = NOW() + 2h. Tlpu TOBa HOBOCTapTMpanata VM pasnonara ¢ 2 4aca mpeau jaa Obue
yHuioxxena ot API 3a repmunupane Ha VM.

5. OTroBop KbM KJIHEHTA: OMpeNIeis Ce€ BpEMETO 3a ctapTupaHe Ha VM mo JaHHM OT 1uiatdopMara 3a
BUpTyalu3alisi B MPOMEHJIMBAa & W CE BpbIla OTroBop KbM KimeHTa B JSON wmacus:
{status: success, url: url, expires;,: Toxp, countdown: § }

6. bekena MHUIAATIU3ALMS:

a. wm30mpa ce aBTOMATH3UPAIl] CKPHIIT g(tp) 3a ctapT Ha VM:

startssp, t, =1
g(tp) = {start qp, t, = 2. (3.11)
start,ne, t, =3
b. W3Buksa ce:
exec(g(tp), ¢ Vi, Vi )- (3.12)

Algorithm 1: Start VM API
Input: w € U user; s € S scenario; n, VM name; ¢, € {0,1,2,3}
access type
Output: JSON response with status, URL and expiration time
Input validation:;
if wser u is not authenticated then
L return error 403
if n, =0 or s =0 then
L return error 400
Resource limitation check:;
p(u) « |{v € V' | vstartedbyu}|;
if @(u) > 3 then
| return error 403 (maximum 3 VMs allowed)

Session generation:;
;3 +— SELECT vmid FROM V WHERE name = n,;
if v,y = () then

| return error 404 (VM template not found)
¢ + RandomString(> 15);
url « f(d,e,tp);
Database registration:;
v}, < RandomlInteger(10000,20000);
Teap — now() + 2h;
INSERT INTO Started VMs(u, s, vj, url, Terp, tp);
Client response:;
4 « StartupDelay(t,,);
return {status: success, url: url, expires_in: 7..,, countdown: d};
Backend initialization:;
switch t, do
case () do

| start target
case 1 do

|  start ssh
case 2 do

| start rdp
case § do

| start vnc

ExecuteRemote(t,, ¢, viq, vj4);

@ur. 3.5. [IceB10 KO Ha aNTOPUTHM 3a U3rpaxkaane Ha VM
3.3. CumynarmoHHa cpejia 3a u3clieJJBaHe Ha CUTypHOCTTa Ha 5G

3a u3cleABaHe Ha CUTYPHOCTTA Ha MOTPEOUTENICKO 000pyIBaHE W MpPEKOBa MHPPACTPYKTypa €
peaiv3upaH CHUMYJAIMOHEH CIeHapuil Ha eKCHepHMEHTalHa Cpela B paMKUTE Ha W3TpajJeHus
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crienaNnru3upad KHOeprnoauroH. 3a ueira e u3rpajaeHa camocrosrenta 5SG yactna mpexa (5G SA), koATo
MPEeAOCTaBsl YCIYrd 3a KOMyHHUKamus Ha jaHHuW (0e3 rac) Ha TOTpeOuTeNnH, BKIIOYEHH Upe3
norpedurencko odopynsane (UE). [lorpebutenckoro obopyaBaHe (KIMEHTHTE), CBBbp3aHU KbM S5G
MperKara, oxy4yaBaT JOCTBII 0 yCIyTuTe Ha Mpekara U VIHTepHeT.

[Ty6nnunara mobuiHa Mpeska, Public Land Mobile Network (PLMN) Ha 5G SA u3nonsBa MoOuiieH
KoJ Ha abpprkaBara, Mobile Country Code (MCC) 999 u mo6men mpesxos koz1 (MNC) 70. 5G SA mpexata
ce cbeTou oT ocHOBHA Mpeska (CN) u Mpexa 3a paguonoctsil (RAN), cBbp3aHH MOMEXKTY CH C OCTaHAIIUTE
BBHIIHYU Mpexu U MHTepHeT, upe3 3amuTHa cTeHa/pyrep. BupTtyannara undpacTpykTypa Ha u3rpajeHara
5G Mpexa e nokazana Ha urypa 3.6. 5G SA undpacTpykTypara € BHEAPEHA B CICAHUTE MPEKHU:

e 5G Core — cinyxu 3a HMMIUIEMEHTHPAaHE Ha YCIyIHT€ B OCHOBHa Mpexa c¢ azapec [Pv4:
192.168.6.0/24.

e 5G gNB - cuyxu 3a UMIUIEMEHTHpaHe Ha 0a30Ba cTaHIMs C aapec Ha Mpexara I[Pvé4:
192.168.8.0/24.

e 5G UE —wmpexa ¢ nepunupan [P 06xBat, 0T KOATO MOTPEOUTEICKOTO 000PY/IBaHE MOTydaBa CBOUTE

IP anpecu 3a moTpedburencku Tpaduk.

@OYHKIIMOHATHOCTTAa Ha BUPTYaTHUTE MAITMHU B MpexaTta 3a paauogoctsi (gNB u UE) 3aBucu ot
MPAaBUIHOTO (YHKIMOHUPaHE HAa OCHOBHUTE SG MpeX0oBU QyHKIMH. BUpTyanHuTe MalIvHU B Ta3H Mpexa
ca neuHUPAHU KaKTO clie/iBa: Sg-core — emynaTop Ha 5SG oCHOBHa Mpexa, Sg-gNB — emynarop Ha 6a3oBa
cranius gNB u 5G-UE1-3 — emynarop Ha nmotpedutencko obopyasane. Kondurypanusra Ha MpexoBUTE
yciyru BbB BHeapeHara SG Mpexa ¢ aepuHrpaHuTe MOPTOBE € MpecTaBeHa B Tabnuina 8.

VYcenyrure, npeocTaBsHA OT BUPTyallHa MalllMHa Sg-core ca nepuHupaHu KakTo cieasa: Sg-db, Sg-
webui, 5g-nrf, 5g-udr, 5g-udm, 5g-ausf, 5g-amf, 5g-smf, 5g-pcf, 5g-bsf, 5g-upf u 5g-nssf. MpexoBute
(GyHKIMM B OCHOBHA Mpexa ca cohTyepHO UMIUIEMEHTHpaHH, upe3 nmpoekra OpenSGS BbpXy BUpTyaliHa
MammHa ¢ omnepanuonHa cuctema Ubuntu Server 24.04 LTS. Ha ¢urypa 3.7 ce Buxaa peanuszupaHa
MmpesxoBa yciayra AMF.

Artakysawa mpema
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@ur. 3.6. BupryanHa uHQpacTpyKTypa Ha KOMyHHUKAIIMOHHA MPeXa OT 5-TO MOKOJICHHUE.
27



Tabmuma 8. Yciyru Ha m3rpageHa SG mpexa

Ycayra Poas IPv4 Mamuna | MpexXoB cerMeHT ITopT HNme Ha yeayrara
Sg-amf VYmpasieHnue Ha 10ocTbhia U MoomwitHocTTa | 127.0.0.5 Sg-core 5G Core SBI—-TCP/7777 | open5gs-amfd.service
N2 — SCTP/38412
S5g-smf OyHKIHS 32 YIIPABJICHUE HA CECUUTE 127.0.0.4 Sg-core 5G Core N4 — UDP/8805 | open5gs-smfd.service
SBI - TCP/7777
Sg-upf MapuipytusupaHe Ha MOTPEOUTEICKU 127.0.0.7 Sg-core 5G Core N4 — UDP/8805 | openSgs-upfd.service
TpaduK N3 —UDP/2152
Sg-ausf CopBbpHa (yHKIUS 32 yaoctoBepsiBane | 127.0.0.11 Sg-core 5G Core SBI - TCP/7777 | open5gs-ausfd.service
Sg-nrf Oyuknust Ha NF xpanummieTo 127.0.0.10 Sg-core 5G Core SBI - TCP/7777 | openSgs-nrfd.service
Sg-udm YHuduuupano yrnpasicHUe Ha TaHHU 127.0.0.12 Sg-core 5G Core SBI - TCP/7777 | open5gs-udmd.service
Sg-udr YHuuduuupano XpaHUIUIIE 3a TaHHU 127.0.0.20 Sg-core 5G Core SBI - TCP/7777 | open5gs-udrd.service
S5g-pcf @DyHKIMA 3a yrpasieHue Ha noiautukure | 127.0.0.13 S5g-core 5G Core SBI - TCP/7777 | openSgs-pcfd.service
Sg-nssf OyHKIH 32 ©300p HA MpekoB cermMeHT | 127.0.0.14 Sg-core 5G Core SBI - TCP/7777 | open5gs-nssfd.service
Sg-bsf OyHKIUS 32 TOIPHKKA HA CECUHUTE 127.0.0.15 Sg-core 5G Core SBI - TCP/7777 | open5gs-bsfd.service
S5g-db MongoDB 06a3a nanau 192.168.6.6 | S5g-core 5G Core TCP/3306 mongod.service
S5g-webui | Ye0 npuiioskeHue 3a yrpaBlieHHe Ha 192.168.6.6 | Sg-core 5G Core HTTP - TCP/80 | nginx.service oOpaTHO
aboHaTH HTTPS -TCP/443 | npokcu kbM nopT 9999
127.0.0.1 S5g-core 5G Core HTTP - TCP/9999 | open5gs-webui.service
5g-gnb 5G 6a3oBa cranius / gNB emynatop 192.168.8.50 | 5g-gNB 5G gNB uHnnuupa N2/N3 | nr-gnb.service
BpB3Ka
5g-uel-3 | 5G UE emynarop 10.45.0.2-4 | 5G-UE1-3 | 5G UE [Torpebutencku | nr-ue.service
TEePMHUHAIH
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open5gs-amfd.service - Open5GS AMF Daemon
Loaded: ; preset:
Active: since Fri 2025-09-12 07:24:22 UTC; Smin ago
Process: 1015 ExecReload=/bin/kill -HUP SMAINPID (code=exited, status=0/SUCCESS)
Main PID: 748 (open5gs-amfd)

Tasks: 2 (limit: 4600)
Memory: 23.1M (peak: 23.6M)
CPU: 50ms
CGroup: {Eystem.slice/openSgs~amfd.service

@ur. 3.7. Cucremna ycinyra Ha AMF

Ocsen MpexxoBuTE (QYHKIIMHU, HA BUPTyaIHA MallliHA B OCHOBHA Mpeka ce HaMupar 0azara JaHHU
(5g-db) m ye6 mnpumokeHwe 3a ymnpaBieHue Ha abonatute (S5g-webui). bazarta nmannm (5g-db) e
UMIUIEMEHTHpaHa 4Ype3 cHcTeMa 3a yrpaBleHue Ha 6a3u ot nanHu MongoDB 8.0.10, cexpansBama
uH(popmMalusa 3a norpedurenure, KOHPUTrypalus Ha cucTtemMara u Mpexara. basara ganHu openSgs Ha
MongoDB cwpBbpa Cchabpka clemiHUTe TaOMUIM: accounts — H3MOJN3BAa C€ 3a ChXpaHsABaHE Ha
UICHTU(PUKAIIMOHHU JJaHHU 3a notpedutenure, nocrbuBamu WebUI npunoxenuero; profiles - n3nonssa
ce 3a ChXpaHsABaHE Ha 33/JaJeHH Npoduiar Ha aOOHATH; S€SSIoNs — M3MOJI3Ba CE 3a ChbXpaHsIBaHE HA CECUU
3a webUI nmpunoxenuero; subscribers — nndopmarus 3a abonaru, IMSI, Ki, OPc, DNN u ap.

Aobonarute ¢ IMSI 99970##000000[8-10] ca eTMHCTBEHHTE aKTUBHU a0OHATA B CHMYJIAIIMOHHUS
cuenapuii. Te ca cebp3anu ¢ 5g-UE1-3 u ca um npucBoenu cratuunu IPv4 agpecu 10.45.0.2-4.

Yeb npuoKeHUETo 3a yIpaBiieHne Ha aboHatu (5g-webui) e 6a3upano Ha IPUIIOKEHUETO OpenSgs-
webui. Ycnyrara 5g-webui u3mbiHgBa nginx yed CbpBbp KaTo 00paTHO MPOKCH, 3a J1a IpeHaco4YBa MOPTOBE
80/443 xbM localhost mopt 9999 Ha yeb npuioxKeHHETo.

gNB u UE ca peanusupanu ¢ nomomra Ha npoekra ¢ orBopeH ko UERANSIM, pabotemr Ha
Ubuntu 24.04 LTS. Ipunoxenuero mo3BoisiBa emyiupane Ha 5G 6a3oBa cranuusa (gNB) u MHOKeCTBO
UE, kouto morar aa ce uarerpupat ¢ 5SG ocHoBHaTta Mpexa. [Ipunoxennero UERANSIM gNB e BHenpeHo
u pabdotu Ha mamnHata 5g-gNB, a npunoxenuero UERANSIM UE pabotu Ha mamuuau 5G-UE1-3.

3.4. U3Boau

1. Pa3paboTeHuAT crienmaau3upaH KHOSPIIOIUTOH MPEACTABIABA ISUIOCTHA CpeAa 3a CUMYyJalus U
aHaJIM3 Ha KMOEPCUTYPHOCTTA, KOSATO O0eIMHABA BUPTyalIU3allys, aBTOMAaTU3alus U yIpaBieHUe
Ha CIIEHapUU B €/IMHHA I1aTdopMma.

2. ApXuTeKTypara Ha [IOJUTOHA € peau3upaHa B TPH CII0sl — MOTPEOUTEICKH HHTEep]eic, MEHU KD
Ha CHOCOOHOCTM M OJOK 3a BUpPTyalIM3allMsi, KOETO OCUTypsiBAa MOJYJHOCT, I'bBKaBOCT U
BB3MOKHOCT 32 pa3UIMpsiBaHe Ha (PYHKIMOHAIHOCTTA.

3. Pa3paboTeHusAT Mojen Ha CIIEHapUM TMO3BOJIsIBA (popManu3upaHe Ha CHUMYJIAIMOHHUTE MPOIECH
4pe3 ACHO JIeUHUPaHH TapaMeTpH (BpeMe, IeHHOCT, 11T, BUJ aTaka i MPEXOoBa TOIOJIOTHs ), KOETO
yJIECHSIBAa Bb3MPON3BOANMOCTTA HAa EKCIIEPUMEHTHUTE.

4. Cp3maneHara cUMyJalMOHHA cpefa, OasupaHa Ha Open5GS um UERANSIM, npenocrass
BB3MOXHOCT 32 PEAJTUCTUYHO U3CIIe[IBaHE HAa CUTYpHOCTTA B SG MHGPACTPYKTYPHU MPEXKH.

I'naBa 4 — Pe3yaTraTi OT IPOBEAEHUTE U3CACIBAHNUSA 32 CHTYPHOCT
4.1. Pe3ynratu oT cenyanu3upal KuOepnoJuron

Crneunanmmsupanusat kubepmnonurod DigiCode e u3rpasieH B IEHThpaA 32 ChXpaHEHUE HA JaHHU B
pamkute Ha Qaxynret ,,Aptunepus, [IBO u KUC*. Ilnardpopmara e usrpagena B 296709 pena xon. Ha
¢urypa 4.1 ca mpencraBeHH 0O0O0OIIEHUTE MAHHM OTHOCHO W3IMOJ3BAHUTE MPOTPAMHU €3WIM TIPU
peanuzanusTa Ha Tatdopmara.

W3BbpIieH € CpaBHHUTENCH aHanu3 Ha (YHKIMOHATHOCTTA HAa KUOEPHOJIUTOHA CIPSMO JIPYTH
maTdhOpMH 3a U3rpaKIaHe Ha cuMyJarmoHHu U TecToBu cpeau (Cyber Range). Pesynrarure ot ananmza
ca mpeAcTaBeHu B Tabmuia 9.

[IpoBeneH e eKCreprMEeHT OTHOCHO CPEHOTO BpeMe 3a Ch3JaBaHE Ha MH(OPACTPYKTYpHU CpPEIH.
Toii kaTo mnardopmarta stratocyberlab He mogabpka BUPTyaIHW MAaIIMHH, €KCTIEPUMEHTHT € MPOBEICH
CIpsIMO OCTaHaJIuTe JBe TuIarGopmu. 3a menra ca AepuHUpaHU TPU CIICHAPUSI.

B Cuenapwii 1 ce oTunTa BpemeTo 3a pa3BpblllaHe Ha UHPPACTPYKTypa, ChCTaBeHa OT | BUpTyaaHa
Mammaa — Ubuntu Server 24.04. B cuenapuii 2 ce oTunMTa BPEMETO 3a pa3BpBIIaHE HA MpeXa OT 5
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BUPTYyaJIHU MaluHU. B crieHapwmii 3 ce oTunTa BpeMeTo 3a pa3BpblllaHe Ha HHPPACTPYKTypa ChCTaBEHA OT
3 moampexku u 15 BupryanHu mamuau. [Tnatrdopmurte ca TecTBaHU B €IHAKBU YCIIOBHS W XapAyepHU
pecypcu. Pesynratute OTHOCHO BpPEMETO 3a pa3BpbLIaHE U CTAapTHpPaHE Ha BCEKM OT CLIEHApUUTE ca
npeacTaBeHu B Tadumna 10 u ¢urypa 4.2.

= JavaScript = PHP = CSS = HTML = SQL

@ur. 4.1. YTunuszamnus Ha TporpaMHU €3UId B U3rpajeHara miarpopma
Tabnuua 9. CpaBHuTeneH ananu3 Ha margopmu Cyber Range

OYHKIIMOHAITHOCT Kyﬁ(;rf;}éber A\Klgrf;;ber Stratocyberlab | DigiCode
Opxkectparus X X X
Bupryanau mamau X X X
KoHrelinepusanus X YaCTUYHO
Cumynanus Ha aTaku X
Cumynanus Ha IOTPEOUTENICKA aKTUBHOCT X
Cp3naBaHe Ha CIICHAPUH U ChIbP)KAHHE X X X
CpOupaHe Ha JaHHHW U aHAJIU3 X X X X
OneHka U I0KJ1a/IBaHe X
WNHCTpyMEHTH 3a HHCTPYKTOPH X X X
WHTEepakTUBHU MaTepHalIu X
OOy4eHws M0 KHOSPCUTYPHOCT X X X
TecTBaHe Ha CUTYPHOCT X X
N3rpaxxnane Ha y4eHUs X X
Tabnuual0. Bpeme 3a pa3Bpbliiane Ha BUPTyaJIHU HHQPACTPYKTYpH

[Tnardopma Cuenapwuii 1 (c) Cuenapwii 2 (c) Cuenapuii 3 (¢)
Kypo Cyber Range 51 96 152
AWS Cyber Range 42 118 204
DigiCode 14 44 46

200 184

152
150
118
100 S
50 A\ 4 %
| _ _
0 .
Cuenapuii 1 Cuenapuii 2 Cuenapuii 3
B Kypo Cyber Range ® AWS Cyber Range  ® DigiCode

@ur. 4.2. Bpeme 3a pa3Bpbliane Ha UHPPACTPYKTYPHU CPEIH
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HoBowmsrpanenara nminatgopma € B ChCTOsSIHUE a emynupa eqna mammuaa Ubuntu Server 3a mox 15
ceKkyHIu B crieHapuii 1. Pesynrarure or cueHapuii 3 moka3Bar, ye yBEIWYaBAHETO Ha OpOs BUPTyaTHU
MAaIlIMHA HE OKa3Ba CHIECTBEHO BIUSHUE BHPXY BPEMETO 3a pa3BpbIlaHe HAa MHPPACTPYKTYpa B PAMKHUTE
Ha HOBoM3rpajaeHara ruardopma. [Ipuunnara ce abixu Ha ToBa, 4ye miuatdopmara DigiCode usnonssa
rabJI0HH Ha BUPTYAJIHUTC MAllIMHU, KaTO BPEMECTO 3a KJIOHUPAHC U Ch3/JaBaHC HAa HOBA BUPTyaJIHA MalllMHA
ce cBexkaa a0 nox 1 cexynna. OcraHana 4acT OT BpeMEBHUsS MEPHOJ A0 OCUTYpPSBAHETO HA JOCTHII B
u3rpajzeHara nHQpacTpyKkTypa ce U3Moi3Ba 3a OyyT Ha CHCTEMUTE.

4.2. Pa3y3naBane 3a kuOep3ariaxu

3a Bepudukays Ha TPEAIOKECHHUS MOJCN Ha pa3y3HaBaHe 3a KuOep3arulaxu ce H3BJIMYAT
TEXHUKUTE MO MaTpULU OT BPB3KHU T'pyNa-TeXHUKA U C€ CpaBHABAT IOJYYEHHUTE UYECTOTH OTHOCHO
YTHJIM3aLlUs Ha U3MO0JI3BaHa TEXHUMKA. B Hauanoro ce ne@uHUpar Siqrger U Rigrger CIOPEN TPEUIOKEHUS
CLIEHapHil.
Starget = {telecom, communications, mobile} (4.1)
Rtarget = {Europe, NATO, Balkans} (4.2)
Crnen npunarane Ha (UITpaIUs MO IEeNeBU CEKTOp U reorpadCcKku peruoH ca uaeHtuduuupanu 15
MIPOTUBHUKOBHU TPYIH, MPeACTaBeHn B Tabimna 12. Beska ot uaeHTHGUIMPAHUTE TPYIN € ChIIOCTaBEHA C
HeiiHuTe acoruupanu ATT&CK texnuku B otaenen cinoit Ha MITRE ATT&CK naBuraropa. Ot
MoJtyyeHaTa OMHapHa MaTpUlla C€ U3YHCIISIBA YECTOTAaTa Ha M3MOJ3BAaHUTE TEXHUKU. ToBa ce mpuiara B
MITRE ATT&CK naBuraropa, 4ype3 3a/laBaHe Ha TETJOoBH KoepHIMEHT (OLeHKa) ¢bhCc CTOMHOCT 1 3a
M3M0J3BaHa TeXHUKa U 0 B TPOTUBEH CiTyuai 3a BCeKH ciio. Cliell TOBa MOJIyYEHHUTE CI0EBE Ce 00CAMHABAT
(cymupar) B eJUH CII0il, KOMTO mo[4epTaBa Hail-uecTo U3MOJI3BaHUTE TeXHUKHU. Hali-uecTo u3noi3BaHuTe
TEXHUKH, UICHTH(PHUIMPAHU B TO3H MoxHA0O0p, ca mpenacraBeHu Ha gurypu 4.3, 4.4 u 4.5, onBeTeHu OT
3eJIEHO KbM YEPBEHO CIIOPE]l YeCTOTaTa Ha TSIXHATA YTUIIH3AIUS.

Tabmuua 12. 'pynupoBku arakyBanu cexTop tenekomynukaiun B HATO/EBpona

Ne | I'pynupoBka N3TrouHuK [TepBOHaUaNTHO 3a0esI3BaHe
1. | GO073 - APT19 Kurait 2017
2. | GOO87 - APT39 Wpan 2014
3. | GO096 - APT41 Kurait 2012
4. | G1023 - APT5 Kurait 2007
5. [ G0143 - Aquatic Panda Kuraii 2020
6. | GO135 - BackdoorDiplomacy Kwurait 2017
7. | G1006 - Earth Lusca Kuraii 2019
8. | G1003 - Ember Bear Pycus 2020
9. |1 G0093 - GALLIUM Kurait 2012
10. | G1004 - LAPSUS$ BenukoOpuranus 2021
11. | GOO9S - Machete Wcnanus 2010
12. | GO069 - MuddyWater Wpan 2017
13. | G1045 - Salt Typhoon Kwurait 2019
14. | G1015 - Scattered Spider Benuko6purtanus/CAILL 2022
15. | G1044 — APT42 Wpan 2015

@urypa 4.3 npeacTaBs pe3ysTaTUTE, CBbP3aHU C pa3lpeNeICHUETO Ha U3M0A3BAHUTE TEXHUKH 3a
pa3dy3HaBaHE€ OT 3JIOHAMEpPEHH TPYNHUPOBKH, AaTaKyBalld CEKTOpa Ha MOOWIHHMTE KOMYHMKAIMH H
TenekoMyHukanuu, B peruonure HATO, EBpona u bankanure. Pesynrarure nokassar, 4e Hali-4ecTo
NpWIaraHuTe TEXHUKHM ca aKTUBHO CKaHuUpaHe, GUIIMHT 3a uHpopMauus U cbhOUpaHe Ha
UACHTU(UKAIIMOHHY JJAaHHU 32 JKepTBaTa.

@urypa 4.4 wirocTpupa Hail-4eCTO MPUJIATaHUTE TEXHHUKHU 3a IIbPBOHAYAJIECH JOCTHI. AHAIN3BT
MOKa3Ba CHJIHA 3aBUCHUMOCT OT METO/AM, Oa3upaHM Ha COLMATHO HHXKEHEPCTBO W KOMIPOMETHUpPAHU
UJCHTU(PUKAIIMOHHH JIaHHU, TOMBJIHEHH OT €KCIUIOATallMs Ha YA3BUMU MTyOJIUYHO TOCTHITHU MPUITOKEHHUS.
HaGnronaBanu ca ChINO BEKTOPHU 3a OTJAJIEUYEH JOCTBII, KaTO BBHIIHM YCIYTH M ONOPTIOHUCTUYHU
KOMIIPOMATH, MakKap M C MO-HHUCKA YECTOTa.
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Reconnaissance
5 techniques

® AKTUBHO CKaHUpaHe

® CrOupaHe Ha IMYHU JaHHU

= @umuHr 3a nHpopmanus

= CrOupane Ha nH()OpPMALIHS 32 OpraHU3aANUATA

® ThpceHe B MyOJIMYHU/OTBOPEHU CaiTOBeE

@ur. 4.3. 3n1013BaHN TEXHUKH 3a pa3y3HaBaHE

Initial Access
7 technigues

Exploit

Public-

Facing

Application

External

Remote

Services
Spearphishing Attachment
Spearphishing Link

® QumuHr
® Excriioatupane Ha MyOJIMYHO TPUTIOKEHHE
= BainaHu akayHTH

" BBHIIIHU OTAJIEYEHU YCIIYTH

® Drive-by Compromise
@ur. 4.4. 3non3BaHN TEXHUKH 3a IbPBOHAYAJIEH JOCTBII

®durypa 4.5. npeacTaBs TEXHUKUTE ¢ HAl-BUCOK UHTEH3UTET B TaKTUKa ,,M3mbiaHenue. TakTukara
oOxBalla TeXHUKUTE U METOANUTE, UYpe3 KOUTO MOTPEOUTENAT CTApTHPA 3IOBPEIHNUS KOJ] IPH MOJTy4yaBaHETO
Ha JIOCTBIT 0 IIeJieBaTa cucTeMa. Pe3ynTatuTe momdepTaBaT HHTEH3WBHOTO M3IOJI3BaHE HA KOMAaHIHHA U
CKPHUIITOBH HMHTEPIIPETATOPH, KOUTO OcUrypsiBarT MHCTpyMeHTH kato PowerShell u Python (Dimov &
Savova, Antivirus Performance Evaluation against PowerShell Obfuscated Malware, 2024).
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Execution
7 techniques

JavaScript
PowerShell
Python
Unix Shell
Visual Basic

Windows Command Shell
Exploitation for

Client
Execution

Inter-Process
Communication

2/2)

® KoMaH/ICH ¥ CKPUIITOB HHTEPIIPETATOP Scheduled
Task/Job 5z Scheduled Task

® [ToTpeOUTEINICKO CTApTUPAHE :
System Services [ ¢\ .o T
= [InanupaHa 3a1a4a —

Malicious File

User Execution
NuctpymenTtu 3a ynpasienue Ha Windows Malicious Link
- Windows
I[pyI‘I/I Management

Instrumentation

@ur. 4.5. PaznpeneneHre Ha TEXHUKHU 3a CTAPTUPAHE Ha 3J10BPEJIEH KO
4.3 Pe3ynraru rpu TECTBaHE HA CUTYPHOCTTA, YPE3 EMYJIallisl Ha IIPOTUBHUK

Wudopmanusara 3a pa3y3HaBaHe Ha KuOep3aliaxu ce MOJENUpa KaTo BXOJHHM JIaHHM B
IIPOTUBHUKOBHUS MOJEII, CJIEJl KOETO C€ CTapTUpa FeHEepUpaHUsl eMYJIAlMOHEH IIJIaH BbPXY M3rpajieHara
KOMYHHUKaI[MIOHHA MpeXa OT IeTO MOKOJICHUE B CIeLUAIN3UPpaHNs KHOEPIIOIUIOH U ce ChbOMpaT pe3yiaTaTu
OTHOCHO YCIIEBa€MOCTTA Ha BCSIKA OT CTHIIKUTE IIPU PEATU3UPAHETO HA PA3IMUHUTE TEXHUKH U IPOLIEAYPH.
Crenuanu3upaHusaT KHOEPIOINUIOH € BbBeieH B ekcrioaTanus Ha 18.01.2024 r. Jlannute ca chOpanu 3a
nepuof ot 6 meceua — 10 18.07.2024 r. Ilo Bpeme Ha TeCTOBETE B IOCOUEHHUS IIEPUO/]] Ca Pa3BbPHATH HaJl
140 undpactpykTypHu Mpexu U BHeapeHu Hajx 1000 BUPTyaslHM MalllMHH, KaTo Pe3yJlTaTUTEe OTHOCHO
YTHIU3AIMITA Ha TPEeIBUICHUS HH(PPACTPYKTypeH MOIeN ca IpecTaBeHu B Tabmuma 13.

Tabnuua 13. BHeapeHu BUPTyaJIHU MALIMHU

Ne OnepanuoHHa cucremMa Poas Bpoii
l. Ubuntu Server 24.04 LTS 5G Core 142
2. Ubuntu Server 24.04 LTS 5G gNB 142
3. Android 14 5G UE 426
4. Opnsense 24.4 MapupyTtuzarop 142
5. Kali 2024.4 ATakyBalla MalliiHa 284

CraTucTudeckuTe JaHHU 3a Opoil cTapTUPaHU BUPTYaJTHU MALIMHU IIPU TECTBAHE HA CUTYPHOCTTA
ca HOpMaJIM3UpaHH B MPOLIEHTHO ChOTHOUIEHHUE U MPECTaBeHH Ha urypa 4.6.

|

® Ubuntu Server = Android = Opnsense = Kali

Our. 4.6. Buenpenn mammau B 5G uHGpacTpyKTypeH MOAEI
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Cumynupanu ca Haa 1700 TexHUKH, KaTro pe3ylNTaTUTe ca MpeACTaBeHW B Tabnuua 14 wu
BU3yaJIM3UpaHu Ha ¢urypa 4.7.

Tabnuna 14. [lonydyeHu pe3yaTaT MPU eMyJIalus Hd TEXHUKH

TaxkTnka TexHuka bpoii | Ycenemnu
Ckanupane Ha [P agpecu 205 82
Pa3zy3naBane CkaHupase 3a ysI3BUMOCTH 164 82
CkaHupaHe ¢ peUYHMKOBA aTaka 82 41
Wsrpaxnane Ha pecypcu | 3noBpeneH cobryep 82 82
Nudpactpykrypa (WEB, DNS, Mail, GoPhish) 164 161
[IspBOHAYATIEH JOCTBIT Taprerupan ¢pummHr 246 164
W3nbenHeHne ot noTpeOuTen 123 118
W3nbiHeHne
KomaHnjeH 1 CKpunToB HHTEPHPETATOP 118 107
OtkpuBane OTkpuBaHe Ha OT/IaJI€YE€HAa CUCTEMA 164 82
OTKpuBaHE HA MPEXKOBU YCITYTH 82 82
JocThIl 10 KpeACHITNI Artaka c rpy0a cuna 164 82
KUHJIOTBD 107 96
300
246
250
205
200
164 161 164 164
150
123 118 118
107
100 82 82 82 82 82
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B EmMynnpaHu TexHukn B bnokupaHn B YcnewHu

@ur. 4.7. Emynupanu texuuku no mozaena MITRE ATT&CK

B tabnuua 15 ca mocoueHu 3acerHaTute MpeXoBH CETMEHTH OTHOCHO YCHEIIHUTE TEXHUKH.

Heka:

e A = Gpoil ONUTH Ha eMyJIMpaHa TEXHUKA;

e S = OpoH yCIlIEeHU ONUTH 3a eMyJIMpaHa TEXHUKA;

e t = uaeHTuduUKaTOp HA TexHUKA 110 Mozes MITRE ATT&CK.
Torasa edekTrBHOCTTA Ha 3amuTaTa, Mitigation Effectiveness (ME) 3a nanena Texnuka Moxe aa

C€ U3YHUCJIN KaTO:

S
ME, = (1 - Z) .100%

(4.3)
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Tabnuua 15. YcneuHu TeXHUKU B MPEKOBU CETMEHTH

TexHuka Bp. ycnemnn/ emyaupanun | MpeskoB cerMeHT
Cxkanupane Ha IP agpecu 82/205 5G Core, 5G gNB
CkaHupase 3a ys3BUMOCTH 82/164 5G Core, 5G gNB
CkaHupaHe ¢ peyHHKOBA aTaKa 41/82 5G Core
3noBpeneH copryep 82/82 ATakyBaria Mpexa
Nudpactpykrypa (WEB, DNS, Mail, GoPhish) | 161/164 ATakyBaria Mpexa
Taprerupan ¢ummar 164/246 5G UE
W3mpiiHeHne 0T noTpeOuTen 118/123 5GUE

KomaHieH 1 CKpUIITOB HHTEPIPETATOP 107/118 5G UE

OTKpHUBaHE HAa OTJAJICYCHA CUCTEMA 82/164 5G Core, 5G gNB
OTKpHBaHE Ha MPEKOBU YCIYTH 82/82 5G Core, 5G gNB
ArTaka ¢ rpy0a cuia 82/164 5G Core, 5G gNB
Kwuitnorsp 96/107 5G UE

Mertpuka 4.3 mokas3Ba KakBa 4acT OT ONMTUTE 3a JaJIeHa TEXHHKA ca YCHEIIHO OMoKupaHu. Tbid
KaTO HAKOM TEXHHKH ca OTpabOTBaHM B MPOTHBHUKOBATa MH(paACTPyKTypa, TO METPHUKATa € IpecMeTHATa
3a TEXHUKHU €MYJIMPaHU B OCTAHAJIUTE MPEKOBU CETMEHTH.

3a texuuka Ckanupane na IP adpecu, epeKTUBHOCTTA Ha 3alUTATA € U3YHCICHA KaTO:

82
MET1595_001 - (1 - ﬁ) . 100% = 60.00% (4‘.4‘)

3a rexuuku Cranupane 3a yaseumocmu u Ckanupane ¢ peunuxoeéa amaxka MEr1595.002, T1595.003 =

50%.
3a texuuka Tapeemupan uwiune:
164

= [ 0fy — 0
MEp sec (1 246).100@ 33.33% (4.5)

Tbil kKato TexHuka M3nwanenue om nompebume, ce U3IBJIHIBA OT aBTOMATHU3UpAL] CKPUIT 3a
CUMYJaIKs Ha MOTPeOUTENICKa aKTUBHOCT, TO TYK BIPaJICHUTE 3allIUTHU MEXaHU3MH HE OKa3BaT BIUSHHUE.
3a texHuka Komanoen u ckpunmos unmepnpemamop:

107

3a rexuuku Omxpusare na omoanedena cucmema u Amaxa c epyoa cuna MEr191g 11110 = 50%.

Crnen ycraHOBSIBaHE Ha CECHsl, aTaKyBalUAT IMPEHACOYBA MPEKOBUAT TpaduK Ha aTaKyBamla
CHUCTeMa Ipe3 MpekaTa Ha KOMIPOMETHPAHUAT MOTPEOUTENICKM TepMUHal. EKciepuMEeHTHpaHO € ChC
Socks proxy B meterpreter cecusi, kakto u ¢ uHcTpyMeHT Chisel. TpadukbT ce mpeHacouBa yCIemnrHo, T.e.
cUcTeMara 1o mojipa3onpaHe He OCUTypsBa 3alllMTa CPEIly aTaKu ¢ IPeHACOYBaHE Ha MPEKOBHAT TpauK.
B to3u cniyuait MEt1946 = 0%.

3a Texnuka Kuiinoewvp:

96
MEr1056.001 = (1 - m) .100% = 10.28% (4.7)

Twit KaTo ca M3MOJI3BAaHN MHOKECTBO TEXHHUKH, 0011aTa arpernpana e(eKTHBHOCT Ha 3alluTaTa Cce
M34YHCIIsABA KATO:

AI
KbIETO S'- arperupad Opoil YCIEIIHU ONMUTH 3a BCUUKH TEXHUKH u A’- o0m[ Opoil omuTH 3a BCHYKU

eMyJIHpaHH TCXHHUKU.
n
s = Z s, (4.9)

i=1
n
A = ZA“ (4.10)

i=1

Sl
ME' = (1 - —) .100%, (4.8)
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W3uucnssa ce o011 6poii onuty 3a chotBeTHUTE TexHUKH A': Ckanupane Ha IP axpecu Atis9s.001 =
205; Cxanupane 3a ys3BUMOCTU Arqsgs00z = 164; CkaHupaHe ¢ peyHHKOBA aTaka Arqsgsgoz = 82;
Taprerupan GUIMUHT Atq56¢ = 246; KoMaHgeH u ckpuntoB uHTEPNpETaTop Arq10s9 = 118; OTkpuBaHe
Ha oTHajeueHa cuctema Arqg1g = 164; OTKprBaHe Ha MPEKOBH YCIYTH AT194¢ = 82; ATaka c rpy0a cuia
Ar1110 = 164; Knitnorsp Arios6.001 = 107;

Torasa ot ypasuenue 4.10, A" = 1332.

N3uucnsiBa ce arperupan Opoil yCIEIIH OMUTH OT BCHUKHU eMysupanu Texuuku S': Ckanupane Ha [P
anpecu Stis95.001 = 82; CkaHMpaHe 3a YSI3BUMOCTU ST1595.002 = 82; CKaHUpaHE C pEYHHMKOBA aTaka
ST1595.003 = 41; Taprerupan GumuHT ST156¢ = 164; KOMaHACH U CKPUNTOB UHTEPIPETATOP ST1059 =
107; OtkpuBaHe Ha OTJajedYeHa cucTteMa Stig1g = 82; OTKpUBaHE HA MPEKOBU YCIYTH St1046 = 82;
ATtaka c rpy0a cuna Sti119 = 82; Kuitnnorsp St10s6.001 = 96;

Torasa ot ypaBuenue 4.9, S’ = 818.

Ot 4.8, n3unciieHara arperupata e(peKTHBHOCT Ha 3alUTaTa CIPsAMO eMyIupaHuTe TexHuku ME' e:

818
= —_— 0f, — 0,
ME (1 1332).1()0/0 38.58% (4.11)

4.4. MogenupaHe Ha cucTeMa 3a BMbkBaHe Ha koJ B APK npunoxenus

Haii-nomysisspHUST MHCTPYMEHT 3a moiy4aBaHe Ha aocTbll B Android OS e renepatopbT Ha
3nmoBpeieH copryep msfvenom B pamkara Metasploit (Tabsmma 16). Benpeku ToBa renepupanust copryep
He pabotu nog Android cien Bepcusi 14, mopaau HaaArpaxkJaHe HA BEPCHATA B MPHIIOKHO MPOTPAMHUST
uHTepdeiic Ha makera ot copTyepH 3a pazpadotka, Software Development Kit (SDK). Ha ¢urypa 4.10 ¢
MpeJICTaBeHa METOI0JIOTHS 32 HHXKEKTHpaHe Ha Kol B APK npuiioskeHue, KosSTO KOpUrUpa MoIIphKKaTa
3a msfvenom npu Bepcun Ha Android cien 14 1 TOMTBJIHUTENTHO PA3IIUPSABa HETOBUTE BB3MOKHOCTH, KAaTO
3JI0BPEIHUS KOJI C€ MHXKEKTUpa B ierutuMHo APK mpuoxenue.

manifest.xml| smali

Metasploit moayn

(msfvenom)
PEKDMV‘IMJ‘IMDEHE Ha

— uenesoto APK
NPUNOKEHKE

; Ueneso APK npvnosmenue

l ' | MNoanuceane n Zip
, MnxekTupaHe Ha MoaudpuumpaHe Ha noppasHABaHe Ha
Android APK Android npUBKAErK | NOTOKa 33 U3NbAHEHKE APK

nNprAoKeHue 310BPeAEH KOA

manifest.xml smali l I
O6paTtHO
WHXEHEepPCTBO WHdekTMpaHo
{fexomnunauns) APK npunoxenue
Manpauwaxe
msfvenom 3noBpeaeH Kog, @ ¢Zj—k”“r /

YCTpoiACTBO ce cBbp3Ba C NPOTMBHMKOBaTa
C2 nHdpacTpykTypa

3noHamepeH
NPOTUBHUK

KomnpomeTnpaHo
YCTPOMCTBO

@wur. 4.10. Meronoiorus 3a HHKEKTUpaHe Ha Ko B ieruTUMHO APK nipumnoxxenue
Android npunoxxenusita ce pasnpoctpanssar noa ¢popmara Ha APK (Android Package) daiinose.
Brorpeku ue mnardpopmara Android u3non3Ba MexaHU3MU 3a MOJIUCBAHE U KOHTPOJ Ha pa3pelIeHUsTA,
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APK ¢aiinoere morat 1a ObaT HAITBIHO ACKOMITUINPAHU, MOAU(PHUIIPAHU U IIOBTOPHO KOMITUIIHPAHU C
MTOMOIIITA Ha MTyOJIMYHO TOCTHITHU MHCTPYMEHTH KaTo apktool.

Metoponorusra, Mo-KosATo paboTH MHCTPYMEHTAa, € MpPEJCTaBeHA B IIOCIEAOBATEIHH CTBIIKH:
LI'enepupane na 3108peden koo, /exomnunupane na APK aiinose, Unocexmuparne na 3108peden Koo,
Buvkeane na hook, Komnunupane na mooupuyupanomo npunodcenue, Iloonuceane na APK n
lloopasuasane na APK. 1lpoBeieH € eKCIepUMEHT 3a TeCTBaHE Ha (DYHKIIMOHATHOCTTA HAa MOJIENa CIPSIMO
Ipyrd MHCTPYMEHTHU 3a cbh3laBaHe Ha 3i10BpenHu APK ¢aitnoBe. TecTBaHu ca 4eTHpH HMHCTPYyMEHTA:
ApklInfector, backdoor-apk, msfvenom u apk-mitm. 360pbT Ha HHCTPYMEHTH 3a CpaBHEHHE € HaIllpaBEeH
B3 OCHOBA Ha eMnupuyHO npoyuBane B GitHub kato ca n3bpanu 4eTupuTe Hal-MOMyJIIPHA HHCTPYMEHTA
KbM Mecenl MapT 2024 r. mpeacTaBeHu B Tabauma 16.

Tabmuua 16. 360p Ha HHCTPYMEHTH

NucTpymenTt Honyasipuoct B Github (0p. 3Be311)
Metasploit msfvenom 35 800

apk-mitm 4 300

backdoor-apk 2 300

apkinfector 292

MeTpuknure 3a OlEHKa ca MNOAOpaHM IO YETUPH KIIOYOBH KOJIMYECTBEHH IMOKa3aTes,
dbopmyimpanu mo-aoiy. Heka:

e A={ay,ay,..,a,}: MHOkecTBOTO OT BXOaHU APK daiinose;

e S; € {0,1}: unaMKATOp JATKM MHXKEKIHATA BBPXY @; € OWJIa yCIeIHa;

o E; € {0,1}: unauxarop manu 3M0BpeAHUAT COPTYEp € U3IMBIHEH YCIIEIIHO Ha YCTPOICTBOTO;

e T; € R+ : BpeMe (B CeKyH/I1) 3a U3II'BJIHEHUE HA UHCTPYMEHTA BBPXY 4;;

e D; €[0,1]: 11 Ha aHTUBUPYCHUTE COPTYEpH, KOUTO ca Kiacuduimpanu noaydeHusr APK kato
3JI0BpEJIEH.

d; .
D; = ;‘ , KbCTO d; € OpOosAT aHTUBHPYCHHU 3aceKIH copTyepa 3a JaJIeH ONUT U M € 0011 OpOoii aHTUBUPYCHU

CHCTEeMH, U3IOJI3BaHU B ckaHupaHeTo Ha VirusTotal.

Crnepnurte mokaszaTelu ce M3YMCISBAT 3a BCEKM MHCTPYMEHT: YCIEBAEMOCT HAa MH)KEKTHpaHE,
Injection Success Rate (ISR):

n
1
ISR = —Z S; (4.12)
ni
i=
VYcneBaemocT Ha U3NBJIHEHHE Ha Moudunnpanus copryep, Payload Execution Rate (PER):
n
1
PER :EZ E; (4.13)
B i=1
Cpenno Bpeme 3a usnbiHenue (T) u3MepBa cpeTHOTO Bpeme 3a oO0padboTka Ha e APK daii:
n
_ 1
T = —z T, (4.14)
n i
l:
CreneH Ha npeoJioJsiBaHe Ha aHTUBUpYCHa 3amuTa, Evasion Rate (ER):
n
1
ER=1- EzDi (4.15)

i=1

WMHCTpyMEHTHTE ce TeCTBAT B M3TrPaJCHUs CHEelMaIM3UpaH KUOEpHOJIUIOH NMPH KOHTPOJIHpaHa

cpelia ¥ eTHAKBU yCIIOBUS. 3a BCAKO MPUIIOKEHUE Ce MpUIIaraT CJIeHUTE CTHIIKH:
1. W36wupa ce nerutumen APK ot MHOXecTBOTO A

I'enepupa ce TecToB 310BpeeH copTyep upe3 msfvenom
HHCTpYMEHTHT ONUTBA UHKEKTHPAHE Ha 3JI0BpeaHUs codTyep
3acuua ce BpeMeTo 3a 00paboTka
[Tonyuyenuar APK ce u3nmbiiHsABa B eMyaTop 3a TeCTBaHE Ha (P)YHKIMOHATHOCTTA U CE€ aHAIN3HUPa
¢ VirusTotal 3a 3acuuane ot anTUBHUpYCEeH codTyep
Bceku nncrpymenr e tectBan ¢ n = 50 APK ¢aiina. Pesynrature ca cpaBHeHHU C T€3H, OIYUYEHU OT
HOBOCB3/IaZIeHUAT UHCTpyMeHT (evilapk). [lannute ca npencraBenu B Tabnuna 17.

Nk wn
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Tabnuua 17. [TonyyeHu pe3ynTaTi OT U30paHUTE HHCTPYMEHTH
HHCcTpyMenT ISR PER T (0 ER
apkinfector 0.4 0.5 65.3 0.1
backdoor-apk 0.6 0.6 79.6 0.15
msfvenom 0.5 0.65 21.8 0.19
apk-mitm 0.4 0.6 45.2 0.35
CpeaHo apuMeTHYHO 0.475 0.5875 52.975 0.1975
evilapk 0.6 0.8 35.1 0.6

Ha ¢urypa 4.12. e npeacraBeHa auarpama 3a CpaBHEHHE Ha MojydyeHHTe croiHocTu. Ha ¢urypa
4.13 ca mpeACTaBeHU MOIYYEHHTE PE3yITaTH OTHOCHO CPEJHOTO BpEME 3a H3IIBJIHEHHE Ha BCEKH OT
TCCTBAHUTC HHCTPYMCHTHU.
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ISR PER

M apkinfector m backdoor-apk ®m msfvenom

@wur. 4.12. CpaBHEeHHUE Ha pE3yNTATHTE OT N30PAHUTE HHCTPYMEHTH

79.6
65.3
45.2
35.1
. ||||||||

CpenHo BpemMe 3a u3IbJIHEeHuE (C)

@ur. 4.13. Ilomyuenu pe3yaTaTu 3a CpeTHO BpEME Ha U3I'bIIHEHUE

B backdoor-apk  ®msfvenom

0.15
0.1 III

apk-mitm M evilapk

0.6

apk-mitm ®evilapk

Ha 6a3a Ha noiy4yeHuTe pe3ynTaTy Ipu TeCTBAHE Ha CUTYPHOCTTA B 4.3, € ImpeioKeHa cucTemMa 3a
KHOEPCUTYPHOCT, IIeJISIIIa MOBUIIAaBaHE Ha YCTOMYMBOCTTA U OCHTYPSIBAaHE Ha HEMPEKbCHAT KOHTPOJI BEPXY
KOMITOHEHTUTE Ha U3CJe/IBaHaTa KOMyHUKAIIMOHHA WHPPACTPYKTypa. ApXUTEKTypara Ha MpeaaoKeHaTa
cUCTeMa 32 KHOSPCUTYPHOCT € TIpeJicTaBeHa Ha (urypa 4.14.
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[IpennoskeHara cucreMa 3a KHOEPCUTYPHOCT € ChbCTaBeHa OT CJIICAHUTE KOMIIOHEHTH:
e 5G-WAF (Web Application Firewall) — 3amurtHa creHa 3a yed npusioxeHue;
e 5G-firewall-1 — 3amuTHA cTEHA 3a MEpUMETHPa HA MPEKATa;
e 5G-firewall-2 — 3ammTHa cTeHa 3a QuiTpanus Ha MpPeXoB TpadhuUK KbM 0azoBara CTaHIUSA U
NOTPEOUTENICKUTE TEPMUHAIIH;
e 5G-ips-server — CbpBbp 32 aHAIHU3 HA TEIEMETPUYHH JJAHHH 332 CUTYpPHOCT;
e 5G-ips-indexer — CbPBBP 32 UHICKCUPAHE U TIPOCIICIBaHE HA CHOUTHSI 32 CUTYPHOCT;
e 5G-ips-portal — cbpBBp Ha yeO MPUIOKEHHE 33 MOHMTOPUHI W yIpaBJIEHHE HA CHUCTEMaTa 3a
KHOEpCUTYpHOCT;
e 5G-ips-fpc (Full Packet Capture) — cspBBp 3a 3aMCBaHE ¥ aHAIM3 HA MPEKOB TpauK;
e Sg-restore — CbPBBP 32 ApXUBUPAHE U BH3CTAHOBSBAHE.
3ammrtHata cteHa SG-WAF cinyxu 3a akTUBHO OJIOKMpaHE Ha 3JI0BPEIHU 3asBKUA Ha MPHIOKEH
cioit (HTTP/S) xpm yed npunoxkenuero Ha 5SG cuctemara 3a ynpasienue Ha abonarute. Kondurypanusita
BKJIFOYBA onepannonHa cucrema Ubuntu Server 24.04, nakeren puirsp ModSecurity m Wazuh arenr.

3amutHaTa creHa SG-firewall-1 cioyku 3a MapmipyTu3anus, aHaiu3 U OJOKHpaHEe Ha 3J0BPEICH
MpEeXOBU Tpaduk B MepuMeTbpa Ha Mpexara U BBTpEIIHATa MpeXa Ha MPEKOBUTE (PYHKIIHH.
Kondurypanmsra Ha 3ammrTHaTa CTeHa BKJIIOUBA codTyep 3a GuiaTpanus U MapmpyTH3amus Ha MPEKOB
tpaduk OpnSense 24.10. 3a moBuIIaBaHE HA CUTYPHOCTTA, 3al[UTHATAa CTeHa pazaens 5G MpeKOBUTE
(GYHKIMHU B 1B TIOAMPEXH U eUHIpPA TOAMPEKa 32 HAOIOICHHUE U 3aIlUTa:

e 5G Core ¢ IPv4 anpec Ha Mmpexara 192.168.6.0/24 - BbTpeniHa moaMpexa, OrpaHUYCHA 3a
myOJIUYeH JOCTBI OT APYTH MPEXKH;

e 5GDMZ (Demilitarized Zone) ¢ IPv4 anpec na mpexarta 100.94.15.0/24 — nemunurapusvupana 30Ha
Ha MyOIMYHA MpeXa 3a YCIYTH, U3UCKBAIIH ITyOJIUYCH JOCTBIT;

e 5G mpexa 3a HabmoaeHue u 3ammta ¢ IPv4 aapec Ha mpexara 192.168.10.0/24 — BbTpeniHa
MOAMPEXA ¢ BKIIOYEHH YCIYTH 32 MOHUTOPHUHT, aHAJIU3, aKTUBEH OTTOBOP U PEaKIUs HA ChOUTHUS
3a CUTYpHOCT.
3amuTHaTa CTEHA OCUTYpsiBa JOCTHII Ha SG onepaTtopuTe 10 BHTPEIIHATA TOAMPEkKa MOCPEICTBOM

kpuntupan VPN TyHen, peanusupan upe3 OpenVPN. 3amuTtHata creHa € KOHpUIypHpaHa JAa
Mapuipytuzupa 5SG TpagukbT KbM MpexkoBaTa GYyHKIUS 3a mpeHoc Ha noTpedutencku naHau UPF u
¢GbyHKIMATA 3a yrIpaBieHue Ha JocTbia u MoomiHoctTa AMF nmocpeacTBoM npasuiaTa 3a BXO1 Tpauk,
mpejcTaBeHu B Tabmuia 18.

Tabnuna 18. [IpaBuia 3a GunTpanus Ha BXOASIL MPEKOB Tpaduk

HN3rounux (IPv4) Mopt | Aectunanus (IPv4) opt HeiicTBue

* * * * OJI0KHpaHe

gNB - 100.94.15.60 * amf - 100.94.15.2/24 N2 - SCTP/38412 paszpemniaBaHe
gNB —100.94.15.60 * upf - 100.94.15.3/24 N3 - UDP/2152 paspelaBaHe
gNB - 100.94.15.60 * ips —192.168.10.3 TCP/1514,1515 paspelaBaHe
5G Core * ips —192.168.10.3 TCP/1514,1515 paspelaBaHe
5G Core * restore - 192.168.10.7 SMB — TCP/445 paspeliaBase

CopBbpbT 5G-ips-server cayKu 3a aHaJM3UpaHe Ha JaHHWUTE, MOCTHIBAIIN OT KOMIIOHEHTUTE Ha
5G MpekaTta, BKIIOYUTEIHO MPEKOBUTE YCTPOMICTBA, aHAIM3UpPA T'M 4pe3 IMpaBWia, Ch3/1aBa alapMu U
yIpaBiisiBa akTUBHUTE oTroBopu. KoHdurypamnusta My BKiIto4Ba onepainuonHa cucrema Ubuntu Server
24.04 u codTyep 3a OTKpUBaHE U OTroBop Ha kuOeparaku Wazuh cbpBBp. 3a mHoBHMIIaBaHE Ha
KHOepCUTypHOCTTa ca KOHOQUIYypHpaHU NpaBHiia 3a pa3NpelielieH aKTHUBEH OTrOBOpP, KOUTO CIEIST
MpeXoBHUS TpaUK KbM XOCTOBeTe M yciayrure Ha 5G MpexaTa U MpHU OMHUTH 32 aKTUBHO CKaHHUpPaHE U
HaJlydKBaHE Ha Maposiu, 1o0aBAT MpaBWIJIO B 3alllMTHATa CTEHa, 3a0paHsaBailo aocTeha oT [P aapeca Ha
aTaKyBalllisg M TO CHHXPOHHU3UpAT ¢ BCUYKU xocToBe B 5G mpexara (Slavyanov & Dimov, 2024). Ha
¢durypa 4.15 e npeacraBeHa KOHGUTypalusTa 3a aKTUBEH OTTOBOP.
e mpaswio 5710 — reHepupa crOuTHE, KOoraTo arakysail [P anpec onura Hamy4ykBaHe Ha mapoia 1o ssh;
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e npasmwio 100000 — renepupa crOuTHE, KOraTto arakyBaml [P agpec n3BBbpIIM aKTUBHO CKaHMpPaHE Ha
MOPTOBE;

e npaswio 100001 — rerepupa crO6uTHE, KOraTto atakysai [P angpec onura Hamy4ykBaHe Ha mapoJjia mpu
ABTEHTHKAIUS C yeb MPUIOKSHHUETO 3a YIIpaBJICHHE Ha a0oHATH Sg-webui;

e mpaswio 100002 — reHepupa crOUTHE MIPH OTKPUBAHE HA 3IIOBPEieH codhTyep;

e mpasuwio 100003 — renepupa cp0uTHE, 32 YCIEIIHA aBTEHTUKAIMS Ha XOcT 110 ssh ot IP aapec Ha npyra
Mperka Wid B 4acoBu auarna3oH ot 17:00 go 08:00 u.;

e npaswio 100004 — renepupa cpbuTHE, 32 ONUT Ha MOAUBUKAIUS Ha KOH(pUTypannoHeH daitr Ha 5G
MpEKOBA YCIIyra;

e mpaswio 100005 — rerepupa cb0UTHE, 32 OMUT HA MOAM(UKAIIMS HA KOHPUTYypannoHeH ¢aiin Ha gNB.

<active-response>

<command>firewall-drop</command>
<location>»all</location>

<rules_id>5710,100000,100001,100002,100003,100004,100005</rules_id>
<timeout>604800</timeout>
6 </active-response

@wr. 4.15. Kondurypanus 3a akTHBEH OTTOBOD.

CopBbpbT SG-ips-indexer Ciryku 3a HHACKCHPAHE U ChbXpaHEHUE Ha BCUUKH CHOUTHS U aJlapMU OT
cepBbpa. Kondurypanusara BkimrouBa onepanuonHa cucrema Ubuntu Server 24.04 m Wazuh Indexer.
CopBbpbT SG-ips-portal ocurypsiBa yeo-0azupan noTpeOUTENCKU UHTEpQeEiic 3a BU3yaan3aus Ha JaHHUTE
3a CUTYPHOCT, YIIPaBJICHHE HA TMOJUTUKUTE 32 CUTYPHOCT, Ne()UHUpaHEe Ha NpaBUiIa U KOHPHUTyparus Ha
cucremara. Kondurypamusrta BkiatoyBa onepainuonna cuctema Ubuntu Server 24.04 u codryep Ha yed
npunoxenne Wazuh-dashboard.

CodryepHo-6azupanara antuBupycHa cucreMa ClamAV ce u3mnon3BaHa BCHYKH XOCTOBE U BB3IU
B OCHOBHATa MpeKa, MpeaTra 3a pPaguofOCTBIl M ChPBbpa 3a pPE3epBHU KOMMs. 3a 3alMra Ha
MOTPEOUTENCKUTE TEPMHUHATU OT 3JI0BpeieH coTyep € BHeApeHa aHTHUBUpYcHa cuctema LibreAV. 3a
O6opba cperry akTUBHO CKaHHMpaHE Ha MOPTOBE € H3IMOJ3BAaH COPTYEpPEeH MHCTPYMEHT C OTBOPEH KO
Suricata, koiiTo € KoH(pUTYypHpaH HA BCUYKU ChpBHPH. OCBEH TOBA, JIOTOBUTE JAHHH OTHOCHO OTKPUTHU
MPEXOBH aTakH ce mnpenpamar or Wazuh arenture kbM Wazuh cbpBbpa 3a TeHEpUpaHe Ha ChOUTHE, Upe3
koH(puryparusata Ha Wazuh arenTurte, nokasana Ha ¢urypa 4.16. [IpaBunara 3a 3acuyaHe Ha aKTHUBHO

CKaHHpPaHEC Ha MOPTOBC Ca NPCACTABCHU B IMIPHUJIOKCHUC 2.
<ossec_config>
<localfile>
<log_format>journald</log_format>
<location>journald</location>
</localfile>

<localfile>
<log format>apache</log format>
<location>/var/log/apache2/error.log</location>
</localfile>

<localfile>
<log format>apache</log format>
<location>/var/log/apache2/access.log</location>
</localfile>

<localfile>
<log format>syslog</log format>
<location>/var/ossec/logs/active-responses.log</location>
</localfile>

<localfile>
<log format>syslog</log format>
<location>/var/log/dpkg.log</location>
<flocalfile>

<localfile>
<log format>json</log format>
<location>/var/log/suricata/eve.json</location>
<flocalfile>

@ur. 4.16. [Ipenpaiane Ha IOroBU JAaHHU OT Suricata kbM Wazuh
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[IpennoxxenaTa cucrema 3a KHOEPCUTYPHOCT € TECTBaHA CIIPSIMO MOJICTBT HAa IPOTUBHUK B IEpUOJIa
13.02.2025 r. no 21.04.2025 r. Ilo BpemMe Ha TECTOBETE B IMOCOYEHHUs] IMEPUOJ ca pa3BbpHATH 15
UHOPACTPYKTYPHH MpexHu W BHenpeHn Haja 380 BUpPTyaqHM MAaIlMHHU, KAaTO PE3YJITaTUTE OTHOCHO
YTUIU3ALMATa Ha IPeIBUACHUS HHPPACTPYKTYpEH MOZET ca BU3yalu3upanu Ha durypa 4.17.
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@ur. 4.17. BHenpeHu BUPTyaIHH MalllMHA B MPEXOBU CETMEHTHU

Pesynrarure npu eMyanus Ha IPOTUBHUK, CJIE]] IIpUJIaraHe Ha CHCTeMaTa 3a KHOepCUTypHOCT, ca
npenacraBeHu B Tabiuia 20 u Bu3yanusupanu Ha gurypa 4.18.

Tabmuna 20. [TorydueHn pe3yaTaT PU eMyJalus Ha TEXHUKH

TakTuka Texuuka Bpoii YcneumHu
Ckanupane Ha IP agpecu 285 30
Pasy3naBane Ckanupase 3a ysI3BUMOCTH 60 -
CkaHupaHe ¢ peyHHKOBa aTaka 45 -
Msrpaxnane Ha pecypcu | 310BpenieH copTyep 45 42
HNundpactpykrypa (WEB, DNS, Mail, GoPhish) 60 60
[I'epBOHAYAJIEH TOCTHI Tapretupan ¢pummHr 90 12
W3mbyiHeHHe 0T NOTpeOuTeN 45 45
H3nbnaenne
KomanieH U CKpUIITOB HHTEPIIPETATOP 45 12
OtkpuBane OTkpuBaHe Ha OT/IaJI€UYEHA CUCTEMA 192 60
OTkpuBaHe Ha MPEKOBHU YCIYTH 192 -
JlocThIl 10 KpeAeHITNN Artaka c rpy0a cuia 255 -
KUIJIOTBD 12 -

B Ta6J'II/II_[a 21 ca IMocoYeHH 3acerHaTUTE MPE)KOBHU CETMEHTH OTHOCHO YCIICHIHUTC TCXHUKH.

Tabnuna 21. YcnemHu TeXHUKH B MPEKOBH CErMEHTH

TexHuka Bp. ycnemnn/ emyaupanun | MpeskoB cerMeHT
Cxkanupane Ha [P aapecu 30/285 3alllUTHU CTEHU
3noBpeneH codhryep 41/45 ATakyBaiia Mpexa
Wnodpacrpykrypa (WEB, DNS, Mail, GoPhish) 60/60 ATrakyBalia Mpexa
Tapretupan ¢pumrHr 12/90 5GUE
W3nbaHenue ot notpeduten 45/45 5GUE

KoMmaHnzieH u ckpunToB HHTEPIPETATOP 12/45 5GUE

OTkpuBaHe Ha OTJATICUeHA CHCTEMA 60/192 5G DMZ, 5G gNB
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@ur. 4.18. Pe3yntaTu npu emynanusi Ha IPOTUBHUK

Ot ypaBHeHue 4.3, OTHOBO ce M34MCIsiBa e(heKTHBHOCTTA Ha 3ammrata ME;, 3a eMylIupaHuTe
TeXHUKHU. 3a TexHuka Cxanupane na IP adpecu, e(peKTUBHOCTTA Ha 3alllUTaTa € U3UHUCIICHA KaTo:

30
MEr1595.001 = (1 - —285) .100% = 89.47% (4.24)
3a trexuuka Tapeemupan umiune:
12

3a Texnuka Komanoen u ckpunmoe unmepnpemamop:

12
MET1059 = (1 - E) . 100% = 7333% (426)
3a rexnuka OmkKpugane Ha omoanle4eHa Cucmema:
60

Ocrananure TexHUKH OT ¢ur. 4.18 ca HambaHO ONOKMpaHHW, KakTo cieasa: CkaHMpaHe 3a
ysizBuMocTH (T1595.002), Cxanupane ¢ peunukoBa araka (T1595.003), OTkpuBaHe Ha MPEXKOBH yCIyTH
(T1046), Ataka c rpy6a cuna (T1110) u Araka ¢ kuitnorsp (T1056.001).

N3uucnssa ce 001 6poit onuty 3a choTBeTHUTE TeXHUKH A': Ckanupane Ha IP anpecu Arisgs 001 =
285, Ckanmpane 3a ySI3BUMOCTU Arqs9s002 = 60, CkaHupaHe ¢ pedyHHKOBa artaka Arisgs ooz = 45,
Taprerupan pummHT At156¢ = 90, Komanaen u ckpuntoB uaTepnpeTatop Arqgse = 45, OTKpHuBaHe Ha
otnaneyeHa cucreMa Arqg1g = 192, OTKpuBaHe Ha MPEXOBU yCIyTu Arqo46 = 192, ATaka ¢ rpy0a cuia
Ar1110 = 255, Kuiinorsp Arips6.001 = 12.

Torasa ot ypasuenue 4.10, A’ = 1176.

W3uuncnsiBa ce arperipan Opoii YCIEIIHH OMUTH OT BCHYKU eMyJiupaHu TexHuku S': CkaHupaHe Ha
IP agpecu Sti595001 = 30, Tapretupan GumuHr Stis6¢ = 12, KoMaHaeH U CKpUNTOB UHTEPIPETATOP
St1059 = 12, OTKpHBaHE Ha OTJATeUYeHa cucTeMa St191g = 60.

Torasa ot ypaBuenue 4.9, S’ = 114.
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Ot 4.8, u3uncnenara arperupana e(peKTUBHOCT Ha MpPEJIOKEHATa CHCTEMa 33 KUOEPCUTYPHOCT

CIIpSAMO eMyJIupaHuTe TeXHUKu ME' e:

114
r— 0 = 0
ME (1 1176) .100% = 90.30% (4.28)

OT nony4yeHuTe pe3ysTaTUTE MOTaT 1a C€ HAIPaBAT CIECIHUTE U3BOJIH:

3amUTHATE CTEHU YCIsABAaT JAa OJIOKMPAT TEXHUKU 3a AKTUBHO CKAaHUpaHE M pasy3HaBaHE Ha
uHpacTpyKTypHaTa Mpexa. Bblipeku ToBa, aTakyBallluTe ca B CbCTOSHUE Aa pa3y3HasT IP anpecute
Ha 3alIUTHUTE CTEHH, HO HE U BHTPEIIHUTE MPEKHU, KOUTO 3aIIUTABAT.

Taxtuxara Usepasxcoane na pecypcu He ce BiIUsie OT CUCTeMara 3a KHOEpPCUT'YpHOCT, ThH KaTo
CbOTBETHUTE TEXHUKU C€ pealn3upar HM3IUI0 B cpelaTa Ha NMPOTHUBHUKA W ca M3BBH oOcera Ha
3aIUTHUTE MEXaHU3MHU.

Cucremara 3a KUOEPCUTYPHOCT yCIsiBa Ja OJIOKMpPa U3IBIHEHUETO Ha 37I0BpesieH copTyep, TeHepUupaH
OT B€Y€ U3BECTHU U IyOJUYHO JOCTHIIHU MHCTPYMEHTHU, HO HE M OT MOAUDUIIUPAH 3JI0BPEJECH KOJ.

B cnydaii Ha KOMIpOMETHpaHE Ha KIMEHTCKO YCTPOWCTBO, YCIYTMTE€ B OCHOBHA MpeXka OCTaBar
3aUTeHu. Bplpeku ToBa, aTakyBalUAT MOXKE Aa chbOepe pa3y3HaBarenHa MHGpOpMalus 3a yCIyTH,
pasmnoiiokeHu B nepudepusra Ha mpexxara SG DMZ u 5G gNB.

4.6 U3Boau

B pesyntar Ha mnpoBeAeHUTE H3CIEABAHUSA € JOKa3aHa MPUIOKHMOCTTa Ha CHeLUaTU3UpaHUs
KHOEPIIONNIOH 32 M3rpaKJIaHe M M3IBJIHECHHE HAa CUMYJIAIMK, TECTBAaHE M OIEHKA Ha CHTYpPHOCTTA,
00y4yeHHUs U OLIEHKa Ha Kubep3aruiaxu.

AHanu3bT Ha MyOnM4HMTE 0a3M aHHM 3a KMOep3aruiaxy MO3BOJISIBA WACHTU(UIMPAHE HA TAKTHKH,
TEXHUKU U TMPOLEAYpHU, XapaKTepHHU 3a aTtakure cpeuly 5G KOMYyHHKAllMOHHM MPEXHU, U TSAXHOTO
craructuyecko pasmnpenenenue no MITRE ATT&CK.

Emynanusata Ha NPOTUBHUK B KOHTPOJHMpaHa cpela JO0Ka3Ba Bb3MOKHOCTTA 33 PEATUCTHUYHO
BB3IIPOU3BEXKIaHEe Ha (a3u OT KuOepaTaku 1 OI[eHKa Ha €(PEeKTUBHOCTTA HA 3alIUTHUTE MEXaHU3MHU.
PazpaOotenusT Mojaen 3a BMbkBaHe Ha koJ B APK npunoxxenust nemonctpupa ysa3sumoct B Android
eKOCHCTEeMaTa M MPEJOCTaBsi OCHOBA 32 M3CJICABAHE HA 3AIIUTHU TEXHUKHU CPEILy MOT00EH THIT aTaKH.
IIpemioskeHata cucreMa 3a KMOEPCUTYPHOCT HAa KOTHUTHBHU KOMYHMKAIIMOHHHU MPEXH HHTETpupa
pe3yaTaTUTe OT CHUMYJAMUATE W pPa3y3HABAaHETO, KaTO OCHTYpsiBA OCHOBAa 3a IEHTPAIU3UPAHO
HaOJIoIeHe, OTKPUBAHE W PeaklMs NMpH MHUUACHTU. Ts MoBUIIaBa arperupaHa e(peKTHBHOCT 3a
kubepcurypaoct ot 38.58 % Ha 90.3 % cnpsiMo emynupaHuTe TEXHUKH. Bbrpeku ToBa, He ycmsiBa 1a
eJIMMUHMpA HAIBJIHO PUCKAa OT KOMIIPOMETHpAaHE Ha KJIMEHTCKO YCTPOWCTBO ¢ MoauduuupaH
310BpeseH codryep.

Hay4Ho-npuiio>xHu NpUHOCH

1.

[Ipennoxenu ca 3 HOBU MaTEMATUKO-TIPUIIOKHU MOJIETIH: MO/ie]] HA KOTHUTUBHA KOMYHUKALIMOHHA
Mpeka, MOJeJ Ha pasy3HaBaHe 3a KuOep3amiaaxu B nyOau4yHu 0asH JaHHM M MOJAeJ Ha
NPOTHBHMK, (GOpMaTU3UPALLU KOMIIOHEHTUTE Ha KOMYHHMKAI[MOHHA KOTHUTUBHA MpPEXa, OCHOBHUTE
XapaKTepUCTUKH HA XETePOreHHU N3TOUHUIIM Ha pa3y3HaBaTeIHa WH(GOpMalUs U IPOTUBHUK, C KOETO
MIPEIOCTABAT OCHOBA 3a €MYJIallisd M aHalIM3 Ha noBeaeHueTo Ha 5SG uHppacTpyKTypa IpH TECTBaHE,
OJIUT HAa CUTYPHOCTTA U MPOBEXK/IaHE HA CTpec TecToBe. [IpeanokeHnTe MOJENN ca MOJIE3HH 32 HAyYHU
Y TEXHUYECKHU €KUITH, KOUTO CE€ 3aHMMAaBaT C BHEAPSIBaHE Ha KOHKPETHH 3aIlUTHU MEXaHU3MH, aHAIIN3
Ha aTaKu ¥ U3TPpakJJaHE HAa apXUTEKTypa 32 CUTYPHOCT.

B pamkuTe Ha u3rpaieHus crenuaiu3upad KuOepIoinroH, € pealu3upal CUMYJIallMOHEH CLieHapuil Ha
eKCIIepUMEHTAIHA CpeJia, C LeJ M3CIEeABaHE Ha CHUTYPHOCTTa Ha MOTPEOUTENCKO 00OpyABaHE U
MpexoBa uHppacTpykTypa Ha 5G yactHa Mpeka SG-SA, KOSTO PEeIOCTaBsl yCIyTH 32 KOMYHHKAITUS
Ha JaHHM (0e3 riac) Ha moTpeOuTeNny, BKIOYEHH upe3 norpedutencko obopyasane UE. Bupryanna
nH(ppacTpykTypa Ha KOMYHUKAIlMOHHA MOOMJIHA Mpexka OT 5-TO MOKOJeHHe eMylupa paboTara Ha
ocHoBHarta Mpexa 5G Core, MpexkaTta 3a paguogoctsin SG RAN u norpedutenckoro obopyasane 5G
UE, cBBbp3any MOMEXIY CH ¢ OCTAaHAIMTE BHHIIIHA MpeXHu U MTHTEepHET, upe3 3amuTHa cTeHa/pyTep.
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[IpunoxxHu npuHOCH

1.

Nsrpanen e cnenuanu3upaH KUOEPIIOJIUTOH, MPEKOBAaTa apXWUTEKTypa Ha KOWTO € MHOTOCJIOWHA
MHOPPACTPYKTYpa, OCHTypsiBallla HW30JAIMs, KOHTPOJ Ha JOCThIIa M T'BBKABO YIpaBIICHHE Ha
BUPTYaJHUTE clieHapuu. KuGeprnonuronbT ocurypsisa Bb3aMOKHOCTH 33 HICHTU(UIIIPaHE HA ClTa00CTH
B CHMYyJIHpaHaTa WH(PPACTPYKTYpa, MOAOOpSIBAHE HA KOOPAMHAIMATA MEXKIY Y4YacTBAIUTE EKHIIH,
OLICHKA Ha peakusaTa NPy UHIUICHTH, KaKTO U 00yueHue U cepTH(UKAIUS Ha IepCoHaa.
Pa3paboreH € MpakTUKO-TIPUIIOKEH Mojen, (opmamusupani CICHApUUTe B CUMYJAI[MOHHATA
waropma, Kato OMKCBA TAXHATA CTPYKTypaTa U B3aMOBPB3KUTE MEKIY OCHOBHUTE KOMIIOHEHTH,
ydacTBally B TSX. MoenbT AeuHUpa MapaMeTpuTe Ha BCEKH CIICHApU, 32/Ia4NTE ¥ BHIIPOCUTE B THX,
KaKTO U MHO>KECTBOTO MHTEPAKTUBHU PECYPCH, KATO BUPTYAJTHU MAILIMHU M CTATUYHU CalTOBE.
[Ipennoxena e cucrema 3a KUOEpCUTYpHOCT Ha 5G KOTHUTUBHU KJICTHYHH MPEKHU, KOSITO MOBUIIABA
arperupana edexTuBHOCT 3a kuOepcurypHoct Ha 90.3 %, HO He eNMMHMHHMpA HAMBIHO PHUCKA OT
KOMITPOMETUPAHE ¢ MOIUUIIUPaH 31I0BpeeH codTyep Ha moTpedburenckoro odopynBane 5G UE.

Hacoku 3a mo-HaTaThIIHA pa60Ta

1.

2.

PasmmpsiBane Ha Bh3MOKHOCTUTE Ha MOJEJIa 3a pa3y3HaBaHe Ha KuOep3ariaxu ¢ IbI00Ka HEBPOHHA
Mpexa, KOSTO Jia ce 00yuu ¢ 0a3u JJaHHH 32 MPOTUBHUKOBH TAKTHKH, TEXHUKHU H MTPOIEIYPH.
PazpaboTBane Ha cuMyalMOHEH MO 3a eMyJalus Ha 6G HHPPACTPYKTYpHH MPEXH, KaTO OCHOBA
3a TECTBAHE M OILICHKA Ha HEifHAaTa CUTYPHOCT.

PasmmmpsiBane Ha Bb3MOKHOCTHTE Ha CHCTEMaTa 3a KHOEPCUTYPHOCT Upe3 pean3upane Ha codryeper
areHT 3a MOJJPHKKA Ha MOTPEOUTEIICKO 000PYIBaHE.

Crmchk Ha HY6J'II/IK8.I_II/II/IT6 Mo aAucepranuaTa

1.

2.
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I. GENERAL CHARACTERISTICS OF THE DISSERTATION

The rapid development of communication technologies has led to the creation of cognitive
communication networks that use artificial intelligence and machine learning algorithms to optimize
network performance and improve user experience. However, the increasing complexity and
interconnectivity of these networks has raised concerns about their security, as they use more sophisticated
and potentially unsecured technologies, and are often subject to cyberattacks that can disrupt their operation
or compromise sensitive information.

In recent decades, there has been a trend of increasing scientific and practical research in the field
of testing and security assessment of cognitive communication systems, in particular 5G mobile networks.
Most of them are aimed at studying defensive security and a small part concerns the application of offensive
security in order to test the security of cognitive communication systems and, as a result, eliminate their
weaknesses. Conducting real experiments in production networks is limited due to the risk of service
disruption and possible cyber incidents.

To solve this problem, simulation platforms of a new generation are used - Cyber Range. Cyber
Range platforms are complex products that require huge resources to ensure the normal functioning of the
system in the creation of complex computer network architectures and the simulation of multiple offensive
techniques, with multiple teams working simultaneously. On the other hand, existing open-source solutions
are often limited in functionality and difficult to implement in specific network architectures. As a result,
there is a need to build a specialized cyber range designed to provide a safe and realistic test environment
for simulation and analysis of cyberattacks and protection mechanisms without affecting the operation of
real systems.

The relevance of the topic stems from the widespread use of cognitive communication systems
and their application in various spheres of public life, especially in the standard for fifth-generation 5G
cellular communication networks — 3GPP Rel. 20, which is in force as of 2025.

The object of research is cognitive communication systems and their security, considered in the
context of the 5G architecture, with an emphasis on identifying potential tactics, techniques and procedures
used by malicious groups, as well as on their practical emulation in a controlled environment of a
specialized cyber training ground.

The main goal of the dissertation is to increase cyber resilience and protect cognitive
communication networks from digital threats by identifying and eliminating their weaknesses before they
are exploited by malicious organizations and individuals

Additional:

1. Supporting the capabilities of researchers, industry and government institutions to conduct research
and innovation through simulation and emulation of scientific developments and implementation of
new cybersecurity technologies.

2. Creating opportunities for training and upskilling through educational programs, trainings and
simulations in order to prepare specialists in the field of cybersecurity.

In accordance with the purpose of the dissertation, the following tasks are formulated:

Security analysis in communication cognitive systems and in particular 5G mobile networks.

. Analysis and synthesis of security models of cognitive communication networks.

3. To build a specialized cyber training ground that provides opportunities to identify weaknesses in
the simulated infrastructure, improve coordination between participating teams, assess incident
response, train and certify personnel, as well as simulation of the security of a 5th generation
communication mobile network.

4. Conducting simulation experiments and analyzing the results.

N —

Taking into account the breadth of the topic in the dissertation, the following restrictions are taken:
The study should cover the cybersecurity of fifth-generation cellular communication networks.
2. The conducted experiments and simulations should be implemented in an emulated 5G environment
built on the basis of open source platforms.
The restrictions set do not detract from the research tasks in the dissertation and can be used in
scientific developments and research for the development and upgrade of real cybersecurity in fifth-
generation cellular systems.
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II. STRUCTURE OF THE DISSERTATION

The dissertation is structured in an introduction, four chapters, general conclusions, contributions,
bibliographic reference and 2 appendices. The work contains 21 tables, 132 formulas and 57 figures. 75
literary sources are cited.

The introduction substantiates the topicality of the topic and its practical and applied nature. The
purpose and main tasks are defined, the limitations under which the research is carried out are indicated.

In Chapter One, the first research problem is solved, examining the architectural features of the 5G
network, including the separation of control and user planes, the virtualization of network functions, as well
as the concept of service-based architecture. A literature review was carried out on the basis of a study in
scientific databases, covering developments related to the security of cognitive communication networks
for the period 2015 — 2024 and fifth-generation cell networks for the period 2019 — 2024.

In the second chapter, a second research task is solved by analyzing existing models for offensive
and defensive security and presenting the models of a fifth-generation communication network, a model
for cyber threat intelligence and an adversary model developed in the dissertation.

In Chapter Three, a third research task is solved through the implementation of a specialized
platform for creating simulation environments and practicing offensive and defensive cyber operations. The
platform includes a user interface, an ability manager, and a virtualization and automation unit. A scenario
model is proposed, which formalizes the process of creating infrastructure environments. A simulation
environment has been created to test and assess the security of a fifth-generation communication network.

In Chapter Four, a fourth research task is solved, analyzing the results obtained in emulating
adversarial techniques and procedures, and proposing a cybersecurity system for fifth-generation
communication networks. The choice of software and means for protection of the components of the studied
5G infrastructure network is justified.

III. SUMMARY OF THE DISSERTATION
Chapter 1 — Security Analysis in Cognitive Communication Systems.

For the solution of the first main task of the dissertation, the following subtasks are defined in the
first chapter:
1. Analysis of cognitive radio and its characteristics, as an intelligent communication system.
2. Analysis of the 5G network infrastructure and its emulation systems.
3. Analysis of security in fifth-generation cell systems, delineating the main challenges and directions
for scientific and applied developments in the area under study.

1.1. Cognitive Radio

To solve problem 1.1 in the paragraph, an analysis of the concept of cognitive radio as the basis of
cognitive communication systems is carried out. An analysis of cognitive radio and its application in various
modern technologies was carried out. The problem of limited spectral resources is considered and the need
to use dynamic methods for radio spectrum management is substantiated. The evolution from software-
defined radio systems to cognitive radio systems is traced, emphasizing that the latter have the ability to
self-adjust and adapt to the environment. The main functional stages in the operation of cognitive radio are
traced, including spectrum monitoring, detection of free frequency bands, decision-making and
reconfiguration of transmission parameters. The role of cognitive radio for the joint use of the frequency
spectrum between primary and secondary users without disturbing the quality of communication of licensed
systems is debunked.

The architecture of cognitive networks, consisting of a primary and secondary network, is examined,
indicating the responsibility of secondary users for monitoring the environment and releasing the spectrum
during repeated activity of primary users. A distinction is made between centralized and ad-hoc cognitive
networks and the mechanisms of interoperability between heterogeneous communication systems are
analyzed.

1.2. 5G Network architecture

To solve problem 1.2 in the paragraph, an analysis of the architecture of the fifth generation cellular
communication networks was performed. The principle of separation between the control and user planes
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is considered, as well as the transition to a service-based architecture, in which the individual functions of
the core network communicate with each other through standardized interfaces. The main network
functions in 5G Core are distinguished, and their role in access management, mobility, user sessions,
security and traffic processing is traced. The 5G RAN radio access network is also considered, taking into
account the division of the base station into centralized and distributed parts, in order to optimize signal
processing and reduce latency. Key radio technologies that support the achievement of high capacity and
quality of service are analyzed. As shown in Figure 1.5, in the context of 5G, the network architecture is
distributed into several main nodes: core network, radio access network, user equipment.

According to the report, 99.2% of nodes in 5G are user equipment. It is also noted that only 4% of
network infrastructure is physical machines on the core network or edge (Figure 1.6). Quite naturally, the
majority of cyberattacks affecting this type of network are aimed precisely at customers and their end
devices. The following figure visualizes the distribution of nodes and peripherals in the network topology
of cognitive networks.(Sanchez-Navarro, Bernabe, Alcaraz-Calero, & Wang, 2021)

5G Mpexa 3a NotpebuTtencko
5G OcHOBHa mpera
pagMonoctbn / gNB obopyaBaHe
—* AMF |
Yy
NRF —* SMF H UPF }f

NN /

NR-Uu

Fig. 1.5. 5G Network architecture
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0.8% BupTyanHu
Ma;;;)”w CodTyepHu
cyn4yose
39%
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99.2 % PasnpegeneH Cbpibpl’l 2%
n eanHuum 6%
13%
B CodTyepHu cynyose B OCHOBHU MpeXu
H [oTpebuTenckm TepmmHan u Nepudepus Cbpebpy
B Pa3snpeeneHn egMHnLm B XapayepHu cynyose

H MpexxoBa MHpaCTPYKTypa
W BUpTyanHn mawwmnHm

Fig. 1.6. Network topology distribution (Sanchez-Navarro, Bernabe, Alcaraz-Calero, & Wang, 2021)

The role of user equipment as an end point of interaction with the network is analyzed. It is pointed
out that, due to its dominant share in the network environment and direct interaction with the radio interface,
it is user devices that represent a significant vector of cyberattacks and therefore require special attention
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in security analysis. A survey of 250 respondents using the face-to-face method confirmed this data, noting
that Android is used on more than 7 out of every 10 smartphones, while 10S has a stable presence from
nearly 3 out of 10 devices. The results are presented in Figure 1.7 and indicate a pronounced market
division.

B Android OS mAppleiOS m dpyru

72.72

Fig. 1.7. Market share of user equipment fixed assets

Comparative analysis of open source systems for emulation of 5G infrastructure was performed. On
this basis, a suitable technological solution has been identified to build an experimental environment that
will allow simulation and assessment of security in conditions close to real. The analysis is presented in
Table 1. Open5GS stands out as a balanced solution for building an emulated 5G environment combining
functionality, stability, and deployability. The srsRAN platform provides comprehensive support for a 5G
radio access network and is suitable for building a real hardware-based experiential 5G RAN setup. The
UERANSIM platform is suitable for the implementation of simulation environments in the absence of
hardware equipment. It also includes a 5G UE component for simulation of user equipment and user
activity.

Table 1. Benchmarking of 5G network emulation systems

5G Core Core Core Network
Characteristics Open5GS Free5GC
3GPP Rel. Rel.17 Rel.15
Programming language C Go
Comprehensive support for network functions v v
Integration with RAN emulators v v
Construction on a VM/Container v v
Active development (community, GitHub activity) v’ v’
Detailed documentation v
Suitable for educational and laboratory environments v v
Easy to install and configure v
Applicable to Cyber Polygon (Test Infrastructure) v v
Radio access network
Characteristics srsRAN UERANSIM
Function Real Software
Emulation Simulator
Full 5G RAN support v’ partial
Programming language C++ C++
gNB emulation v v
UE Emulation v
Compatible with Open5GS and Free5GC v v
Active development (community, GitHub activity) v v
Easy to configure v




1.3. Security analysis in fifth-generation cellular networks

To solve problem 1.3 in the paragraph, an overview of scientific publications addressing security
problems in cognitive communication networks is made. For this purpose, the databases of scientific
publications of ResearchGate and Scopus were examined, tracking developments in the studied field from

2015 to 2024.
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Fig. 1.8. Number of Scientific Publications Addressing Cognitive Network Security — ResearchGate
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Fig. 1.9. Number of scientific publications addressing the security of cognitive networks — Scopus

In the period under study, there was an increase in the number of publications, with the highest
values reported in the last 3 years for the period from 2022 to 2024 inclusive. Cognitive networks are widely
used in 5G network technologies. By 2025, the last practical standard for cellular communications is fifth-
generation 5G cellular networks.
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Fig. 1.10. Number of scientific publications addressing 5G security — ResearchGate

The results show a pronounced increase in the number of publications addressing the security issue
of fifth-generation cellular systems. The literature sources from the ResearchGate and Scopus databases are
sorted by popularity based on the number of views and citations, and the first 30 sources for the period
2018-2024 are extracted. The results show a significant predominance in the study of defensive security of
cognitive communication networks, and in particular of 5G networks (only 1 article concerns only offensive
security, and 4 of them both). Therefore, there is a need to deepen scientific and applied developments in
the field of offensive security.

In (Angelogianni, Politis, Polvanesi, Pastor, & Xenakis, 2021) a survey was done among personnel
of telecommunications operators, suppliers, and cybersecurity professionals on the need to use simulated
environments for security testing in fifth-generation communication networks. Of the 60 participants in the
survey, 46 (<77%) said they would use specialized platforms (cyber polygons) of simulation environments
to test the security of their 5G infrastructure. This 78% express interest in using this type of platform to
conduct cybersecurity trainings on 5G.
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Fig. 1.11. Number of scientific publications dealing with 5G security — Scopus

Although the scientific publications examined look at various security challenges and concerns
facing cognitive communication systems, none of them conducted a cyber threat intelligence study to
identify malicious hacker groups targeting the telecommunications sector in Europe and NATO. This would
allow for the creation of a summary picture of the operating groups targeting this specific sector, the
geographical region, as well as the tactics, techniques and procedures they use.

User equipment such as Android and 10S smartphones and tablets are the most common end devices
and often fall at the center of malicious attacks. In order to assess the real risk that these platforms carry in
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terms of vulnerabilities, data from the public CVE database was analyzed in this study. The results of the
analysis are synthesized and visualized in Figure 1.15, graphically representing the dynamics of the detected
vulnerabilities by year.
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Fig. 1.15. Distribution of the number of vulnerabilities for Android and iOS in the period 2018-2024

1.4. Conclusions

1. Cognitive radio is a key technology for 5G, 6G, and IoT mobile communications, where the need
for flexible and efficient spectral access is critical.

2. The market share of user equipment operating systems in 5G networks shows a predominance of
Android (72.72%) over Apple i0S (26.92%) and only 0.36% for other operating systems.

3. The Open5GS platform stands out as a balanced solution for building an emulated 5G core network,
providing full functional implementation of the 5G network core and containerization, making it suitable
for building cyber testing grounds and practicing offensive and defensive cyber operations.

4. The following conclusions can be drawn from the security analysis in cognitive communication
networks and in particular in cellular 5G networks:

(1)The number of research and development in the areas covered in the SCOPUS and ResearchGate

databases is growing every year for the period 2019-2024, highlighting a maximum in 2024: cognitive

network security (SCOPUS — 329, ResearchGate — 97250) and 5G security (SCOPUS — 1412,

ResearchGate — 111000).

(2)Of the first 30 sources extracted by popularity based on the number of views and citations for the

period 2018-2024, there is a significant predominance in the study of defensive security of cognitive

communication networks and in particular of 5G networks (only 1 article concerns only offensive
security, and 4 of them both). Therefore, there is a need to deepen scientific and applied developments
in the field of offensive security.

(3)Among the main threats in 5G networks, according to the ENISA report, the largest shares stand

out; "Phishing and social engineering" — 31%; "Vulnerabilities in IoT devices and user terminals" —

21% and "Incorrect configuration of 5G components" — 17%. Attacks on end users on mobile networks,

through phishing, smishing and vishing, use malicious links to files for Android applications APK as

an initial access method.

(4)For the period 2018-2024 Android reports a higher number of reported vulnerabilities except for

2024, which is due to its open architecture and its widespread application on devices from different

manufacturers.

Chapter 2 — Analysis and synthesis of security models of cognitive communication networks.

For the solution of the second main task of the dissertation, the following subtasks are defined in
the second chapter:
1. Analysis of defensive security models;
2. Analysis of offensive security models;



3. Synthesis of mathematical models of cyber threats in a cognitive communication network,
formalizing the components of a communication cognitive network, heterogeneous sources of
intelligence information, and adversary behavior.

2.1. Defensive security models

To solve problem 2.1 in the paragraph about two defensive security models — MITRE D3FEND and
the NIST cybersecurity framework, their main components, structure and scope of application are
considered. On this basis, a comparison was made between the models and their suitability for use in an
environment with high traffic dynamics and adaptability characteristic of cognitive systems was assessed.

2.1.1. MITRE D3FEND

An analysis of the structure and components of the D3FEND framework has been performed. The
main elements of the model — the knowledge graph, the semantic model and the user interface — are
examined and how they formalise security technologies and dependencies between them. The possibility
of integrating the model with offensive taxonomies such as MITRE ATT&CK is considered.

Digital artifacts define the conceptual scope of D3FEND. For example, a strong password policy
falls within this scope because it directly affects the configuration base of a system. In contrast,
cybersecurity officer training programs are not considered because they do not interact with digital artifacts.
When an attacker performs actions — such as typing commands, searching for information, or creating
malicious code — they create digital artifacts. The same goes for defensive actions: analysis, observation
and detection also interact with artifacts, albeit from a different side of the conflict. Figure 2.4 illustrates
this relationship between offensive and defensive techniques through digital artifacts.

Avrutanum
apredakTn

Od¢aH3uBeH mogen JAedaH3useH mogen

Fig. 2.4. Comparison of offensive and defensive techniques by artifacts
In order to effectively compare attacking and defensive approaches, it is necessary to define in detail
the relationships between them. D3FEND uses digital artifacts as a central modeling axis, to which both
types of techniques are associated. These associations can be of a general type ("related to") or specified
by relationships such as "generate", "execute", "analyze", "access", "install". D3FEND also extends this
model with relationships such as "observe", "detect" or "counteract", which allows defining logical
relationships without the need to manually match each technique. The structure of the model makes it
possible to quantify the coverage of offensive equipment from defensive equipment. Let's say:
e 0 =1{04,0y,..., 04} is the multitude of offensive techniques;
e D =1{d,d,,..,d,}is the multitude of defensive techniques;
o A={ay,a,,..,a;}is a multitude of artifacts.
Functions can be defined:

Po(0i,a;) € (0,13, (2.1)
where P, determines whether the offensive technique o; € O uses the artifact a; € A.
Py(d; aj) € {0,1}, (2.2)



where Pp, determines whether the defensive technique d; € D monitors and analyzes the artifact a; € A.
Matching techniques by artifacts is defined as:

M. = Z.]j(=1 PO(Oil a]) . PD(dll a])
i J=1Po(0u ;)

) (2.3)

where:
M;, €[0,1] (2.4)
The numerator measures the number of common artifacts on which the offensive technique acts and
monitors the defensive technique at the same time. The denominator normalizes the score to all artifacts
used by the attacker. The closer the metric value is to 1, the better the technique d; defends against o;. This
is done by measuring the extent to which a defensive technique d; encompasses the artifacts that an
attacking technique o; uses. In order to quantify the collective resilience of a system to an offensive
technique, an average coverage metric can be defined that measures the degree of aggregate defensive
effectiveness of all available defensive techniques. This metric is based on the value already entered M; ,
which reflects the coverage of an attacking technique o; by a specific defensive technique d;, through the
common artifacts that are used and monitored. The average coverage is defined as follows:

n

_ 1

i, = ;Z M,,, (2.6)
=1

where M; € [0,1] is the average coverage of the offensive technique o; and n is the number of available
defensive techniques in the set D = {d4, d, ..., d,}0;d;. In doing so, a level of security gap can be derived
by measuring how much of the artifacts used by an attacking technique remain unobserved by the defensive
technique. This provides a direct quantitative estimate of the coverage deficit by the safeguard.

Gig=1- M, (2.7)
where G;; € [0,1] represents the level of protection gap. Values close to 0 (e.g. G;; = 0.00) mean that the
respective defensive technique completely covers the attack. Values equal to 1.00 mean a complete
omission, i.e. the defensive technique does not monitor any of the artifacts used by the respective attack. It
is important to assess the extent to which the system provides visibility over critical artifacts C,:

?:1 1(2?;1 Po(oi'aj) >0 A Z?=1PD(dl'a1') > 0)
?:1 1(2?;1130(% aj) >0 )

where C, € [0,1] - reflects the proportion of actually endangered artifacts that fall under the scope of

surveillance by the system.

2.1.2. NIST Cybersecurity Model

= , (2.8)

The goal of the model is for organizations to manage and mitigate cybersecurity risks. If necessary,
the way organizations implement the model varies. The NIST cybersecurity model includes the following
components: Core, Organizational Profile, Levels.

The core of the model is a set of cybersecurity-related outcomes, organized as follows: Function,
Category, and Subcategory (Figure 2.6). The core core functions — management, identification, protection,
detection, response, and recovery, organize cybersecurity-related outcomes at the highest level.
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Fig. 2.6. Core NIST Cybersecurity Model

An organizational profile describes the current and/or target cybersecurity state in an organization,
consistent with the outcomes defined in the core. Each organizational profile includes one or both of the

following:

1. Current profile — indicates the results that the organization is currently achieving, as well as the
characteristics or degree of achievement of each result.
2. Target Profile — indicates the desired outcomes that the organization has selected and prioritized to

achieve its cyber risk management goals.

The steps shown in Figure 2.8 illustrate one of the ways an organization can use the Organizational

Profile to support the process of continuously improving its cybersecurity.

The levels, as shown in Figure 2.9, reflect an organization's cybersecurity management practices in
four levels: Partial (Level 1), Risk-Informed (Level 2), Repetitive (Level 3), and Adaptive (Level 4). Levels
describe a progression from informal, reactive approaches to approaches that are adaptive, based on risk

analysis, and are constantly being improved. helps determine the general direction by which the

organization will manage its cyber risks.

— o)

NaoeHTudULMpaHe

3awmTa

OTtkpuBaHe

NIST Mogagen 3a
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2 ) CbbupaHe Ha HeobxoammaTa UHDOpMaLmMa

3 ) Cb3gasaHe Ha opraHvM3auloHeH npodun

4 AHanu3vpaHe Ha NPONYCKUTE M Cb34aBaHe Ha
nAnaH 3a AEﬁCTBMQ

5 MmnnemeHTUpaHe Ha NNaHbT 3a AelcTBre U
aKTyanusupaHe Ha npoduna

lNoBTOpeHue

Fig. 2.8. Steps to create and use an organizational profile
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Fig. 2.9. Levels in the NIST Cybersecurity Model
2.1.3. Comparative analysis of defensive security models

A comparative analysis of the two models of defensive security discussed above by seven of their
main characteristics, purpose, focus, structure, level of abstraction, applicability, integration with other
models and target result, is presented in Table 5. The following conclusions can be drawn from the
comparative analysis:

1. NIST is suitable for the organizational level where decisions are made on risk management, policy
making, and strategic planning. It is widely used in regulatory environments, audits and compliance.

2. MITRE D3FEND is suitable for technical teams that are engaged in the implementation of specific
defense mechanisms, attack analysis, and building a security architecture. It is useful in operational
defense, threat identification, and building defense strategies based on real-world techniques.

3. Combining the two models can lead to more effective cybersecurity, with NIST CSF modeling the
framework and governance, and MITRE D3FEND modeling technical implementation and

protection.
Table 5. Comparative analysis of defensive security models
Characteristics MITRE D3FEND NIST Cybersecurity Model
Describes techniques for defending and Provides a  framework _for r1.sk
Purpose . management and cybersecurity
countering attacks .
improvement
Focus Tactical — aimed at specific defensive | Strategic — focused on processes and
actions management
Structure Ontology of defense techniques related | Functions: [Identify, Protect, Detect,
to MITRE ATT&CK Respond, Restore
Level of Low — technical details for protective | High — organizational and managerial
abstraction mechanisms levels
Applicability For Security Engineers, Analysts, | For executives, managers, security
Developers consultants
Integration with | Connected to MITRE ATT&CK for | Can be integrated with ISO 27001,
other models attack mapping and defenses COBIT, and other standards
Target result Impr'ovmg dgfenswe abilities through | Improving cyber resilience and risk
specific techniques management

2.2. Oftfensive security models

To solve problem 2.2, an analysis of offensive security models was carried out, which describe the
behavior of the enemy and the way cyberattacks are carried out in real conditions. For this purpose, two
widely accepted tactical models are considered — MITRE ATT&CK and the "Cyber Attack Chain" model,
Cyber Kill Chain. The analysis focuses on their structural features, construction logic, level of detail and
applicability in modeling and simulating attacks.
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2.2.1. MITRE ATT&CK

MITRE ATT&CK is a globally accessible knowledge base containing Tactics, Techniques and
Procedures (TTPs), which represent the actions that adversaries can perform to achieve their goals. Within
ATT&CK, tactics are treated as "labels" with which techniques or sub-techniques can be associated,
depending on the goals that can be achieved through their use. Each tactic contains a definition describing
its category and serves as a guideline for what techniques should be included in it. The structure described
in this way is presented in Figure 2.12.(MITRE Corporation, n.d.)

Techniques represent "how" the enemy achieves a certain tactical goal by performing a specific
action. Sub-techniques further differentiate the behaviors described in the techniques into more specific
forms.

Procedures are another essential component of the TTP concept. The procedures represent the
specific implementation used by opponents in the application of a technique or subtechnique. Procedures
often also include specific tools through which actions are carried out.

Known adversaries that are tracked by public and private organizations and reported in threat
intelligence reports are reflected in MITRE ATT&CK through the entity - Group. Groups are defined as
named sets of intrusions, threats, documented malicious groups, or campaigns that typically constitute
targeted and sustained malicious activity.
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Fig. 2.12. Structure on tactics and techniques
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2.2.2. Cyber-attack chain

Noarotoeka

| |
| |
! [ EKcnnoatayua }
|
| |

KomaHgBaHe n
ynpaBneHue

H3anbneHeHue

Pazy3HaBaHe MHcTanauma

MsnpawaHe Ha uenuTe

Fig. 2.13. Cyberattack chain
Figure 2.13 shows the methodology by which the chain works. The model divides cyberattacks into
seven stages (phases). (Lockheed Martin, n.d.)

1. Intelligence - in the first stage, the attacker collects information about the target system or
organization.

2. Preparation - after proper reconnaissance has been carried out, the attacker creates appropriate
malware or modifies an existing one, according to the vulnerabilities of the target system.

3. Sending — when the malware is ready, it is sent to the target — via email, link, Universal Serial Bus,
Universal Serial Bus (USB) drive, etc.

4. Exploitation - when executed, the malicious code exploits a vulnerability in the victim's system to
gain initial access.

5. Installation - successful operation allows an attacker to install a backdoor or other type of malware
in order to maintain constant access.

6. Command and control - through the installed back door, the attacker can communicate with the
compromised system and control it remotely.

7. Fulfillment of objectives - in the final phase, the attacker fulfills his ultimate goals - for example,
draining data, spreading to other systems, or sabotage.

2.2.3. Benchmarking of offensive security models

A comparative analysis of the two offensive security models discussed above, MITRE ATT&CK and
Cyber Kill Chain, is presented in Table 6.
Table 6. Comparative analysis of offensive security models

Characteristics | MITRE ATT&CK NIST Cybersecurity Model
Catalogs techniques used by attackers | Describes the stages of a targeted
Purpose ) .
in real-world scenarios cyberattack
Tactical — specific actions and | Strategic — attack sequence from start
Focus .
techniques of the attackers to goal
Structure Matrix with factics and techniques Linear sequence of 7 stages of attack

grouped by attack phases

Level of detail

High — includes techniques, sub-

techniques, examples and tools

Medium — describes major phases
without technical details

Applicability

For threat hunting, incident analysis,
simulation and protection

For attack modeling, training, and
strategic planning

Actualization and

Constantly updated by MITRE with

Less frequently updated, static model

development new techniques and groups
Integration with other | Widely integrated into SIEM, SOAR, | Mainly used in training and analytical
systems EDR, and threat hunting platforms contexts

The following conclusions can be drawn from the comparative analysis:
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1. Cyber Kill Chain is better suited for strategic attack modeling, staff training, and understanding the
logic behind targeted attacks.

2. MITRE ATT&CK is extremely useful for security operations teams that deal with threat
identification, incident analysis and protection building.

3. Combining the two models can give a complete picture of an attack such as Cyber Kill Chain helping
to understand the phases of an attack and MITRE ATT&CK for analyzing the specific actions and
procedures in each phase.

2.3. Synthesis of cyber threat models in a cognitive communication network.

To solve problem 2.3, the section synthesizes a cognitive communication network model, a cyber
threat intelligence model, and an adversary model.

2.3.1. Cognitive Communication Network Model

The model provides a mathematical and applied basis for emulation and analysis of the behavior of
5G infrastructure during testing, security auditing and conducting stress tests. The network model is
presented in Figure 2.14 and is defined as:

S={C,N,R,U,D}, (2.9)
where C — core network, R— radio access network, U — user equipment, N — network infrastructure subnets
and D — network equipment. Network infrastructure consists of three components:

N = {Ncores Nran» Nue} (2.10)

Each node on the network v; has a unique one for the respective domain. IP(v;) € N;. The
component describing the core network is defined as:

C ={Ecores F,0Score}, (2.11)
where E_,. 1s the emulator of the main 5G network, 0S.,,. € Linux distributions is the operating
system of the virtual machine on which the emulator is running and F - the network functions on the main
network.

5G Core

Fig. 2.14. Fifth generation cognitive network model.
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A core network C consists of n = 10 virtual network functions (NF):

F = {NF]_,NFz,...,NFlo} (2.12)
Each network function is represented as an ordered triple:
NFi = (idillpil (.bi); (213)

where id; € IDyg —identifier (e.g., Sgs-amf), IP; € N,,-.— associated IPv4, and ¢;— functional role of the
node (e.g., routing, signaling, management, etc.). The component R defines the gNB nodes that perform the
function of a base station.
R={Ry,Ry, ....,Ry} (2.14)
Each gNB node is defined as:

R; = (idgnp, IPyns, Egng), (2.15)
where idgyp is a unique gNB identifier, IPgyg € Npgy — a base station IP address, and Egyp— a UE
emulator (e.g. UERANSIM). The component U models a set of user terminals.

U ={UE,,UE,, ..., UE,} (2.16)

Each user terminal is defined as:

UE; = (id;, IP;, 0S;,9)), (2.17)
where id;— a unique identifier of a UE device, IP; € Nyz— an associated IP for a UE node, 0S; €
{i0S, Android}— the operating system of the UE emulator, and y; € ¥ — a set of applications (e.g.
WhatsApp, Messanger, etc.). Network equipment D includes network devices such as routers, switches,
etc. Each network device is defined as an ordered triplet:

di = (idl',IFl', Bi), (218)
where id; € IDp is a unique device identifier,
IF; = {(IP;y, N;y, link;y), ..., (IPiy, Nip, link;,)} — a set of interfaces with IP addresses and networks to
which it is connected and 6; € {router, switch, bridge, firewall, ...} a role or type of the device. The
proposed model includes the following set of network devices:

D =(d,a{,df”,d,dl’, al”), (2.19)

where dgc)- router on the main network, dgr)- router on the radio access network, dgu)- router on the

(© 4 4w
4C,d5r’d6u

network for user equipment and d are the switches for local connection of the nodes in the three

subnets.

dgc) = (id = routercore, IF,,0; = router), (2.20)

where:
1F; = {(1Py, Neores 47), (1P, Nean, 57 )} (2.21)
dgc) = (id = swcore, IF,, 0, = switch), (2.22)

where:
1F, = {(IPy, Neores d\7), (IPy, Neores NFy), (IP3, Neores NF) ...} (2.23)
dgr) = (id = routerran, IF,, 8, = router), (2.24)

where:
1F, = {(1Py Neores @), (1P, Nan, dS), (1P5, Nyg, d5) ) (2.25)

A router in the network of user equipment is defined as:

dgu) = (id = routerue, IF;,0; = router), (2.27)

where:
1F; = {(1Py, Ngan, d5”), (1P, Ny, a3} (2.28)

The switch in the user terminal network delivers a subnet that is used as the basis for connecting the
UE emulator to the gNB.

dgu) = (id = swue, IF,, 0, = switch), (2.29)
where:
1Fs = {(1Py, Nyg, dS"), (1P, Nyg, UEy), (IPy, Nyg, UE,), ... (2.30)
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2.3.2. Cyber Threat Intelligence Model in Public Databases

The proposed model is designed to identify relevant adversaries and threats targeting specific sectors
and regions, map the tactics, techniques and procedures associated with them, and include the number of
documented campaigns as a weighting factor in the analysis. Figure 2.15 presents a general flowchart of

the proposed model.
In the first stage, all APT groups are extracted from the public databases designated with a unique

identifier G_x.

Let it be the multitude of malicious groups, G = {g1, g2, ---» gnJT = {t1, t2, ..., t;n} the multitude of
offensive techniques, and T = {rl, Ty, wes ‘L'p} the multitude of offensive tactics.

A function of belonging is defined, assuming that each technique belongs to a given tactic:

w:T - 7, (2.39)
where u(t]-) = tactic, to which belongs tecnique t;. Each group g; has two related attributes: sector of
interest: S(g;) € X, where X is the set of all industrial sectors, and geographic activity: R(g;) € R , where
R is the set of geographical regions (e.g., Europe, Asia, NATO).

The sets of targeted sectors and regions shall be defined:
Starget = {51, 52, .. »Sk} (2.40)
Riarget = {R1, Rz, ..., R} (2.42)

HsTOUHMUM Ha
pasysHaBaTe/lHW faHH!

MyBamunm/MactHm Bazm gaHHW

duntpauus

Lienesn MHAYCTPUANEH CEKTOP Lienesm reorpadcku pervoH

KnouoBu gymu 3a uHaycrpua/cexTop Knouoeu gymu 2a pervoH/zoHa

PenesaHTHM rpynu

DuUATPMpaHK rpynK

CbspaBsaHe Ha cnoese B ATT&CK Navigator

KapTorpadupaHe Ha TEXHMKM

KaprtorpadupaHe Ha TEXHUMKH
3alpyna 2

Cuapasare ATT&CK Navigator cnoi

KapTtorpadupaHe Ha TEXHMKH
salpynal

Coapasare ATT&CK Navigator cnoi

sarpyna N

Coapasare ATT&CK Navigator cnoi

ObeguHeH cnoi

MNpeTerneHa marpuua/YecToTeH aHanus

Fig. 2.15. Cyber Threat Intelligence Model Flowchart

Starger defines the target sector through a set of keywords. R;qrger Define the target region through

a set of keywords.
The set of relevant groups is defined as:

G'= {gi €EG | S(gi) n Starget 0 A R(.gi) n Rtarget * (Z)}, (2-44)
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where G' € G and g; € G', i € [1,n]. For each group, the set of ATT&CK techniques used is defined:

T(gl) = {tll t2' ey tk} cT (245)
The indicator function of the techniques used can be calculated as:
§,0(g) = {1, akot; € T(g;) A ,u(tj) =1, (2.46)
' 0, else
A binary matrix is created for each relevant group:g;
M(g0) = [8ja(g0)] € {0,13**™, (2.47)

where row j corresponds to technique t;, column a corresponds to tactics 7, and n = |T|, m = |t| . The

frequency of use of offensive techniques by relevant groups can then be derived from a resultant matrix by
summing up the matrices of all extracted groups.

M]’-‘,a=ZM(gi)j‘a, 1<j<n l1<a<m (2.49)
i=1
2.3.3. Adversary model
The proposed model describes the key components of the adversary, such as a unique group
identifier, a set of techniques used, a strategy for selecting and sequencing techniques, an emulation plan
with specific procedures, and the necessary infrastructure. This allows for the playback and automated
simulation of real-world APT campaigns and malicious adversary techniques. Figure 2.16 shows the

flowchart of the proposed model.

A

PasysHaBaHe 3a
kubGepsannaxmu

TaKTHK K, TEXHMKK M NpoLegypur

A
‘ '? ] ’ e

MnaH 3a emynauma Ha
NPOTUBHUK

Moparotoska Ha
nHdpacTpyKTypa

OprecTpauma

ABTOMAETH3W palllH CHPUNTOBE W YCIY M

HsnwnHeHwme

CubupaHe Ha pesyntatn

Fig. 2.16. Block diagram of an adversary model
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An opponent (group, campaign, or actor) is defined as:
A=(g,T," 11§,E,Iy), (2.54)
where:
e g € G —unique identifier of the group (APT, hacktivists, etc.);
o TgW C T — a number of offensive techniques used according to CTI data;
o l'[g — strategy for the enemy; (Ross, 2014)
e F —emulation plan (behavior strategy — describes the order of phases, techniques and procedures);
e I, - infrastructure for the enemy.
The group g identifying a specific adversary belongs to the set:

G ={91.92 - n} (2.55)
where G is a set of known groups in public databases. Then g € G it will be the unique identifier of the
opposing group, which is often defined as APT _ or G_x. It will be a reference point to all associated sets
- Ty, Cg, Ry, Sg, 114 Let's say:

T, = {t € T| t is used tecnique by group g} (2.56)
be the set of techniques used by the group g .
In order to quantify the frequency of use of techniques, T, will be expanded to a weighted set:
T, ={(t,w) | t € Ty, w, € N}, (2.59)
where w; € N — technique weight, measured as the number of campaigns in which the goup participates
based on CTI data. Then the weighted set can be represented by decomposition by tactics:

7w =@, (2.60)
TEX
where:
T,"@ ={(t,w) |t e T® n T,} (2.61)

A component is defined I1,that models the logic and order in which a group g applies techniques
t € Tto achieve goals of different tactical categories. An adversary's emulation plan is generated as a

sequence of steps:

E = [((p(l)t(n,pu)), (¢(1)t(2),p(2)), (¢(L)t(L)’p(L))]’ (2.72)
where, for each step 7 of the plan, a selected technique t(® and procedure p® is defined. The condition for
the completion of the implementation is the achievement of the specified number of steps L. The enemy's
infrastructure is defined as 1.

I, = (Hg, Dy, Ny, Ay), (2.73)
where H is a set of hosts in the adversarial infrastructure, Dy is a set of domains, Ny is the network topology
for deploying the infrastructure and A, is a set of credits to access the implemented services. The set of
hosts is considered as an ordered four:

Hy = (idp, typep, ipp, 0sp), (2.74)
where id), is a unique host identifier, type; defines the service implemented on a specific host (role), ip, -
assigned IPv4 address and osj, defines the host's operating system. The services that a particular host can
support belong to the following set:

typey, € {WEB, C2,Mail, Files, DNS, Attackbox,VPN, Proxy} (2.75)
The set of operating systems that are assigned to each host is defined as:
osy, € {Ubuntu, Debian, Win22, Win10,Winl11, Opnsense, Kali} (2.76)
A set of domains Dy is considered as a set of elements, represented as:
Dg = (idd, Ng, Tq, T‘T‘d), (277)
where id; —a unique domain identifier, n, is the domain name defined during registration, r; — registration
metadata (WHOIS information), rr;— a set of DNS records (A, AAAA, CNAME, MX, TXT). Network

topology defines nodes and the connections between them:
N, = (V,E,S,R), (2.78)
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where V' is a set of vertices (nodes). In the presented model V = Hy. E is a set of connections between

nodes, S is a set of subnets, and R is a set of rules on network devices. The set of subnets that the adversarial
infrastructure has is defined as:

S= {511521 ...,Sk}, (280)
where each subnet is defined by several parameters:s;
s; = (net;, mask;, gw;), (2.81)

where net;— network address, mask; — subnet mask, and gw; — gateway address to connect to a higher-
level subnet. The rules for filtering network traffic in network devices are defined as a set:

R = {rl,rz, ...,rp}, (2.82)
Each rule 7; includes the following parameters:
r; = (proto;, srcip;, srcprt;, dstip;, dstprt;), (2.83)

Access credentials A, determine the credentials of operating systems and services in the adversarial
infrastructure:

Ay ={ag,ay,...,ac}, (2.84)
Each element is represented as an ordered four:a; € A,
a = (id,, type,, scope,, sercret,), (2.85)

where id,— unique identifier of the record with the credentials, scope, — range of resources for which the
credits are valid, secret, — reference (pointer) to the values of the credits, and type, € P.roq — type of
credits.

P...q = (user_pass, ssh_key, api_token, oauth, cert), (2.86)
scope, € Hy U Dy, (2.87)
i.e., the set of hosts, services, or domains (or combination) that this credence gives access to.
secret, = ptr(id,) (2.88)
Next comes the implementation of the emulation plan. Execution is defined as:
X=(ELY,), (2.89)

where E— emulation plan defined in 2.72, L — number of steps to implement, and Y,— sequence of
infrastructure and target environment states after each step.

Yx = [3’1»372:---'%] (290)

Each condition y; includes:

yi = (t9,p®,r®), (2.91)
where t® — selected technique from the plan, p® — the specific procedure that implements the technique
and r— the result of the implementation of the step (success/failure). The result Z is defined as the union
of all the results r® of the implementation of the steps:

L
Z= Ur(i) (2.92)
i=1
2.4. Conclusions

1. The combined use of strategic frameworks such as NIST CSF and Cyber Kill Chain with tactical
models such as MITRE ATT&CK and MITRE D3FEND provides a holistic approach to conducting
offensive and defensive cyber operations. NIST CSF and Kill Chain provide a structured vision for
risk management and attack phases. ATT&CK and D3FEND complement with specific attack and
defense techniques. This allows organizations to build effective strategies that cover both
management and technical aspects, improving detection, response, and resilience against threats.

2. For the purposes of the dissertation, the tactical models of MITRE ATT&CK and MITRE D3FEND
were chosen for the synthesis of a threat model of a cognitive communication network, because they
provide a rich database of real techniques used by attackers, and are suitable for technical teams
working on operational protection, threat identification and building defense strategies. based on
real techniques.

3. 3 models have been synthesized that provide a mathematical and applied formalization of the
components of a communication cognitive network and provide a basis for emulation and analysis
of the behavior of 5G infrastructure during testing, security auditing and stress testing. The proposed
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models are useful for scientific and technical teams that are engaged in the implementation of

specific defense mechanisms, attack analysis, and building a security architecture:

(1) A cognitive communication network model that defines the logical and physical structure of
a system and network components as ordered sets and relationships describing their identity,
functional role, network addresses, and interconnectedness.

(2) Cyber Threat Intelligence Model that provides a quantitative assessment to analyze adversary
behavior. The model identifies relevant adversaries and threats targeting specific sectors and
regions and maps their associated TTPs.

(3) An adversary model that mathematically formalizes the main characteristics of the opponent,
such as a unique group identifier, the set of offensive techniques used, the opponent's strategy,
emulation plan, and the enemy's infrastructure.

Chapter 3 — Specialized Cyber Range for the implementation of simulation models.

For the solution of the third main task of the dissertation, the following subtasks are defined in the
third chapter:
1. To design and build the conceptual and network architecture of the specialized cyber polygon.
2. To develop a mathematically applied model formalizing the scenarios in the specialized cyber
polygon.
3. To develop a simulation scenario of an experimental environment to investigate the security of user
equipment and network infrastructure of a SG mobile network

3.1. Composition of the proposed cyber range

To solve problem 3.1. In this section, a specialized platform is proposed for creating simulation
environments for conducting stress tests, as well as offensive and defensive cyber operations. The
conceptual architecture of the proposed model is presented in the flowchart in Figure 3.1, and the functional
elements are grouped in 3 layers depending on the services they implement: User interface, Capability
Manager and Virtualization and Automation Unit.
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Fig. 3.1. Architecture of the proposed platform.

The user interface ensures the interaction between the user and the platform's services and uses
Apache web server technology to build an interactive portal for users to interact with the platform's services
without having to install and configure additional software.

The Capability Manager provides the basic functions of the platform and includes the
Administration and Management Unit, the Cyberattack Simulation Unit, the Evaluation and Report Unit,
the User Simulation Unit, and the Scenario Management Unit.

The capability manager defines the platform's capabilities for organizing simulations, conducting
trainings, evaluating teams, as well as interacting with the virtualization block in building the emulation
environments of networks and operating systems.

The virtualization and automation unit serves for automated configuration, coordination and
management of computer systems and software. It consists of a Proxmox virtualization platform and
multiple automated scripts.

The network architecture of the platform is presented in Figure 3.2.
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Fig. 3.2. Network architecture of the proposed platform

On the outer perimeter there is a firewall vte-fw, which controls the traffic between the Internet and
the internal infrastructure of the platform. The main access point to the platform is the vte-portal node,
which serves the web interface for users. It provides authentication, scenario management and initialization
of virtual machines. The portal communicates with users via the Internet as well as with the other
subsystems — the database data and proxies. The internal vte-db database stores information about users,
scenarios, virtual machines and active sessions. To ensure load balance, two proxies have been
implemented — vte-proxy and vte-proxy2. Their role is to forward requests for running virtual machines to
the cloud cluster and to provide secure graphical web access to the machines via VNC, RDP and SSH
protocols. VTE-vmcloud cloud cluster. This segment contains all the virtual machines associated with the
scenarios. Table 7 presents the machines built in the network model.

Table 7. Description of the machines in the network model

Machine Role [Pv4 Port Service
VTE-FW Border Firewall 194.141.51.1 - OPNsense
vte-portal Web portal of the platform 194.141.51.230 443 WEB/HTTPS
vte-db Danny Base 194.141.51.231 3306 | MySQL
vte-proxy1 User Traffic Forwarding 194.141.51.11 443 VM API, VNC,

RDP, SSH
vte-proxy?2 User Traffic Forwarding 194.141.51.12 443 VM API, VNC,

RDP, SSH
vte-vmcloud | Virtualization cluster 194.141.51.99 - Proxmox VE
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The physical architecture of the proposed model is presented in Figure 3.3. It includes an edge router
(firewall), two main switches that guarantee redundancy in the event of a communication channel failure,
a UPS backup power supply system and three identical servers united in a proxy cluster configuration to
implement the cloud infrastructure supporting the virtual machines.

Internet 3

D

‘\_4\/1‘

Proxmox Cluster

node3

Fig. 3.3. Cyber Range Platform Physical Architecture

The described physical architecture was implemented in the data storage center of the Faculty of
Atrtillery, Air Defense and CIS (Figure 3.4).
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Fig. 3.4. Implemented architecture of a specialized cyber polygon

3.2. Scenario model

To solve problem 3.2, a formal model of the scenarios in the simulation platform has been
developed. The model describes the structure and interrelationships between the main components involved
in the construction and management of training and training scenarios. In addition, an algorithm for starting
and managing virtual environments through an application programming interface, the Application
Programming Interface (API), is presented, which provides control over resources, session generation and

automated initialization of machines within scenarios. Let's say:
S=1{5,5, ..,5,} (3.1)

is a set of all scenarios on the platform. Each scenario S; € S is defined as:
Si={tudici,lyti,a, T, (3.2)

Where t; € X5%0— title (string with symbol length), d; € ¥<?°°— short description (string with character
length), ¢; — unique identifier for each scenario, [; € {1,2,3}— difficulty level (1 = easy, 2 = medium, 3
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= difficult), T; € N* — execution time (minutes). Integer positive value, a; € {0,1} — binary value,
determining the possibility of including an attacking machine in the scenario and T; € {t;1, ti2, ---, tim} —
set of tasks (steps) for the scenario. Each task t;; € T; is defined by several key elements:
tij = {61, kij, vijy Qis ), (3.4)
where 6;; € {0, 1, 2} — the type of task (0 =no VM VM, 1 = VM, 2 = static site), k;; — the content of the
task, v;; € V —a virtual machine or a static site tied to the task (if defined) and Q;; = {q;j1, Gij2, > Gijm}—
a set of questions in the specific task. Each question q;j, € Q;;is made up of the following components:
Qijk = {(pijk' aijk'nijk}r (3.5)
where ¢, — content of the question and a;j; — correct answer, defined by an instructor. In the event that
an instructor does not define a correct answer, the question is automatically transformed into a step in which
the user simply confirms its passage. a;j, = 07;;; —a prompt to help the participants/teams (optional). The
set of interactive resources that the platform supports is defined as:
V ={v, vy, .., 0} (3.6)
Each interactive material to a task v € V includes the following definitions: id,, — unique identifier,
n, € X<*%— name of the material (string with the length of the symbol) and p, € {0, 1,2, 3} web access
protocol. The platform supports 3 protocols for providing graphical connection to machines (0 —no GUI, 1
— VNC, 2 - RDP, 3 — SSH).
The programming interface for deploying and running virtual machines in scenarios works on the
following inputs:
e u € U — auser who starts a VM (identified by a session), where the set of users in the platform's
database isU
e s €S — ascenario in which the user started the virtual machine. It is defined by the scenario
identifier that is defined in the database when it is created. c;
e n, - the name of the machine to be started.
e t, €{0,1,2,3}—type of access to the machine: 0 — target system (without GUI), 1 — SSH, 2 - RDP,
3 - VNO).
In doing so, the API formalizes the VM startup process using the algorithm presented in Figure 3.5.
The main steps of the algorithm are:
1. Validation of input data: if the user u is not authenticated — return error 403 and if is missing v;4 or
s — return error 400.
2. Resource limit check: calculating:
¢(u) = |{v € V| v started from u}|, (3.7)
where if — ¢(u) = 3 return an error ("max. 3 machines"). In this way, the possibility of overloading the
resources of the platform as a result of spam when creating an unlimited number of machines is prevented.
3. Generate a session to VM: Retrieves v;4 by n,, from the database. VM template ID v;; € V —specifies
which machine to clone and start, and calculates a random identifier ¢ € £*1°with character length.
The URL for graphical web access to the machine is generated:
url = f(d, c, t,), (3.8)
where f is a function that compiles a domain d address and machine type t,,.

4. Registration in the database: a random identifier for the new machine is generated in the range of
10000-20000:

v'iq €{10000 — 20000} (3.9
Save the new VM to a table with running machines V':
V' = (u, s, v g, url, Texp), (3.10)

where 7.y, = now() + 2h. In this case, the newly launched VM has 2 hours before it is destroyed by the
VM termination API.

5. Response to the client: determine the time to start the VM from data from the virtualization platform
in a variable § and return a response to the client in a JSON array:
{Status: success, url:url, expires;,: Toxp, countdown: § }

6. Backend initialization:
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a. An automated script is selected to start the VM: g(tp)

startsgp, t, =1
g(tp) = {start qp, t, = 2. (3.11)
start,ne, t, =3
b. Itis called:
exec(g(tp), ¢ Vig, Vi )- (3.12)

Algorithm 1: Start VM API
Input: w € U user; s €S scenario; n, VM name; ), € {0,1,2,3}
access type
Output: JSON response with status, URL and expiration time
Input validation:;
if user u s not authenticated then
L return error 403
if n, =0 or s =) then
L return error 400
Resource limitation check:;
w(u) + |{v € V' | vstartedbyu}|;
if w(u) > 3 then
| return error 403 (maximum 3 VMs allowed)

Session generation:;
;4 + SELECT vmid FROM V WHERE name = n,,;
if v;g = @ then
| return error 404 (VM template not found)
¢ < RandomString(> 15);
url < f(d, e, 1p);
Database registration:;
vl; + RandomlInteger(10000,20000);
Teap  now() + 2h;
INSERT INTO Started VMs(u, 5, vjg, url, Tezp, tp);
Client response:;
d « StartupDelay(t,);
return {status: success, url: url, expires_.in: T..,, countdown: d};
Backend initialization:;
switch ¢, do
case {/ do
| start target
case 1 do
| start ssh
case 2 do
| start rdp
case 3 do
| start vnc

ExecuteRemote(t,, ¢, v;q, vj4);

Fig. 3.5. Pseudo code of an algorithm for building a VM
3.3. 5G security research simulation environment

To study the security of user equipment and network infrastructure, a simulation scenario of an
experimental environment was implemented within the built specialized cyber range. For this purpose, a
standalone 5G private network (5G SA) has been built, which provides data communication services
(without voice) to users connected via user equipment (UE). User equipment (customers) connected to the
5G network gain access to network and Internet services.

The public mobile network, the Public Land Mobile Network (PLMN) of 5G SA uses a mobile
country code, Mobile Country Code (MCC) 999 and a mobile network code (MNC) 70. A 5G SA network
consists of a core network (CN) and a radio access network (RAN) connected to each other with other
external networks and the Internet, via a firewall/router. The virtual infrastructure of the built 5G network
is shown in Figure 3.6. The 5G SA infrastructure is deployed on the following networks:
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e 5G Core — is used to implement services on a core network with an IPv4 address: 192.168.6.0/24.

e 5G gNB - serves to implement a base station with an IPv4 network address: 192.168.8.0/24.

e 5G UE — a network with a defined IP range, from which user equipment receives its IP addresses
for user traffic.

The functionality of virtual machines in the radio access network (gNB and UE) depends on the
proper functioning of the main 5G network functions. The virtual machines on this network are defined as
follows: 5g-core — 5G main network emulator, 5g-gNB — gNB base station emulator and SG-UE1-3 — user
equipment emulator. The configuration of network services in the deployed 5G network with the defined
ports is presented in Table 8.

The services provided by a 5g-core virtual machine are defined as follows: 5g-db, 5g-webui, 5g-nrf,
Sg-udr, 5g-udm, 5g-ausf, Sg-amf, 5g-smf, 5g-pcf, 5g-bsf, 5g-upf, and 5g-nssf.
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Fig. 3.6. Virtual infrastructure of a 5th generation communication network.
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Table 8. Services of an established 5G network

Service Role IPv4 Machine | Network segment Port Service Name

Sg-amf Access and mobility management 127.0.0.5 Sg-core 5G Core SBI—-TCP/7777 | open5gs-amfd.service
N2 — SCTP/38412

S5g-smf Session management function 127.0.0.4 Sg-core 5G Core N4 — UDP/8805 | open5gs-smfd.service
SBI - TCP/7777

Sg-upf User Traffic Routing 127.0.0.7 Sg-core 5G Core N4 — UDP/8805 | openSgs-upfd.service
N3 — UDP/2152

Sg-ausf Server Authentication Feature 127.0.0.11 Sg-core 5G Core SBI - TCP/7777 | open5gs-ausfd.service

Sg-nrf NF Storage Function 127.0.0.10 Sg-core 5G Core SBI - TCP/7777 | openSgs-nrfd.service

S5g-udm Unified data management 127.0.0.12 Sg-core 5G Core SBI - TCP/7777 | open5gs-udmd.service

5G-UDR | Unified Data Warehouse 127.0.0.20 S5g-core 5G Core SBI - TCP/7777 | openSgs-udrd.service

S5g-pcf Policy management function 127.0.0.13 S5g-core 5G Core SBI - TCP/7777 | openSgs-pcfd.service

Sg-nssf Network segment selection function 127.0.0.14 Sg-core 5G Core SBI - TCP/7777 | open5gs-nssfd.service

Sg-bsf Session support feature 127.0.0.15 Sg-core 5G Core SBI - TCP/7777 | open5gs-bsfd.service

S5g-db MongoDB database 192.168.6.6 | S5g-core 5G Core TCP/3306 mongod.service

S5g-webui | Subscriber Management Web App 192.168.6.6 | Sg-core 5G Core HTTP - TCP/80 | nginx.service reverse
HTTPS -TCP/443 | proxy to port 9999

127.0.0.1 S5g-core 5G Core HTTP - TCP/9999 | open5gs-webui.service

5g-gnb 5G Base Station / gNB Emulator 192.168.8.50 | 5g-gNB 5G gNB initiates an N2/N3 | nr-gnb.service
connection

5G-UEI1-3 | 5G UE Emulator 10.45.0.2-4 | 5G-EU1-3 | EU 5G User equipment nr-ue.service
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open5gs-amfd.service - Open5GS AMF Daemon
Loaded: ; preset:
Active: since Fri 2025-09-12 07:24:22 UTC; Smin ago
Process: 1015 ExecReload=/bin/kill -HUP SMAINPID (code=exited, status=0/SUCCESS)
Main PID: 748 (open5gs-amfd)
Tasks: 2 (limit: 4600)
Memory: 23.1M (peak: 23.6M)
CPU: 50ms

CGroup: /[system.slice/open5gs-amfd.service
(i .

Fig. 3.7. AMF System Service

In addition to network functions, virtual machines on the main network are the database (5g-db) and
a web application for managing subscribers (5g-webui). The database (5g-db) is implemented through the
MongoDB 8.0.10 database management system, storing information about users, system and network
configuration. The openS5gs database on the MongoDB server contains the following tables: accounts —
used to store credentials for users accessing the WebUI application; profiles - used to store set subscriber
profiles; sessions — used to store sessions for the webUI application; subscribers — subscriber information,
IMSI, Ki, OPc, DNN, etc.

Subscribers with IMSI 99970##000000[8-10] are the only active subscribers in the simulation
scenario. They are connected to 5g-UE1-3 and have been assigned static IPv4 addresses 10.45.0.2-4.

The Subscriber Management Web Application (5g-webui) is based on the openS5gs-webui
application. The 5g-webui service runs nginx web server as a reverse proxy to redirect ports 80/443 to
localhost port 9999 of the web application.

gNB and UE were implemented using the open source project UERANSIM running on Ubuntu
24.04 LTS. The application allows emulation of a 5G base station (gNB) and multiple UES that can be
integrated with the 5G core network. The UERANSIM gNB application is implemented and works on the
5g-gNB machine, and the UERANSIM UE application works on 5G-UE1-3 machines.

3.4. Conclusions

1. The developed specialized cyber range is a complete environment for simulation and analysis of
cybersecurity, which combines virtualization, automation and scenario management in a single
platform.

2. The range architecture is implemented in three layers — a user interface, a capability manager, and
a virtualization block, which provides modularity, flexibility, and the ability to expand functionality.

3. The developed scenario model allows for the formalization of simulation processes through clearly
defined parameters (time, activity, target, type of attack and network topology), which facilitates
the reproducibility of experiments.

4. The created simulation environment, based on Open5GS and UERANSIM, provides an opportunity
for realistic security research in 5G infrastructure networks.

Chapter 4 — Results of the security studies carried out
4.1. Results of a specialized cyber range

The specialized cyber range DigiCode is built in the data center within the Faculty of Artillery, Air
Defense and CIS. The platform is built in 296709 lines of code. Figure 4.1 presents the aggregated data on
the programming languages used in the implementation of the platform.

A comparative analysis of the functionality of the Cyber Range compared to other platforms for
building simulation and test environments (Cyber Range) has been carried out. The results of the analysis
are presented in Table 9.

An experiment was conducted on the average time for creating infrastructure environments. Since
the stratocyberlab platform does not support virtual machines, the experiment was conducted against the
other two platforms. For this purpose, three scenarios are defined.

Scenario 1 takes into account the deployment time of an infrastructure composed of 1 virtual
machine — Ubuntu Server 24.04. Scenario 2 reports the deployment time of a network of 5 virtual machines.
Scenario 3 takes into account the deployment time of an infrastructure composed of 3 subnets and 15 virtual
machines. The platforms are tested in the same conditions and hardware resources. The results on the
deployment and launch times of each of the scenarios are presented in Table 10 and Figure 4.2.
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Fig. 4.1. Utilization of programming languages in the built platform
Table 9. Comparative analysis of Cyber Range platforms

Functionality Kypo Cyber | AWS Cyber Stratocyberlab | DigiCode
Range Range
Orchestration X X X
Virtual machines X X X
Containerization X Partially
Simulation of attacks X
User Activity Simulation X
Creating Storyboards and Content X X X
Data collection and analysis X X X X
Evaluation and reporting X
Tools for instructors X X X
Interactive materials X
Cybersecurity Trainings X X X
Security testing X X
Building Teachings X X
Table 10. Time to deploy virtual infrastructures

Platform Scenario 1 (¢) Scenario 2 (¢) Scenario 3 (¢)
Kypo Cyber Range 51 96 152
AWS Cyber Range 42 118 204
DigiCode 14 44 46
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Fig. 4.2. Deployment time of infrastructure environments

The newly built platform is capable of emulating a single Ubuntu Server machine in under 15
seconds in Scenario 1. Scenario 3 results show that the increase in the number of virtual machines does not
have a significant impact on the deployment time of infrastructure within the newly built platform. The
reason is that the DigiCode platform uses virtual machine templates, and the time to clone and create a new
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virtual machine is reduced to less than 1 second. The rest of the time period until the provision of access to
the built infrastructure is used for the boot of the systems.

4.2. Cyber Threat Intelligence

To verify the proposed cyber threat intelligence model, techniques are extracted from group—
technique relationship matrices, and the resulting frequencies of technique utilization are compared. At the
beginning S¢grger and Regrger are defined according to the proposed scenario.

Starget = {telecom, communications, mobile} (4.1)
Rtarget = {Europe, NATO, Balkans} (4.2)

After applying filtration by target sector and geographical region, 15 adversary groups were
identified, presented in Table 12. Each of the identified groups is matched with its associated ATT&CK
techniques in a separate layer of the MITRE ATT&CK navigator. From the resulting binary matrix, the
frequency of the techniques used is calculated. This is applied in the MITRE ATT&CK navigator by setting
a weight factor (estimate) with a value of 1 for the equipment used and 0 otherwise for each layer. The
resulting layers are then combined (summed up) into a single layer that highlights the most commonly used
techniques. The most commonly used techniques identified in this subset are represented in Figures 4.3,
4.4, and 4.5, colored from green to red according to the frequency of their disposal.

Table 12. Factions attacked the telecommunications sector in NATO/Europe

Ne | Grouping Source Initial notice
1. | G0073 - APT19 China 2017
2. | GOO87 - APT39 Iran 2014
3. | G0096 - APT41 China 2012
4. | G1023 - APTS China 2007
5. | G0143 - Aquatic Panda China 2020
6. | GO135 - BackdoorDiplomacy China 2017
7. | G1006 - Earth Lusca China 2019
8. | G1003 - Ember Bear Russia 2020
9. | G0093 - GALLIUM China 2012
10. | G1004 - LAPSUSS$ United Kingdom 2021
11. | GO0O9S - Machete Spain 2010
12. | G0069 - MuddyWater Iran 2017
13. | G1045 - Salt Typhoon China 2019
14. | G1015 - Scattered Spider UK/USA 2022
15. | G1044 — APT42 Iran 2015

Figure 4.3 presents the results related to the distribution of the discovered techniques used by
malicious groups attacking the mobile communications and telecommunications sector in the NATO,
Europe and Balkans regions in reconnaissance stage. The results show that the most commonly applied
techniques are active scanning, phishing for information and collecting victim identification data.

Figure 4.4 illustrates the most commonly applied initial access techniques. The analysis shows a
strong dependence on methods based on social engineering and compromised credentials, complemented
by the exploitation of vulnerable publicly available applications. Remote access vectors, such as external
services and drive-by compromise, were also observed, albeit with a lower frequency.
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Fig. 4.4. Initial access techniques used

Figure 4.5. presents the techniques with the highest intensity in the "Execution" tactics. The tactic
encompasses the techniques and methods by which the user launches the malicious code upon gaining
access to the target system. The results highlight the intensive use of command and scripting interpreters
that provide tools such as PowerShell and Python.(Dimov & Savova, Antivirus Performance Evaluation
against PowerShell Obfuscated Malware, 2024)
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Fig. 4.5. Distribution of techniques for launching malicious code
4.3 Security Testing Results by Adversary Emulation

Cyber threat intelligence information is modeled as input data in the adversarial model, after which
the generated emulation plan is launched on the fifth-generation communication network in the specialized
cyber range and results are collected on the success of each of the steps in the implementation of the various
techniques and procedures. The data was collected for a period of 6 months — until 18.07.2024. During the
tests in the specified period, more than 140 infrastructure networks were deployed and more than 1000
virtual machines were deployed, and the results on the utilization of the tested infrastructure model are
presented in Table 13.

Table 13. Implemented virtual machines

Ne Operating System Role Number
1. Ubuntu Server 24.04 LTS 5G Core 142
2. Ubuntu Server 24.04 LTS 5G gNB 142
3. Android 14 EU 5G 426
4. Opnsense 24.4 Router 142
3. Term 2024.4 Attacking Vehicle 284

Statistics on the number of virtual machines running in security testing are normalized in percentage
terms and presented in Figure 4.6.

|

m Ubuntu Server ® Android = Opnsense = Kali

Fig. 4.6. Deployed machines in the 5G infrastructure model
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More than 1700 techniques were simulated, with the results presented in Table 14 and visualized in

Figure 4.7.
Table 14. Results obtained in emulation techniques
Tactics Technique Number | Successful
IP address scanning 205 82
Reconnaissance Vulnerability scanning 164 82
Scan with Dictionary Attack 82 41
Resource Development Malware 82 82
Infrastructure (WEB, DNS, Mail, GoPhish) 164 161
Initial access Spear phishing 246 164
Execution User execution 123 118
Command and scripting interpreter 118 107
Discovery Remote System Discovery 164 82
Network Service Discovery 82 82
Credential Access Brute force attack 164 82
Keylogger 107 96
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Fig. 4.7. Emulated techniques according to the MITRE ATT&CK model

Table 15 shows the network segments concerned on successful techniques.

Let:

e A = Number of attempts for a emulated technique;
e S = Number of successful attempts for a emulated technique;
e t = technique id by the MITRE ATT&CK model.

Then the protection effectiveness, Mitigation Effectiveness (ME) for a given technique can be

calculated as:

S
ME, = (1 - Z) .100%

(4.3)
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Table 15. Successful techniques in network segments

Technique No. Successful/Emulated Mrezhov segment
IP address scanning 82/205 5G Core, 5G gNB

Vulnerability scanning 82/164 5G Core, 5G gNB

Scan with Dictionary Attack 41/82 5G Core

Malware 82/82 Attacking network
Infrastructure (WEB, DNS, Mail, GoPhish) 161/164 Attacking network
Spear Phishing 164/246 EU 5G

User execution 118/123 EU 5G

Command and scripting interpreter 107/118 EU 5G

Remote System Discovery 82/164 5G Core, 5G gNB

Network Service Discovery 82/82 5G Core, 5G gNB

Brute force attack 82/164 5G Core, 5G gNB

Keylogger 96/107 EU 5G

Metrics 4.3 shows how many attempts on a particular technique have been successfully blocked.
Since some techniques are worked out in the adversarial infrastructure, the metric is calculated for
techniques emulated in the other network segments.

For the IP address scanning technique, the security performance is calculated as:

82
MET1595_001 - (1 - ﬁ) . 100% = 60.00% (4‘.4‘)

For Vulnerability Scanning and Dictionary Attack Scanning techniques: ME71595002, T1595.003 =
50%.
For Spear Phishing Technique:
164

= [ 0fy — 0
MEp sec (1 246).100@ 33.33% (4.5)

Since the technique User execution is executed by an automated script to simulate user activity, here

the built-in defense mechanisms have no effect. For Command and scripting interpreter:

107

For techniques Remote System Discovery and Brute Force Attack ME71918 T1110 = 50%.

After establishing a session, the attacker redirects the network traffic of an attacking system through
the network of the compromised user equimpent. It has been experimented with Socks proxy in a
meterpreter session, as well as with the Chisel tool. ME71946 = 0%

For the Keylogger technique:

96
MET1056.001 = (1 - W) . 100% = 1028% (4‘7)
As multiple techniques are used, the total aggregate protection effectiveness is calculated as:
Sl
ME' = (1 - I) .100%, (4.8)

where S’ is the aggregated number of successful attempts for all techniques and A’ is the total number of
attempts for all emulated techniques.
n
s = Z s, (4.9)

i=1
n
A = 2 A (4.10)
i=1
The total number of attempts for the relevant techniques A’ is calculated: IP Address Scanning

AT1595.001 = 205; Vulnerability Scanning Atqs95002 = 164; Dictionary Attack Scanning Arqs95003 =
82; Spear Phishing Arq56¢ = 246; Command and Script Interpreter Arqps9 = 118; Remote System
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Discovery Ar1915 = 164; Network Service Discovery Atq94¢ = 82; Brute Force Attack Arqq19 = 164;
Keylogger Ar1956.001 = 107;

Then from equation 4.10, A" = 1332.

An aggregate number of successful attempts from all emulated techniques S’ is calculated: IP address
scanning Stis9s.001 = 82; Vulnerability scanning St1595.002 = 82; Dictionary scanning Stqs95003 = 41;
Spear phishing Sti56¢ = 164; Command and script interpreterStips9 = 107; Remote system discovery
St1018 = 82; Network service detection Stq94¢ = 82; Brute-force attack Stq119 = 82; Keylogger
ST1056.001 = 96.

Then from equation 4.9, S’ = 818.

As of 4.8, the calculated aggregated protection effectiveness against emulated techniques ME' is:

818
r— 0 = 0
ME (1 1332).100/0 38.58% (4.11)

4.4. Modeling a system for inserting code in APK applications

The most popular tool for gaining access in Android OS is the msfvenom malware generator in the
Metasploit framework (Table 16). However, the generated software does not run on Android after version
14, due to an upgrade to the application programming interface of the software package, the Software
Development Kit (SDK). Figure 4.10 presents a methodology for injecting code into an APK application
that fixes support for msfvenom on Android versions after 14 and further expands its capabilities by
injecting malicious code into a legitimate APK application.

manifest.xml| smali

Metasploit moayn ———
{msfvenom] Pexkomnuaupare Ha
— T LeneeoTo APK
npuNOKeHue

P —

! Lieneso APK npunoxeHve

L.

|
' ' | Moanuceane u Zip
. MIHXKEKTHpaHe Ha MoawpuumpaHe Ha nogpasHABaHe Ha
Android APK Android npuBMNerun | NOTOKa 33 U3NbAHEHUE APK
NpUAOKEHUE 3N10BPEACH KOA i |
manifest.xml smali l'l

O6bpaTtHo
WHKEeHepcTBo WHoekTmparo
(Aexkomnunauma) APK npunosexue
Manpauiave
msfvenom 3noBpeaeH Kog, @ cj:z::m /

YcTpolicTeo ce cBbP3Ba C NPOTMEHMKOBaTa
C2 nHdpacTpykTypa

3noHamepeH
NPOTUBHUK

KomnpomeTrpaHo
YCTPOWMCTBO

Fig. 4.10. Methodology for injecting code into a legitimate APK application
Android apps are distributed in the form of APK (Android Package) files. Although the Android
platform uses mechanisms to sign and control permissions, APKs can be completely decompiled, modified,
and recompiled using publicly available tools such as apktool.
The methodology by which the tool works is presented in sequential steps: Generate malicious code,
Decompile APK files, Inject malicious code, Insert hook, Compile the modified application, Sign APK and
Align APK. An experiment was conducted to test the functionality of the model against other tools for

36



creating malicious APKs. Four tools have been tested: ApkInfector, backdoor-apk, msfvenom, and apk-
mitm. The selection of comparison tools was made on the basis of an empirical study on GitHub, selecting
the four most popular tools as of March 2024, presented in Table 16.

Table 16. Tool selection

Tool Popularity on Github (number of stars)
Metasploit msfvenom 35 800

apk-mitm 4300

backdoor-apk 2 300

apkinfector 292

The evaluation metrics are selected according to four key quantitative indicators, formulated below.
Let's say:
e A ={ay,ay,..,a,}: the set of input APKs;
e S; € {0,1}: an indicator of whether the injection a; was successful;
E; € {0,1}: An indicator of whether the malware has been successfully executed on the device;
T; € R + : time (in seconds) to run the instrument on a;;
D; € [0, 1]: the proportion of antivirus software that classified the resulting APK as malicious.

d; . .. . :
D; = ;‘ , where d; is the number of antivirus which successfully detected the software for a given attempt
and m is the total number of antivirus systems used in the VirusTotal scan. The following metrics are
calculated for each instrument:

Injection Success Rate (ISR):

1
ISR = —z s, (4.12)
n=
1=
Payload Execution Rate (PER):
n
1
PER = ZZ E, (4.13)
_ i=1
Average Execution Time T measures the average processing time of an APK file:
n
_ 1
T = —z T, (4.14)
ni
1=
Evasion Rate (ER):
n
1
ER=1- (;z Di> (4.15)
i=1

The tools are tested in the built specialized cyber range under a controlled environment and same

conditions. The following steps apply to each application:
1. A legitimate APK is selected from the set 4
Test malware is generated via msfvenom
The Tool Tries Injecting The Malware
Processing time is detected
The resulting APK is executed in an emulator to test the functionality and analyzed with VirusTotal
for detection by antivirus software
Each tool was tested with n = 50 APK files. The results were compared with those obtained from
the newly created tool (evilapk). The data are presented in Table 17.
Table 17. Results obtained from the selected instruments

Nk wn

Tool ISR PER T (¢) ER
apkinfector 0.4 0.5 65.3 0.1
backdoor-apk 0.6 0.6 79.6 0.15
msfvenom 0.5 0.65 21.8 0.19
apk-mitm 0.4 0.6 45.2 0.35
Arimetic mean 0.475 0.5875 52.975 0.1975
evilapk 0.6 0.8 35.1 0.6
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Figure 4.12. represents a diagram to compare the obtained values. Figure 4.13 presents the results
obtained regarding the average execution time of each of the tested instruments.
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Fig. 4.12. Comparison of the results of the selected instruments
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Fig. 4.13. Results obtained for average execution time
4.5 Cognitive Communication Network Cybersecurity System

Based on the results obtained during security testing in 4.3, a cybersecurity system has been
proposed, aimed at increasing resilience and ensuring continuous control over the components of the
studied communication infrastructure. The architecture of the proposed cybersecurity system is presented
in Figure 4.14.
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Fig. 4.14. Cybersecurity system of 5G network infrastructure.
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The proposed cybersecurity system is composed of the following components:

e 5G-WAF (Web Application Firewall) — a firewall for a web application;

e 5G-firewall-1 — firewall for the perimeter of the network;

e 5G-firewall-2 — a firewall for filtering network traffic to the base station and user terminals;

e 5G-ips-server — server for analysis of telemetry data for security;

e 5G-ips-indexer — server for indexing and tracking security events;

e 5G-ips-portal — a web application server for monitoring and management of the cybersecurity
system;

e 5G-ips-fpc (Full Packet Capture) — server for recording and analyzing network traffic;

e 5G-restore — server for backup and recovery.

The 5G-WAF firewall is used to actively block malicious applications on the application layer
(HTTP/S) to the web application of the 5G subscriber management system. The configuration includes
Ubuntu Server 24.04 operating system, ModSecurity package filter, and Wazuh agent.

The 5G-firewall-1 firewall is used to route, analyze, and block malicious network traffic within the
network perimeter and internal network network functions. The firewall configuration includes OpnSense
24.10 network traffic filtration and routing software. To increase security, the firewall divides 5G network
functions into two subnets and defines a subnet for monitoring and protection:

e 5G Core with [Pv4 network address 192.168.6.0/24 - internal subnet, restricted for public access by
other networks;

e 5G DMZ (Demilitarized Zone) with IPv4 network address 100.94.15.0/24 — a demilitarized zone of
a public network for services requiring public access;

e 5G network for monitoring and protection with IPv4 network address 192.168.10.0/24 — internal
subnet with included services for monitoring, analysis, active response and response to security
events.

The firewall provides 5G operators with access to the internal subnet through an encrypted VPN
tunnel implemented through OpenVPN. The firewall is configured to route 5G traffic to the UPF network
data transmission function and the AMF access and mobility management function using the inbound traffic
rules presented in Table 18.

Table 18. Inbound network traffic filtering rules

Source (IPv4) Port | Destination (IPv4) Port Action
* * * * Block
gNB —100.94.15.60 * amf - 100.94.15.2/24 N2 - SCTP/38412 Allow
gNB —100.94.15.60 * upf - 100.94.15.3/24 N3 - UDP/2152 Allow
gNB —100.94.15.60 * ips —192.168.10.3 TCP/1514,1515 Allow
5G Core * ips —192.168.10.3 TCP/1514,1515 Allow
5G Core * restore - 192.168.10.7 SMB — TCP/445 Allow

The 5G-ips-server is used to analyze the data coming from the components of the 5G network,
including network devices, analyze them through rules, create alarms and manage active responses. Its
configuration includes the Ubuntu Server 24.04 operating system and cyberattack detection and response
software Wazuh server. To increase cybersecurity, distributed active response rules have been configured,
which monitor network traffic to the hosts and services of the 5G network and when attempts to actively
scan and guess passwords, add a rule to the firewall prohibiting access from the attacker's IP address and
synchronize it with all hosts in the 5G network. Figure 4.15 shows the active response
configuration.(Slavyanov & Dimov, 2024)

e Rule 5710 — generates an event when an attacking IP address tries to guess a password over ssh;

e Rule 100000 — generates an event when an attacking IP address performs an active port scan;

e rule 100001 — generates an event when an attacking IP address tries to guess a password when
authenticating with the 5G-webui subscriber management web application,;

e rule 100002 — generates an event when malware is detected;
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e rule 100003 — generates an event for successful authentication of a host by ssh from an IP address on
another network or in the time range from 17:00 to 08:00;
e rule 100004 — generates an event for an attempt to modify a configuration file of a 5G network service;
e rule 100005 — generates an event for an attempt to modify a gNB configuration file.
<active-response>

<command>firewall-drop</command>
<location>all</location>

<rules_id>5710,100000,100001,100002, 100003 ,100004,100005</rules_id>
<timeout>604200</timeout>
6 </active-response

Fig. 4.15. Active Response Configuration.

The 5G-ips-indexer server serves to index and store all events and alarms from the server. The
configuration includes Ubuntu Server 24.04 operating system and Wazuh Indexer. The 5G-ips-portal server
provides a web-based user interface for security data visualization, security policy management, policy
definition, and system configuration. The configuration includes the Ubuntu Server 24.04 operating system
and the Wazuh-dashboard web application software.

The ClamAV software-based antivirus system is used by all hosts and nodes in the main network,
radio access network, and backup server. To protect user terminals from malware, the LibreAV antivirus
system has been implemented. To combat active port scanning, an open-source software tool Suricata has
been used, which is configured on all servers. In addition, log data regarding detected network attacks is
forwarded by the Wazuh agents to the Wazuh server to generate an event through the configuration of the

Wazuh agents shown in Figure 4.16. The rules for detecting active port scanning are set out in Annex 2.
<ossec_config>
<localfile>

<log format>journald</log_format>
<location>journald</location>
</localfile>

<localfile>
<log_format>apache</log_format>
<location>/var/log/apache2/error.log</location>
</localfile>

<localfile>
<log_format>apache</log_format>
<location>/var/log/apache2/access.log</location>
</localfile>

<localfile>
<log_format>syslog</log format>
<location>/var/ossec/logs/active-responses.log</location>
</localfile>

<localfile>
<log_format>syslog</log format>
<location>/var/log/dpkg.log</location>
</localfile>

<localfile>
<log_format>json</log_format>
<location>/var/log/suricata/eve.json</location>
</localfile>

Fig. 4.16. Forwarding log data from Suricata to Wazuh
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During the tests in the specified period, 15 infrastructure networks were deployed and more than
380 virtual machines were deployed, and the results regarding the utilization of the envisaged infrastructure
model are visualized in Figure 4.17.
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Fig. 4.17. Deployed virtual machines in network segments

The results of an adversary emulation, after applying the cybersecurity system, are presented in
Table 20 and visualized in Figure 4.18.

Table 20. Results obtained in emulation techniques

Tactics Technique Number | Successful
IP address scanning 285 30
Reconnaissance Vulnerability scanning 60 -
Scan with Dictionary Attack 45 -
Resource Development | Malware 45 42
Infrastructure (WEB, DNS, Mail, GoPhish) 60 60
Initial access Spearphishing 90 12
Execution User execution _ 45 45
Command and script interpreter 45 12
Discovery Remote System Discovery 192 60
Network Service Discovery 192 -
Credential Access Brute force attack 255 -
Keylogger 12 -

Table 21 lists the network segments concerned on successful techniques.

Table 21. Successful techniques in network segments

Technique No. Successful/Emulated Network segment
IP address scanning 30/285 Firewalls
Malware 41/45 Attacking network
Infrastructure (WEB, DNS, Mail, GoPhish) 60/60 Attacking network
Spearphishing 12/90 EU 5G

User execution 45/45 EU 5G

Command and scripting interpreter 12/45 EU 5G

Remote System Discovery 60/192 5G DMZ, 5G gNB
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Fig. 4.18. Opponent Emulation Results

From equation 4.3, the protection efficiency is again calculated for the emulated techniques ME,.
For the IP address scanning technique, security performance is calculated as:

ME7T1595.001 = (1 23805) 100% = 89.47% (4.24)
For Spearphishing Technique:
MEri566 = (1 - %) .100% = 86.66% (4.25)
For the technique Command and scripting interpreter:
MEr1059 = (1 - %) 100% = 73.33% (4.26)
For the technique Remote System Discovery:
ME71918 = (1 —%) .100% = 68.75% (4.27)

The rest of the techniques from Fig. 4.18 are completely blocked as follows: Vulnerability Scan
(T1595.002), Dictionary Attack Scan (T1595.003), Network Service Discovery (T1046), Brute Force
Attack (T1110), and Keylogger Attack (T1056.001).

The total number of attempts A’ for the relevant techniques is calculated: IP Address Scanning
AT1595.001 = 285, Vulnerability Scanning Atq595.002 = 60, Dictionary Attack Scanning Atq595.003 = 45,
Spearphishing At156¢ = 90, Command and Scripting Interpreter Atq959 = 45, Remote System Discovery
At1018 = 192, Network Services Discovery Artqp46 = 192, Brute Force Attack Ap1119 = 255, Keylogger
At1056.001 = 12.

Then from equation 4.10, A" = 1176.

The aggregate number of successful attempts from all emulated techniques S’ is calculated: 1P
Scanning St1595.001 = 30, Spearphishing St156¢ = 12, Command and Scripting Interpreter St1959 = 12,
Remote System Discovery St1915 = 60.

Then from equation 4.9, S' = 114.
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As of 4.8, the calculated aggregate effectiveness of the proposed cybersecurity system relative to

the emulated techniques ME' is:

114
"=(1-—==).100% = 90.309 4.2
ME (1 1176) 00% 0.30% (4.28)

The following conclusions can be drawn from the obtained results:

Firewalls succeed in blocking techniques for active scanning and reconnaissance of the infrastructure
network. However, attackers are able to scout the IP addresses of the firewalls, but not the internal
networks they protect.

The Resource Development tactic is not affected by the cybersecurity system, since the relevant
techniques are fully implemented in the enemy's environment and are beyond the reach of the defense
mechanisms.

The cybersecurity system manages to block the execution of malware generated by already known and
publicly available tools, but not by modified malicious code.

In the event of a compromise on a client device, the services on the main network remain secure.
However, the attacker can gather intelligence information about services located at the edge of the 5G
DMZ and 5G gNB networks.

4.6 Conclusions

As a result of the conducted research, the applicability of the specialized cyber range for building and
implementing simulations, testing and security assessment, trainings and assessment of cyber threats
has been proven.

The analysis of public cyber threat databases allows the identification of tactics, techniques and
procedures characteristic of attacks against 5G communication networks, and their statistical
distribution by MITRE ATT&CK.

Emulation of an adversary in a controlled environment proves the possibility of realistically reproducing
phases of cyberattacks and evaluating the effectiveness of defense mechanisms.

The developed model for inserting code into APK applications demonstrates a vulnerability in the
Android ecosystem and provides a basis for exploring defensive techniques against this type of attack.
The proposed Cognitive Communication Network Cybersecurity System integrates simulation and
intelligence results, providing a basis for centralized surveillance, detection, and response to incidents.
It increases aggregate cybersecurity efficiency from 38.58% to 90.3% compared to emulated
techniques. However, it fails to completely eliminate the risk of a client device being compromised by
modified malware.

Scientific and applied contributions

1.

3 new mathematical and applied models have been proposed: a cognitive communication network
model, a model for cyber threat intelligence in public databases, and an adversary model,
formalizing the components of a communication cognitive network, the main characteristics of
heterogeneous sources of intelligence and an adversary, thus providing a basis for emulation and
analysis of the behavior of 5G infrastructure in testing, security auditing and conducting stress tests.
The proposed models are useful for scientific and technical teams that are engaged in the
implementation of specific defense mechanisms, attack analysis, and building a security architecture.
Within the framework of the built specialized cyber range, a simulation scenario of an experimental
environment was implemented in order to study the security of user equipment and network
infrastructure of the 5G private network 5G-SA, which provides data communication services (without
voice) to users connected through user equipment UE. A 5th Gen Mobile Communication Network
Virtual Infrastructure emulates the operation of the 5G Core core network, the 5G RAN radio access
network, and 5G UE user equipment, connected to each other with other external networks and the
Internet, via a firewall/router.

Applied contributions

1.

A specialized cyber range has been built, the network architecture of which is a multi-layer
infrastructure, providing isolation, access control and flexible management of virtual scenarios. The
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cyber range provides opportunities to identify weaknesses in the simulated infrastructure, improve
coordination between participating teams, assess incident response, and train and certify personnel.

. A practice-applied model has been developed, formalizing the scenarios in the simulation platform,

describing their structure and the interconnections between the main components involved in them. The
model defines the parameters of each scenario, the tasks and questions in them, as well as the many
interactive resources, such as virtual machines and static sites.

. A 5G cognitive cellular network cybersecurity system has been proposed that increases aggregated

cybersecurity efficiency by 90.3%, but does not completely eliminate the risk of compromise with
modified malware on 5G UE user equipment.

Guidelines for further work

1.

2.

3.

Expand the capabilities of the cyber threat intelligence model with a deep neural network trained with
databases of adversary tactics, techniques, and procedures.

Development of a simulation model for emulation of 6G infrastructure networks, as a basis for testing
and evaluation of its security.

Expanding the capabilities of the cybersecurity system by implementing a software agent for the
maintenance and monitoring of user equipment.
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