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CTAHOBUWIIE

ot noiu. 1-p uak. Pocen AranacoB borgaHos
noueHT B Hanimonanen Boenen YuuBepcurer ,,Bacun JIeBcku®
Ha aucepraunoHHus Tpya Ha Panoctun Credanos J(umos
Ha TeMma ,,[3ciieiBaHe Ha CUTYPHOCTTA HA KOTHUTUBHU KOMYHUKAIIHOHHU CUCTEMH
Ipe/ICTaBeH 3a MpuI00MBaHe Ha oOpa3oBaresiHaTa U Hay4Ha CTEIEH ,,JJOKTOp” B 00JacT
Ha BUCIIETO 0Opa3oBaHue 5. ,,[exHnuecKu HayKu , MpoPeCHOHAIHO HaIpaBieHue S.3.
,,KOMYHHKaIlMOHHA ¥ KOMITIOThPHA TEXHUKA *, IO TOKTOPCKa Mporpama
,,Kubepcuryproct”.

1. AKTYaJIHOCT M 3HAYMMOCT HA Pa3padoTBaHUs HAy4YeH NpodJiemM

JINHAMHYHOTO pa3BUTHE HA CHBPEMEHHUTE KOTHUTHBHH KOMYHHKAIIMOHHH
CHUCTEeMH HEMHUHYEMO € CBBP3aHO ¢ HEOOXOJUMOCTTA OT M3BBPIIBAHE HA H3CIICABAHUS
OTHOCHO YCJIOBHSITA U CPECTBATa 32 OCUTYpsIBaHE HAa HAJAECKTHOTO UM (PYyHKIIMOHUPAHE.
Yenopenno ¢ momoOpsiBaHe Ha (YHKIMOHATHUTE CIOCOOHOCTH M TEXHHUYECKHUTE
napaMeTpy Ha KOTHUTUBHUTE MPEXH CE yBEIWYaBaT M 3allIaXUTe OT CTpaHa Ha Xopa U
opranu3zanuu. ToBa Hamara pa3paOOTBaHETO Ha CIEUUAIU3UPAHU WHCTPYMEHTU 3a
OTKpMBaHE Ha 3alulaxuTe, HACHTU(UKALWS Ha YA3BUMOCTHUTE, HW3TpaXJaHE Ha
OpoIeNypH 3a peakius TMpH HWHIUWACHTH W HaTpPeHHpaHe Ha MOTPEOUTENnTE.
[locpencTBoM cuMynvMpaHe Ha pas3MYHM CIEHapUu M 3aljlaxu ce pa3paboTBar u
BHE/IPSIBaT HOBHM TEXHOJOTHM 3a KubOepcurypHocT. I[logroroBkara Ha crnenuagucTH B
o0nacTra Ha KUOEPCUTYPHOCTTA, CIOCOOHM J1a OABPKAT 000PYIBAHETO U J1a pearupar
CBOCBPEMCHHO Ha BB3HHKHAJIWTE 3allJlaXd, € 3aIBbJDKUTEIIHO HM3WUCKBAHE 3a BCSKa
KOMYHHUKAI[MOHHA MpPeXkKa.
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OcHOBHa XapakTepUCTHKAa HAa KOMYHUKAIMOHHUTE KOTHUTHUBHHU CHUCTEMH €
MMOBUIIIABAHETO HAa €(PEKTHBHOCTTA HA M3MOJ3BaHE Ha YECTOTHUTE pecypcu. B To3m
aCIIeKT, C LIeJl OCUTYpsIBAaHE HA HAJICKAHOTO UM (DYHKIIMOHUPAHE, € HEOOXOIUM aHaJIH3 U
CMHTE3 HAa HOBM MOJEIH 3a CUTYPHOCT Ha T€3UM CUCTEMH. 103U aHaIu3 H3UCKBA
W3TpakaaHe Ha crenuduyHa CUMYJIAIMOHHA Cpela, B KOSATO J1a OBhJaT MPOBEPCHH
pa3IMYHU XUIOTE3U, Ja ce (QopMmynupar MNpoUeAypd 3a a00pa KOOpAWHAIUS Ha
y4acTBAIlllUTE €KUIIM, MPOBEXKIAHE HAa CTPEC TECTOBE M OIEHKA HAa pEaKuusITa IpHu
WHIIUJICHTUTE.

Cuuram, 4ye pasmiexkJaHara TeMaTHKa € HaBPEMEHHA, aKTyaJlHa W HambJIHO
OTroBapsl Ha TEXHUYECKOTO PABHUIILE U MPEIN3BUKATEIICTBATA NIPE]l KOMyHUKAIIMOHHUTE
CUCTEMH.

ChIbpKaHUETO Ha MPEACTABEHUS JUCEPTALMOHEH TPY/l HAITBJIHO ChOTBETCTBA HA
MOCTAaBEHHUS B 3aIJ1aBUETO MPOOIIEM.

2. OueHkKa HA HAyYHHMTE Pe3yJITATH H IPUHOCHTE HA JTHCEPTALUOHHUS TPY/

B pesynrar ot paboTara no qucepTalluoOHHUS TPYJ ca U3BEIEHU CIETHUTE HAyYHO-
MPUJIOKHU TPUHOCH:

[Ipennoxenu ca HOBU MaTEeMaTUKO-TTPHIIOKHU MOJICITH:

® MOJeN Ha KOTHUTHBHA KOMYHUKAIlMOHHA MPEKa;
e MOJIeJ Ha pa3y3HaBaHe 3a KuOep3arjiaxu B MyOoJuyHu 0a3u IaHHU;
® MOJEN Ha IPOTHBHHUK.

[IpennoxennTe MOaENN ca MOJNE3HN 32 HAYYHH W TEXHHUUYECKH CKUIH, KOUTO Ce
3aHMMaBaT C aHAJIM3 Ha aTaku, pa3paboTBaHe M BHEAPsIBAaHE HA 3allUTHU MPOLETYPH U
aApPXUTEKTYPH 32 CUTYPHOCT.

Wsrpanen e crneuuanu3upaH KUOEPHOJIUIOH, pealu3upaH € CUMYIAlUOHEH
CIICHapui Ha EKCIEpUMEHTajdHa cpeda, C Led H3CIeIBaHe Ha CHUTYpHOCTTa Ha
KOTHUTHBHA Mpexa.

Usrpanenara BupTyajiHa cpela yCHEIIHO eMmyiupa paboTara Ha KOTHUTHBHA
MpeXxa 3a paguoI0CThIl U MOTPEOUTEIICKOTO 000pYy/IBaHE.

KubeprnonmuronsT naBa BB3MOXKHOCT 3a HWACHTU(UIIMpaHE Ha YSI3BUMOCTH B
KOTHUTHBHATa MpEXa U TPEHUPaHe Ha EKUITUTE MPU peakiusi Ha KuoepaTakH.

Pa3paboTeHusT Moaen naBa Bb3MOXKHOCT 3a (opMynHpaHe Ha pazHOOOpa3HU
CIieHapuu U neprHUpaHe HA 3a/1aunTe 3a U3ITBIHCHNUE.



[Ipemiockena e U € u3cieaBaHa cUCTeMa 33 KUOEPCUTYPHOCT Ha KOTHUTHBHU
MpEXHU, KOATO OCUTYpsiBa 3HAUUTEIIHO MOBUIIABAaHE HA arperupaHata e()eKTUBHOCT Ha
cucTeMara.

PapaGoreHussiT Mozen ¥ HampaBeHUTE U3CJIEABAaHMA HWMaT 3HAYUTENIHA
MpaKTHYeCcKaTa MPUIOKUMOCT 3a aBTOMATH3MPAHO H3rpa)KJIaHe Ha CHUMYJIAIMOHHU
Cpeau B CHelMaIu3upaH KUOEPIIOIUTOH.

[Tonmyyenure mo Bpeme Ha paboTata pe3yaTaTd ca anpoOHpaHH B
crienMain3rpaHara Hay4qHa JJuTeparaypa U ca IpeACcTaBeH! Ha HayyHaTa OOLIHOCT B TPU
nmyONuKaluy, KaTo efHa ot Tax e uHaekcupana B SCOPUS.

[IpencraBenusT aBropedepar KbM AUCEpTALUATA OTPa3siBa B IbJICH 00EM BCUYKU
MOJIyYEHU PE3YNITATH.

[Tpuemam Oe3 3a0eeXKHU aBTOPOBUTE (POPMYIMPOBKHU U MPETCHIIMHU 32 IPUHOCHU B
o0racTTa Ha CUTYPHOCTTA Ha KOTHUTUBHUTE KOMYHHKAITMOHHU CUCTEMH.

3. Kpurtnunm 0esie:xKu

[Ipu pa3paboTBaHETO HA AUCEPTAIMATA € AKICHTHUPAHO BHPXY NMPUHIUIATE Ha
pabora, 3amIaxuTe W YSA3BUMOCTUTE Ha TpakJlaHCKa KIEThYHA KOMYHHKAIMOHHA
CHUCTEMa OT TETO MMOKOJICHHUS, KOSATO € THIMYHA KOTHUTHBHA Mpeka. He ca m3cienBanm
KOTHUTUBHHUTE MPEKH, KOUTO ca MPOSKTUPAHU U HaMUpaT MPUIOKEHUE B CHCTEMAara Ha
curypHoctra u otOpanara. Cuutam, 4Ye pa3pabOTEHUAT MOJAET W TIOJUTOH 3a
KUOEPCUTYPHOCT MOXe Ja ObJe pa3lMpeH HW aJanTupaH KbM CHEIUu(UUHUTE
M3UCKBAaHUS HA MpPEXUTE OT CHUCTeMara Ha CUrypHOCTTa U orOpanara. I[lomoOHO
pa3BUTHE HA MOJIeNa IIe JOBE/E 0 MACHTU(UKALIUSA Ha 3allJIaXUTe U YSI3BUMOCTHUTE, a
CBINO Taka Ie OBbJe MOJE3HO 3a MoA0oOpsBaHE HAa HATPEHUPAHOCTTA HA EKHUIHUTE 3a
KHOEPCUTYPHOCT.

4. 3akI0ueHue

[IpencraBeHusIT AUCEpPTAllMOHEH TPyJd € Ha akTyallHa TeMa OT o0JiacTTa Ha
KOMYHHUKAIIUUTE U KUOEpCUTYpPHOCTTA. ABTOPBT, MHXK. Pagoctun JluMoB, € mpencTaBui
OpUTHHATHA pa3padOTKa U € MOTYYHI PE3YATaTH, KOUTO 1€ TTO3BOJIAT /1a C€ TOIIbPKA U
moIoopsiBa HUBOTO HA CUTYPHOCTTAa HAa KOTHUTHUBHUTE KOMYHHKAIIMOHHU CHUCTEMHU.
JlucepranusTa ¥ MPeCTaBEHUTE 3a€IHO C Hesl aBTopedepar u myoJuKaluy Mo TemMara
OTrOBapsT HAa M3HUCKBAHMATA HAa 3aKOHA 3a pa3BUTUE HA AKAJIEMUYHUSI ChCTaB B
Penybnuka bwarapus, [lpaBunnuka 3a HeroBoTto mpuiaraHe W Ha llpaBunHuKa 3a
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oOydeHue W NMpUa0OMBaHE Ha HAy4yHU CTeNeHW B HallmoHanus BOEGHEH YHUBEPCUTET
,,Bacui JIeBcku“.

5. OueHka Ha TMCEePTAIMOHHUSA TPYH

JlaBaM MOJIOKUTEJIHA OLICHKA Ha IUCEPTALMOHHUS TPY/ U IIpejiaraM Ha KaluTaH
umk. Pagoctun Credano /[uMoB ma Obme mpuchaeHa oOpa3oBaTeHATa M HAydHA
crerneH ,,JIokTop* mo JokTopcka mporpama ,,KubepcurypHoct®, o01acT Ha BHCIIETO
oOpazoBanue S5 ,TexHudecku Haykud“, mnpodecCHOHATHO HampaBieHue 5.3
,,KOMYHHKaIIMOHHA U KOMITIOThPHA TEXHUKA".

07.01.2026 . UneH Ha )KypuTO:

rp. lllymen /nou. n1-p Pocen borganos/
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OPINION
by Assoc. Prof. Eng. Rosen Atanasov Bogdanov, PhD
Associate Professor at the National Military University "Vasil Levski"
on the PhD thesis of thesis of master engineer Radoslav Stefanov Dimov
on the topic "Investigation on the Security of Cognitive Communication Systems,"
submitted for the educational and scientific degree of "Doctor" in the field of higher
education 5. "Technical Sciences," professional direction 5.3. "Communication and
Computer Engineering," in the doctoral program "Cybersecurity."

1. Relevance and significance of the scientific problem

The dynamic development of modern cognitive communication systems 1is
inevitably linked to the need for research into the conditions and means of ensuring their
reliable functioning. Along with the improvement of the functional capabilities and
technical parameters of cognitive networks, threats from individuals and organizations
are also increasing. This necessitates the development of specialized tools for detecting
threats, identifying vulnerabilities, establishing incident response procedures, and
training users. New cybersecurity technologies are developed and implemented by
simulating various scenarios and threats. The training of cybersecurity specialists capable
of maintaining equipment and responding promptly to emerging threats is a mandatory
requirement for any communication network.

A key feature of communication cognitive systems is the increased efficiency of
frequency resource utilization. In this regard, in order to ensure their reliable operation,
it is necessary to analyze and synthesize new security models for these systems. This
analysis requires the creation of a specific simulation environment in which various
hypotheses can be tested, procedures for good coordination of the participating teams
can be formulated, stress tests can be conducted, and incident response can be evaluated.

I believe that the topic under consideration is timely, relevant, and fully
corresponds to the technical level and challenges facing communication systems.

The content of the presented dissertation fully corresponds to the problem stated
in the title.

2. Evaluation of the scientific results and contributions of the dissertation
work.



The following scientific and applied contributions have been identified as a result
of the work on the dissertation:

New mathematical and applied models have been proposed:

* a cognitive communication network model,
» a model for cyber threat intelligence in public databases,
* an adversary model.

The proposed models are useful for scientific and technical teams involved in
attack analysis, development, and implementation of defensive procedures and security
architectures.

A specialized cyber range has been built and a simulation scenario of an
experimental environment has been implemented to study the security of a cognitive
network.

The virtual environment successfully emulates the operation of a cognitive radio
access network and user equipment.

The cyber range enables the identification of vulnerabilities in the cognitive
network and the training of teams in responding to cyber attacks.

The developed model allows for the formulation of various scenarios and the
definition of tasks to be performed.

A cybersecurity system for cognitive networks has been proposed and studied,
which provides a significant increase in the aggregate efficiency of the system.

The developed model and the research conducted have significant practical
applicability for the automated construction of simulation environments in a specialized
cyber range.

The results obtained during the work have been verified in specialized scientific
literature and presented to the scientific community in three publications.

The abstract of the dissertation reflects all the results obtained in full.

I accept completely the author's formulations and claims for contributions in the
field of cognitive communication system security.

3. Critical notes

The dissertation focuses on the operating principles, threats, and vulnerabilities of
a fifth-generation civilian cellular communication system, which is a typical cognitive
network. Cognitive networks that are designed and used in security and defense systems
have not been studied. I believe that the developed model and cybersecurity testing
ground can be expanded and adapted to the specific requirements of security and defense

system networks. Such a development of the model will lead to the identification of
6



threats and vulnerabilities and will also be useful for improving the training of
cybersecurity teams.

4. Conclusion

The presented dissertation deals with a topical issue in the field of communications
and cybersecurity. The author, Radoslav Dimov, has presented an original study and
obtained results that will enable the security level of cognitive communication systems
to be maintained and improved. The dissertation and the accompanying abstract and
publications on the topic meet the requirements of the Law on the Development of
Academic Staff in the Republic of Bulgaria, the Regulations for its implementation, and
the Regulations for Training and Acquiring Academic Degrees at the Vasil Levski
National Military University.

5. Evaluation of the dissertation work

I give a positive assessment of the dissertation and propose that Captain Eng.
Radoslav Stefanov Dimov be awarded the educational and scientific degree of "Doctor"
in the scientific specialty "Cybersecurity," field of higher education 5 "Technical
Sciences," professional direction 5.3. "Communication and Computer Engineering."

07.01.2026 Member of the jury:
Shumen /Assoc. Prof. Rosen Bogdanov, PhD/



