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0 TMCePTAMOHHUS TpyA Ha Mar.uHxeHep Pamoctun Credanos [Jumos

Ha Tema ,,M3creaBaHe Ha CUTYPHOCTTA Ha KOTHUTHBHU KOMYHHMKAIIMOHHU CHUCTEMHU”,
NpefcTaBeH 3a MpuAoOMBaHE Ha OOpa3oBaTelHaTa W HaydHa CTEIeH ,,JIOKTOp” B
obmact Ha Buclie oOpazoBanue 5., TexHuuecku Hayku“, Npo(ecroHATHO
HanpasieHue 5.3. ,, KoMyHUKallMOHHA U KOMIIIOTbpPHA TEXHHKA™, MO JOKTOPCKa
nporpama ,,Kubepcurypaoct”.

1. AKTYyaJIHOCT M 3HAYMMOCT HA Pa3padoTBaHUs Hay4YeH MPodJieM

Pazpa®oTBaHusT B AMCEPTALMONHHUS TPYA HAay4deH MpOOJIeM € CBbp3aH C KOTHHUTHBHUTE
TEXHOJIOTHH U KHOCPCUTYPHOCTTAa HA KOMYHHKAIIMOHHH CHCTEMH, KOUTO Ca KJIFOYOBU 3a OBJCIIOTO
Pa3BUTHEC HA KOMYHHUKAIIMOHHUTEC MPCIKU U HAlTUOHAJIHATA CUT'YPHOCT. AKTyaJIHOCTTa Ha TEMaTukKara €
0e3criopHa. KOrHUTUBHM KOMYHHKAIIMOHHU CHCTEMH Ca HOBO TIOKOJICHHE MPEXH, KOUTO H3II0JI3BAT
HU3KYCTBCH MHTCJICKT U MAIlIMHHO 06yqu1/Ie 3a aJallTUBHO YIIPABJICHUC HA PAAUOYCCTOTHHA CIICKTHP.
Te mo3BosiABaT AMHAMMYHO MPEHACTPOMBAaHE U ONTUMHU3ALMs Ha pecypcure. CUTypHOCTTAa B TE€3U
CHCTEMH € KPUTHYHA, 3al[0TO KOTHUTUBHUTE AJITOPUTMHU MOTaT Jia ObJaT aTaKyBaHU 4Ype3 (alllHBH
CUIrHaJii, MaHUITyJIallkusd Ha JaHHA WK KI/I6€pH€TI/I‘IHI/I araku. B yCJIOBUATA Ha HapacTBalla
3aBUCUMOCT OT Oe3xu4Hu TexHonoruu (5G, loT, aBToHOMHM crcTeMH) Temara € 0COOEHO aKTyallHa 3a
BOCHHH, NHIYCTPHAIIHU U TPAKIAHCKU TPUITIOKESHHUS.

Ilo npeacraBeHus OT aBTOpa AMCEPTALMOHEH TPY HsAMa MOA0OHM pazpadboTku Toi uMma npsiko
NPUJIOKEHUE B HAlMOHAJlHATa CHUTYpHOCT M OTOpaHara, KbJETO HaJeXJHaTa KOMYHHUKalMs €
KITII04OBa. JIMCEepPTallMOHHUAT TPy € €IHOBPEMEHHO HAaydyHO OOOCHOBAaH M MPAKTUYECKU MPHIIOKHUM.
Toli orroBaps Ha mIOOANHHUTE MpPEIU3BUKATEICTBA B 00JacTTa Ha KUOEPCUTYPHOCTTa U
KOMYHUKAI[MOHHUTE TEXHOJOTHUH, KaTO MMa MOTEHLMal Ja JONpPUHECEe 3a HalMOHallHaTa OTOpaHa.
HeoOxomumocTtra oOT nmpocieasBaHe Ha MOBEIEHHWETO Ha NOTEHIHAJIHW MPOTUBHULU H
UACHTUUIMPAHE HAa U3IMOJI3BAHUTE OT TSIX TAKTUKU, TEXHUKU U MPOLEIYpPH C€ MPEBpbhIIa B KIHOUOB
(bakTop 3a u3rpakJaaHe Ha a/IeKBaTHU 3aLIUTHU MEXaHU3MH.

Hayunara 3HaunMOCT Ha IMCEepPTallMOHHUS TPYyJA € CBbp3aHa C pa3padOTBaHETO HAa MOJENHU 3a
3allUTa HAa KOTHUTUBHH CHCTEMH M JIONIPUHACA 3a PA3BUTHETO HAa HOBU METOAM B oOjacTra Ha
nH(pOpMaIMOHHATA ¥ KOMYHHKAI[MOHHAaTa CHUTYpHOCT. WM3cleaBaHeTo mpeasiiara WHOBATHBHU
QITOPUTMH 3a OTKPHMBAHE W TPEAOTBpATSIBAHE HA aTakd, KOUTO ca CHenu(UYHU 3a KOTHUTHBHATA

cpena.



2. OneHKka Ha HAyYHHUTE Pe3yJITaTH H IPUHOCHTE HAa IMCePTALMOHHUS TPYA

[IpuHocuTe B nMCEPTALIMOHHUS TPYH Ca HAyYHO-NPUIOKHM U TPUIIOKHHU. XapaKTepbT Ha
pesynrarute € koMOMHUpaH. Karo HOBOCT 3a HaykaTa MOXe Jja c€ OIpeaelAT pa3paboTeHUTe TPU HOBU
MaTeMaTUKO-IIPUJIOKHU MOZEJIa — KOTHUTUBHA KOMYHUKALIMOHHA MpeXa, MOJEI 3a pa3y3HaBaHE Ha
Kkubep3aruiaxy U MOJeN Ha MPOTUBHUK. Te MpeacTaBisBaT HOBU TEOPETUYHU IMOCTAHOBKU U METOMM,
KOUTO (popManu3upar B3auMOJEHCTBUATA MEXKy MPEKOBU KOMIIOHEHTH, U3TOYHHUIIMA Ha HH(pOpMaLUs
u npotuBHUIM. HoBoCTTa ce m3pas3siBa B cHUcTeMaTu3anusaTa U (opManu3anusaTa Ha MPOLECH, KOUTO
Jocera He ca Ouiu 0OXBaHATH B €IMHHA KOHLIENTyallHa paMKa.

Wsrpagenara cuMmynanyoHHa cpeqa W KMOEPIONMIOH MMAaT XapakTepa Ha oOorarsiBaHe Ha
CBILIECTBYBAIIM 3HaHUA. Te pas3mMpsBaT MO3HAHMATA 32 METOAUTE 3a U3CJIEIBAHE Ha CUTYPHOCTTA B
5G mpexu. [IpakTHKO-TIPUIIOKHUST MOZET Ha CLIEHapUH JOIIBbJIBA ChIIECTBYBALIUTE MOAXOIU UpPE3
CTPYKTYpUpPAHO OINHKCAaHHE Ha MapaMeTpH, 3aauyd U PEeCypCH, KOETO YJIECHSBA IMPOBEKIAHETO Ha
excriepuMeHTH. OOorarsiBaHEeTO € B MHTETpalMsATa Ha TEOPETHYHH MOJENN C TPaKTHYecKa
CUMYyJallMOHHA miardopma, cbh3/laBaiiku HOBO HHMBO Ha pa3OupaHe 3a MOBEIEHUETO Ha KOTHUTHBHU
CHCTEMH IIPH aTaKH.

[lpunoxeHue Ha HayYHH TIOCTIDKCHHMS B TIpaKTHKara ca paspaboreHara miardopma,
cnenuanuiupan kudbepnonuron DigiCode, usrpajeH B IeHTbpa 3a ChbXpaHEHUE HA JaHHH B PaMKUTE
Ha (akynrer ,,Aptunepusi, [IBO u KUC“ u cumynanmuoHHUTE CIeHapuu. Te HMar AUPEKTHO
MPAKTHYECKO MPHIIOKEHUE — 32 00ydeHue, cepTu(uKalus, OAUT Ha CUTYPHOCTTA U CTPEC TECTOBE Ha
5G undpactpykrypa. Papaborenara cuctema 3a KuOEpCUTypHOCT Ha KOTHUTUBHH KIETHUHU MPEKU
[I0Ka3Ba MOBUIIABaHE HA arperupana ePexkTuBHOCT 3a kubepcurypHoct 10 90.3 %. [IpakTuueckure
pe3yiTaru ca NPUIOKUMU KaKTO B HAI[MOHAJHATa CUTYPHOCT U OTOpaHaTa, Taka U B MHIYCTPUATHU U
TpakTaHCKH MPEKH.

I_ICJ'ITa Ha JUCCPTAIMOHHHA Tpyd € TIIOCTHIrHATd, Karo Ca pCeHICHU IMOCTABCHUTC
HAYYHOU3CJIICAOBATCIICKA 3ada4r, a PE3YITATUTC Ca AOKJIAaABAHHW HAa HAOIWOHAJIHHU U MCKIYHAPOIHU
Hay4YHU CI)OPYMI/I HY6J'II/IKaI_[I/II/ITC CbABbpIKaT Hal-ChILIECTBEHUTE IIPUHOCHU HA NUCCPTAIITUOHHUA TPYH,
KOCTO IIOKa3Ba, U€ pE3yJITaATUTEC OT pa60TaTa Ca MoJIyunin HY6J'II/I‘-IHOCT.

OcHOBHHMTE HUJEM U TNPUHOCHU PE3YITaTH OT Tpyda ca MPEeICTaBEeHU B TPU aBTOPCKHU
nyOJMUKalMY, €JHa OT KOUTO € B 06a3zara JaHHU ,,Scopus” U UMa eAHO IuTHpaHe. ChIIHOCTTa U oOeMa
Ha MyOJIMKAallMUTEe HAmBJIHO OTpa3sBar pa3pabOTEHOTO B JTUCEPTAlMOHHUS TPYHd M OTTOBapsT Ha
u3KCKBaHUATa 3a npugobusane Ha OHC ,,JlokTop®.

3. Kpurnunu 0eJieskku

JlucepTallmOHHUAT TPY/ IMOKa3Ba, 4€ aBTOPHT My € MHOTO J00pe IMOITOTBEH CICIUAINCT U
U3CIe0BaTeN, KOWTO MOXKE CaMOCTOSTENIHO Ja C€ CIpaBsd CbC CIOXKHU HAydYHH MPOOJIEMH.
[Iperoppkara mu e Pagocti [AMMOB 1a IPOIBIDKHA W3CICIBAHUATA CH B M30pPaHOTO HAIpaBICHUE U
pe3yNTaTuTe Na ce MOpa3BUAT M MPHIOXKAT B HAYYHH MPOEKTH. Pa3paboTeHHWTe TpU MaTeMaTHKO-
NPUIIOKHU MOJIENIa Ca OPUTHMHAIHM U TOJIE3HU M MOTaT Aa ObJaT MPOBEPEHH B MO-IIUPOK CHEKTHP OT



CLICHApHUH, BKJIIOUMTEIHO PEaIHU MPEXKOBH CPEU M3BBH CUMYNAllMOHHaTa Iuiargopma. Pasmmpenue
KBbM XUOPHUIHU U MTyOJTIMYHN MPEXH O YBEITHUMIIO IPUIIOKUMOCTTA.

TpynoBere Ha KaHMAaTa ca HalMCaHU Ha JOObp HAaydyeH €3UK M C BUCOKA KOMIIETEHTHOCT,
KaTo MpernopbKaTa MU € J1a ¢ CTPEeMH Ja myOnuKyBa B u3ganus ¢ Mimmakr gaxtop.

4. 3akjroueHue

OueHsiBaM Ipe/ICTaBeHUs JUCEPTALIMOHEH TPYA KaTO OPUTHMHAJICH U 3aBBPIIEH B CMHUCHJIA Ha
MOCTaBeHaTa HayyHa LeJd U CBbp3aHUTE C Hes 3ajadd. JlaBam TMOJIOKMTENHA OIEHKa Ha
dbopmynupanuTe B Hero mnpuHocu. CumTaMm, Y€ IUCEPTAMOHHHUS TpPyAd OTrOBaps HAMBIHO Ha
M3UCKBAaHMATA 3a MPUA00MBaHE Ha OOpa3oBareigHaTa W HaydHa CTEmeH ,,JokTop”, cbriiacHo 3PAC B
PenyGnuka bearapus u [IpaBuiHuka 3a HETOBOTO IIpUJIaraHe.

5. OueHka Ha 1MCePTANMOHHUSA TPYA
OcHoOBaBallKu c€ Ha TOPEU3JIOKEHOTO, MpeajiaraM Ha yBa)KaeMOTO HAy4YHO KYpH Jla MPUCHAN
Ha uHk. Panqoctun Credanos JlumMoB oOpazoBarenHara v HaydHa CTEIEH ,,JJokTop B ipodhecnoHaAITHO

HarpasieHue 5.3. ,KoMyHHMKanMoOHHa W KOMITIOTBPHa TEXHHKA“, JOKTOpCKa Iporpama
,,Kubepcurypnoct”.
23.12.2025 1. UseH Ha HAYYHOTO HKYPH: .veevveerreaieerveennnennns

/mpod.n-p umxk.Pozanuna Jfumosa/



OPINION

by Prof. Dr. Eng. Rozalina Stefanova Dimova, Technical University of Varna

on the PhD Thesis of master engineer Radostin Stefanov Dimov

topic "Investigation of the security of cognitive communication systems",
submitted for the educational and scientific degree "Doctor” in the field of higher
education 5. "Technical sciences", professional direction 5.3. "Communication and
computer technology”, doctoral program "Cybersecurity"

1. Relevance and significance of the developed scientific problem

The scientific problem developed in the thesis is related to cognitive technologies and
cybersecurity of communication systems, which are key to the future development of communication
networks and national security. The relevance of the topic is indisputable. Cognitive communication
systems are a new generation of networks that use artificial intelligence and machine learning for
adaptive radio spectrum management. They enable dynamic reconfiguration and optimization of
resources. Security in these systems is critical because cognitive algorithms can be attacked through
false alarms, data manipulation, or cyber attacks. In the conditions of increasing dependence on
wireless technologies (5G, 0T, autonomous systems), the topic is particularly relevant for military,
industrial and civil applications.

There are no similar developments as in the thesis, presented by the author. It has a direct
application in national security and defense, where reliable communication is key. The dissertation
work is both scientifically based and practically applicable. It responds to global challenges in
cybersecurity and communications technology, with the potential to contribute to national defense.
The need to track the behavior of potential adversaries and identify the tactics, techniques and
procedures they use becomes a key factor in building adequate defense mechanisms.

The scientific significance of the dissertation is related to the development of models for the
protection of cognitive systems and contributes to the development of new methods in the field of
information and communication security. The research proposes innovative algorithms to detect and
prevent attacks that are specific to the cognitive environment.

2. Evaluation of the scientific results and contributions of the dissertation work

The contributions in the dissertation work are scientific-applied and applied. Three new
applied mathematical models — a cognitive communication network, a cyberthreat intelligence model
and an adversary model can be defined as a novelty for science. They represent new theoretical
frameworks and methods that formalize the interactions between network components, information
sources, and adversaries. The novelty is expressed in the systematization and formalization of
processes that have not been covered in a single conceptual framework so far.

The built simulation environment and cyber polygon have character of enriching existing
knowledge. They expand the knowledge of security research methods in telecommunication



networks. The practical application model of scenarios complements existing approaches through a
structured description of parameters, tasks and resources, which facilitates conducting experiments.
The enrichment is in the integration of theoretical models with a practical simulation platform,
creating a new level of understanding of the behavior of cognitive systems under attacks.

Application of scientific achievements in practice are the developed platform, a specialized
DigiCode cyber polygon, built in the data storage center within the Faculty of Artillery and simulation
scenarios. They have direct practical application — for training, certification, security auditing and
stress testing of 5G infrastructure. The developed cyber security system of cognitive cellular networks
shows an increase in aggregated cyber security efficiency up to 90.3%. The practical results are
applicable in national security and defense as well as in industrial and civil networks.

The aim of the dissertation work has been achieved by solving the set research tasks, and the
results have been reported at national and international scientific forums. Publications contain the
most essential contributions of the dissertation, indicating that the results of the work have received
publicity.

The main ideas and contributing results of the work are presented in three author publications,
one of which is in the database "Scopus" and has one citation. The substance and volume of the
publications fully reflect what was developed in the thesis and meet the requirements for acquiring the
PhD degree.

3. Critical notes

The thesis shows that its author is a very well-prepared specialist and researcher who can
independently deal with complex scientific problems. My recommendation is that Radostin Dimov
continue his research in the chosen direction and that the results be further developed and applied in
scientific projects. The three mathematical-application models developed are original and useful and
can be verified in a wider range of scenarios, including real network environments outside the
simulation platform. Extension to hybrid and public networks would increase applicability.

The candidate's papers are written in good scientific language and of high competence, and my
recommendation is to aim to publish in journals with an Impact Factor.

4. Conclusion

| evaluate the presented dissertation work as original and complete in the sense of the set
scientific goal and related tasks and give a positive assessment of the contributions formulated in it. |
believe that the dissertation work fully meets the requirements for the acquisition of the educational
and scientific degree "Doctor", according to the National Legislation of the Republic of Bulgaria and
the Regulations for its implementation.

5. Evaluation of the dissertation work

Based on the above, | propose to the respected scientific jury to award eng. Radostin Stefanov
Dimov the educational and scientific degree "Doctor" in professional direction 5.3. "Communication
and Computer Engineering"”, doctoral program "Cybersecurity".

23.12.2025 . Member of the Jury: ..o

/ Prof. Dr. eng. Rozalina Dimova/



