HAIIMOHAJIEH BOEHEH YHUBEPCUTET ,,BACWJI JIEBCKHN”
5000 rp. Besiuko TbopHOBO, OyJ1. ,, bBaATrapus” Ne76
Tesiedon: (062) 618 822; dpaxc: (062) 618 899; e-mail: nvu@nvu.bg

CTAHOBUIIE

oT
MOJIK. J1011. JI-p uHK. Mnusia [{BetanoB AHrenon
Jlexan Ha axynrer ,,O0MIOBOMCKOBH
JlonieHt B kKaTtenpa ,,KoMyHUKaIIMOHHU U HH()OPMAITMOHHN CUCTEMHU " —
dakynret ,,O0moBoiickoBu®, HBY ,,Bacui JleBcku

rp. Benuko TwpHOBO, Oyi1. ,,bbarapus‘ 76, GSM: +359888381634

Ha HAYYHUTE TPYAOBE, MPEICTABEHU 10 KOHKYypca 3a
3aeMaHe Ha aKaJeMUYHA JUTBKHOCT ,,JIOLIEHT ’,

00siBeH cbc 3amoBe] Ha MwuHucTbpa Ha otOpanata Ne OX-63 ot
21.01.2022 r., obHaponBan ¢ oOsBa B JIbp:kaBeH BecTHHK Opoii 11 ot
08.02.2022 r., 3a cBoOoaHa oduiepcka JUTBKHOCT ,,JOLICHT B KaTeapa
,,KOMYHUKAIIMOHHU MpeXHu U cucteMu’ Ha (akynrer ,,Aptunepus, [IBO u
KNC* na Hammonanen Boenen YuuBepcurer ,,Bacui JleBcku, mo Hay4dHa
crienuaiHocT ,,KOMyHUKAIlMOHHM MPEXH U CHCTeMH', 00JIaCT Ha BHCIIIEC
obOpazoBanue 5. ,,TexHuuecku Hayku’, MpoPECHOHAIIHO HampaBiieHue 5.3.
,KOMYHUKAaIlMOHHA ¥ KOMIIOTbPHA TEXHHWKA“, Yy4YeOHH JAUCIUTLIMHH
,2Monemupane B  KomyHukamuute“, , Teopus Ha wuHbOpMaImATa“,
,YTIpaBIeHHEe Ha MpPEeKOBH pecypcu”, , TexHndecka KuOEpHETUKA™ W
»Kpunrorpadcku mpoToKoIn*

Ha KaHaujaaTa:
M-p a-p uHK. JIuako I'eoprues Hwukos0B, mpuTexkasail IuIuioMa 3a
npugooura OHC , Jokrop“ Ne B-002 or 01.06.2017 r. mo moKTOpcka
nporpama ,,PaguornpenaBaresHa W paJMONpUEMHA TEXHHMKA®, 3aeMall
aKaJeMU4YHa JUTHKHOCT ,,IJIaBeH ACHCTEeHT B Kareapa ,,KoMyHUKallmOHHU
Mpexxu U cuctemMu“ BbB (dakynrer ,,Aptuiepus, [IBO u KHUC* Ha
Hanmonanen Boenen Yuusepcurer ,,Bacun JleBcku
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1. O0ma xapakTepUCTHKA HA HAYYHO-H3CJIEA0BATEJICKATA, HAYYHO-
NPWIOKHATA U NeJaroruyeckara JeifHOCT Ha KaHAuaaTa

KanngunarsT mnpurexaBa NPAKTUYECKH ONUT U KOMIIETEHTHOCTH B
o0JlacTTa Ha OpraHu3alyATa U yNpPaBJICHUETO HA MOJrOTOBKaTa U 00YyYEHHUETO
Ha CHELMATUCTH C BHCIIE oOpa3oBaHHE B cepaTa Ha BOCHHATa MOJATrOTOBKA,
KOMYHUKAIIMOHHUTE M HWHOOPMAIMOHHUTE TEXHOJOTMM M 3allluTara Ha
KOMYHUKAIIMOHHUTe W HWH()DOPMAIMOHHUTE CHUCTEMH, YIPABICHUETO W
aMUHUCTPATUBHA JEHHOCT, CBbP3aHU ChC 3a€MAHUTE JIIBKHOCTU KaTo opuiep
u npenoaasaren ot 2008 r. Ha npenonaBarencka miabxkHocT € oT 2012 r. Tlpes
2017 r. 3ammTaBa nuceptammoned Tpya u npumoomBa OHC , JlokTop®™ Mo
JIOKTOpCKa mporpama ,,PamuonpenaBaresiHa U paJdonpreMHa TEXHUKA CIIE]
oOyuenue B Mucturyr mo orOpana ,Ilpod. Llseran Jlazapos“, rp. Codus.
Hayuno-u3cnenoBarenckara JeMHOCT Ha KaHIUAAaTa € CBbp3aHa C U3CIeABAHETO
HA CBBPEMEHHHMTE KOMYHUKAIIMOHHU MpPEXHU U CHCTEMH, OC3KUYHUTE
TEJICKOMYHUKAIIUOHHU MPEXH, YSI3BUMOCTUTE B TAX U METOAWTE 3a
PEIOTBPATABAHETO UM.

3a craHoBullE ca npeacTaBeHy 21 nyOnukauuu — 1 MoHOTpaduyeH Tpy.
u 20 HayyHu nokiaaa. Pesynrature or HayuyHO-U3CII€0BATEICKAaTa U MPUIIOKHA
JEHHOCT ca anpoOupaHyu HAAJICKHO HA HAYYHH KOH(MEPEHIINH U B TICPUOANYHU
HAy4YHU U3aHus B bearapusi.

[IpenocraBeHara oT KaHAKUATa B KOHKYpca M-p A-p uHk. HukonoB no .
20, an. 2 1 3 ot 3aKoHa 3a Pa3BUTHETO Ha aKaJEMUYHHUS ChCTaB B PemnyOinka
boarapuss HayyHa TpoOmyKIMsT OTroBaps HAMbIHO HAa W3UCKBAaHUATA Ha
OIIECHbYHA CHCTEMa Ha MOKa3aTeJUTE 3a 3a€MaHe Ha aKaJIeMH4YHa JTbKHOCT
,JIOLIEHT" TI0 IEWHOCTH U moKa3atenu ¢ 001mo 449 touku (mpu uzuckyemu 400),
KakTo ciensa: rpyna A —50 touku (mpu m3uckyemu 50); rpyna B — 100 Touku
(mpu u3uckyemu 100); rpyna I' — 212 touku (npu uzuckyemu 200); rpyna I —

87 Touku (mpu usuckyemu 50).
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Ceoraacuo ui. 30, 1. 7 Ha IlpaBuiHMKa 3a OA0OOp, pa3BUTHE, OIEHKA U
pa3BuTHe Ha akajgeMuunus cbctaB B HBY |, Bacuin JIeBcku” MUHUMAIIEH mpar mno
TOYKOBA OIIEHBbYHA CHCTEMa Ha JEHMHOCTUTE M IIOKa3aTe/IMTE 3a 3aeMaHe Ha
aKkaJeMHU4YHa JUIBXHOCT ,,JOUEHT € 150 Touku, a KaHAUJAThT € MHpPEACTaABUII
CIIpaBKa OT KOSATO € BUJHO, YE CYMAPHHUAT TOYKOB EKBUBAJIEHT € 225 TOYKHU (IIpH
uzuckyemu 150), KakTo cliesiBa — IO Trpymna mokaszaTenu 3a ydeOHa JEHWHOCT —
161 touku (npu m3uckyemu 100) u o rpyna nokasaTenu 3a Hay4Ha JEHHOCT —
64 Touku (ripu u3uckyemu 50).

[IpencraBenuTe Tpy/OBE ca MpelHA3HAUYCHU 3a OOydeHHE HAa KypCaHTH,
CTYJCHTH, CIICHUAIN3AaHTA U TOKTOpaHTU. CTUIBT HAa KaHAMJIATa B KOHKypca €
akaJieMu4eH, 3aabia0oueH, pa3doupaeM ©  JocThilieH. KoauwyecTBOoTO Ha
MIPEICTAaBEHUTE 3a CTAHOBUIIE MyOIMKAIINK € TPEJCTAaBUTEITHO U OIEHSIBAM KaTo
JIOCTAaThYHO 3a Y4acTHE B KOHKYPC 3a aKaJeMHUYHA JUThKHOCT ,,JolleHT B HBY

,,Bacui JIeBcku“.

2.0nenka Ha nmegarormyecKkaTra IOATOTOBKAa W JeHHOCT Ha
KaHAuJaTa

M-p n-p unx. HuxoioB e mnpenojaBaTen IO pa3iMdyHU y4yeOHU
JTUCIUIUIMHU B crienuainHocT ,,Kubepcuryproct®, ,,KoMmoThpHu cUCTEMHU U
TEXHOJIOTHH ", ,»KOMYHHKaIIMOHHA TEeXHHUKA u TEXHOJIOTHH " u
»AIMUHUCTpaTUBHA M HMH(pOpMannoHHa curypHoct®. [IpemomaBarenckara my
JEMHOCT C€ 3aK/lo4yaBa BbB BOJCHE HA BB3JIOKEHHU JIEKIMH, MPAKTUYECKHU
3aHSATUS. M y4acTHE B TAaKTHMYECKU Y4YEHHUs. YdacTBall € B pa3paOOTBaHE Ha
ydyeOHaTa JOKYMEHTAIMsI Ha TIOCOYCHUTE CIECIHUATHOCTH U y4eOHU MaTepuain
M0 MPENnoAaBaHUTE AUCHMIUIMHUA. PbBkoBogMi € 21 ycnemHo 3aiuThin
JTUTIJIOMAHTH, TIOATOTBSI 0Oy4aeMu 3a ydacThe B HaydyHU (OpyMHU. YUacTBa BbHB
BXOAAIIM M HU3XOMAIIM MOOMIHOCTH C IIperojaBaHe II0 oOpa3oBaTeiIHa

nporpama ,,Epazpm+.
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KanmgunarsT uma roisiMm Opoil yCHEIIHO 3aBBPIICHH CIEHUaTU3UpaHU
KypCOBE MO Hay4HaTa CIEHHATHOCT, 3a KOETO ca MPEACTABEHU CHOTBETHH

JOKYMCHTH.

3. OCHOBHHM HAYYHHU Pe3yJTATH U PUHOCH

MonorpaduyHuAT TPya HA KaHAUAATa € HAMMCaH C TPEIU3eH HaydeH
CTHJI M UMa MpaKTUYEeCKa HacoyeHocT. ToBa ro rnpaBu OCBEH KaTo Hay4eH TPY/I,
Taka W KaTo MoMarajio B HaydyHata M oOpa3oBatenHara cdepa. Paspadborenara
npo0siemMaTiKa € CBbp3aHa C MPUJIOKHUTE acnekTH Ha curypHoctra Ha KUC u
ySI3BUMOCTTA Ha U3MOJI3BAHUTE MPUTIOKEHHUS.

B moHorpajgusaTa morar aa 0bAaT NMPUETH 32 3aIUTEHHM CJICAHUTE
HAYYHH M HAYYHO-TIPUJIOKHM NMPUHOCH HA aBTOpa [Tpyd 1]: M3BBpIIEH €
ananu3 Ha KMC B mupok o0XBaT, CUCTEMaTU3UPAHU Ca HAJIUYHU YS3BUMOCTH
Ha CHUTYpPHOCTTA; JOKa3BaT c€ (DYHKIMOHATHOCTH Ha W30paHUTE KOMILICKTH
IPUWIOKHU UHCTPYMEHTH U ONEPALMOHHU CUCTEMH; pa3pabOTeHH U U3BbPIICHU
ca TECTOBE HA CHUCTEMU W YCIYTM M € HalpaBeH aHajiu3 Ha IMOJYYEHUTE
pe3yATaTd OTHOCHO BB3MOXKHM 3aIljlaxd BbB BCHYKM HAJIMYHU TPOLECH;
neduHupa ce KUOepCUTYpHOCTTa KaTO HEMpEKbCHAT MpoleC U Ce JOKa3Ba
HEO0OXOJMMOCTTa OT aJICKBATHO pa3MlpenielieHue Ha OTTOBOPHOCTH M 3a7a4d B
obcnmyxkBaneto Ha KUC; npennoxkeHu ca NOJUTHKA 332 KHUOEPCUTYPHOCT H
METOJ0JIOTUSI M aJIMUHUCTPUPAHE HA 3alllUTaTa Ha MEXKIUHHHUTE U KpaWHHUTE
YCTPOMCTBA.

Hayysu W HAyYHO-NPWIOKHHU TPUHOCHM B MNyOJIMKAUMU W3BBH
MOHOrpa¢u4YHus TPYA:

ApryMeHnTupaHa € 000CHOBKAa Ha aHOHMMHOCTTA B aclieKTa Ha 3al[uTa Ha
yS3BUMOCTTa Ha COOCTBEHHM MPEKOBU W HWH(OOPMAIIMOHHH PECypCh U €
M3BBPIICH aHAJU3 Ha MIECT KaOEJIHU U €IMHAJECET 0€3KUYHN aHOHUMHU MPEXKH
[Tpyn 4]; noka3aHa € HeOOXOAUMOCTTa OT HH(POPMUPAHOCT HA MOTPEOUTEINS MPU
U3MO3BaHe Ha WHOOpPMAIMOHHU ,,0MCKBUTKU (,,cookies) B WHTEpHET
Opay3bpuTe U NOTCHIMAIHUTE UM 3aIUIaXy U YSI3BUMOCTH; U3CJIE/IBAH € PUCKDBT
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OT Kpaxk0a Ha MOTEHIMAJIHO YYBCTBUTEIHA HHGOpMALMS TPU HENPABUIIHO
OopaBeHe B cecuUHTEe C ,,0MCKBUTKH B HHTEpHET Opay3bpute [Tpya S];
CHUHTE3MpAHU Ca CUCTEMHHU U3MCKBAaHHUS B aJITOpUTHbMa 32 00pabOTKa HA rOJIEMH
MacuMBH OT JaHHU B CBHBPEMEHHU COPTyepHU IIATHOPMH 32 CTPATETHUYECKO
pa3y3HaBaHe; oOorareHa € TeopHusiTa 3a aBTOMaTh3MpaHa oOpaboTka Ha
paszy3HaBaTenHa MHMOpManus ype3 aHaiu3 Ha coTyep 3a KOMYHUKAIIMOHHO
pazy3HaBaHe [Tpynd 6]; M3BBPIIEH € CPaBHUTEJICH aHAM3 HAa Pa3BbpHATUTE
KJIEThYHM KOMYHUKAIIMOHHU WHQPACTPYKTYpH, OOOCHOBaHM ca IMa3apHU
TEHJEHIMM M TPOTHO3HOTO MM pa3BUTHE; oOorareHa € TeopusATra Ha
ONTUMAJIHOTO paJHOIpHEMaHe, Ype3 aHallu3 Ha MPEXOBU TpapuK MpH yMajeH
MPOCTPAHCTBEH 00EM U YBEIMYEH Opoi MpEKOBU PaAUOKOHTposiepu [Tpyad 7];
OpeyiokKeHa € apXUTeKTypa 3a aBTOMAaTHYHO pa3KpuBaHE Ha OOEKTH IpHU
udpoBU pagapu ¢ oOpaTHa CHHTE3UpaHa aneprypa upe3 codpryepHa oOpadboTka
Ha aJITOPUTHM 3a ABYCIOMHA HEBpOHHA Mpeka [Tpyn 11]; mopasBura e Teopusita
Ha IIYMOYCTOMYMBOTO NPHEMAHE Ype3 aHAIU3 Ha PE3YJNTATUTE OT WU3BBPIICHO
M3CJIEBAaHE Ha TIpUeMaHe Ha paauocurHaau ot crangapt WCDMA B
yCIIOKHEHA pPaJHMOKOMYHHUKAI[MOHHA Cpella 4pe3 CHUMYJAIMOHEeH codTyep;
NpEVIOKEH € MOJEN Ha IIMPOKOJEHTOB cMmyTuten [Tpyn 12]; mopa3Butu ca
CTpaTernyecky 3HaHUS M HACOKH 3a peanusupane Ha kuOepycroiunBu KUC u
U3CJTIEIOBAaTEICKM M TMPWIOXKHM LeHTpoBe [Tpya 14]; oOorarenu ca
ChILIECTBYBAIllM 3HAaHUA B cdepaTta Ha KUOEPCUTYpPHOCTTAa 4Ype3 aHaJIU3 Ha
KHOEpYSI3BUMOCTH B pEATHM KUOEPUHIMACHTH W € U3BeAeHa LSJIOCTHA
KOHIICTIIUST 3a pealm3upane Ha kuoOepyctoiunBu enementu Ha KHC B
HIMPOKOOOXBATHM  HampaBiieHus [Tpyd 15]; cuHTe3upan e 00001ieH
¢ynkimonanen mojen Ha KHWC 3a mpoyuBaHus, aHaiu3d U TECTOBE 3a
KHOEPCUTYPHOCT HAa OCHOBHH M3IOJI3BaHM NpuiiokeHus [Tpyx 17];u3cnenBana e
yS3BUMOCTTa Ha KpUOTHUpaHa Oe3KuyHa Mpexa C MHpoTokoid, WPA-2“mpu
orpaHuyeH Opoil Ha MapoJHU CTPUHTOBE; PE3yJITaTUTE 00OraTsABaT TEOPUITA U

IIpaKkTUKaTa Ha TecTBaHe 3a npoHukBaHe B KNC [Tpynose 16, 19].
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OueHka HA JTUYHUS MPUHOC HA KAHAWAATA:

Kato nokazarencTtBo 3a aKTUBHATa CH HAay4YHO-IPHJIOXKHA JEHHOCT,
KaHAUAATHT € mpeactaBui 21 myOmukaruu. OT Tax 9 ca camocTosiTeTHd U 12 B
ChaBTOPCTBO. JIUIMCBAT pa3feauTeIHU MPOTOKOIM 32 y4acTHE Ha aBTOPUTE B
KOJIEKTUBHU TPYJ0BE, MOPAU KOETO MpHEeMaM YYaCTUETO HAa BCEKU C €HAKbHB
MIPUHOC.

B npenocraBeHuTe Marepualiv 3a y4acTHE B KOHKypca JI0 TO3M MOMEHT
HE ca MOCTHIIWJIM M HAa MEH HE ca MU CTaHaJIM HU3BECTHHU MNPETCHIMU 3a
HEJI0OPOCHBECTHO M3IOJ3BAHE HA UYXKIU HAYyYHU PE3YyITaTH U MyOJIUKAIIUU OT

KaHIUaaTa B KOHKypCa.

4. OueHkKa Ha 3HAYMMOCTTA HA MIPUHOCHUTE 32 HAYKATA U NPAKTHKATA

JlokazarencTBa 3a 3HAYMMOCTTA HAa IPUHOCUTE Ca LUTHPAHETO HAa
Hay4YHUTE MyOJIMKAllMK Ha KaHJIUAaTa B IpyTryu HayuyHu TpyAose. [Ipunoxenu ca:
| uutupane Ha 1 myOnuKanusi B HAYYHO U3JlaHue, peeprupaHo U UHACKCUPAHO B
CBETOBHOM3BECTHM 0a3M JaHHU, 3 LUTUpaAHUS Ha 3 MyOJMKaluu B MOHOTpaduu,
22 uutupanus Ha 9 myOJUKaIlMy B KOJEKTUBHU TOMOBE C HAYYHO PEIICH3UPAHE
u | uurupane Ha 1 nyOnukauus B HepepepupaHO CHUCAHUE C HAy4YHO

peIcH3UpaHe.

5. KputuuHu 0ej1e:KKM 32 MpeAcTaABeHUTEe TPYA0Be

HsamaM kpuTudHu O€JIeKXKH OTHOCHO MPEJICTAaBEHHUTE 3a CTAHOBHIIE
TPY/IOBE.

6. 3ak/0ueHue

Bb3 ocHOBa Ha MpelCTABEHWTE HAYYHU TPYAOBE, TSAXHATA 3HAYMMOCT,
CBABPKAIIUTE CE€ B TAX HAYYHU, HAYUYHO-TIPUJIOKHU W TMPUIIONKHU TPUHOCH
CuMTaM, Y€ T€ OTroBapsT Ha M3UCKBAHMUATAa 3a 3aeMaHE Ha akajJeMHUYHaTa

JUTBXKHOCT ,, JOLICHT .

7. OueHKa Ha KAHIUIATHTE
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Bb3 OCHOBa Ha BCHYKO H3JI0KEHO 10 TYyK, JaBaM Ha KaHAWAATa
MOJIOKUTENIHA OILIeHKa M TmpejiaramM Ha HaydHOTO Xypu 1O KOHKypca JAa
KJIacHpa KaHauaata M-p I-p uHx. JInako ['eoprues Hukonos u na npennoxu Ha
dakynTeTHus cbBeT Ha dakynreT ,,Aptuiepus, [IBO u KUC* na HBY ,,.Bacun
JleBcku* na Obae m30paH W Ja 3aeMe aKajeMUYHATa JIBXKHOCT ,,J[OIeHT B
kateapa ,,KOMyHUKAllUOHHH MPEXH W CHUCTEMHU Ha (akyinrer ,, ApTuiepus,
[IBO u KHUC* na Hamumonanen Boenen YuuBepcuter ,,Bacun JleBcku“ mo
Hay4YHa CMEIHATHOCT ,,KOMYHUKAIIMOHHU MPEKU U CUCTEMH ', 001aCT Ha BUCIIE
obpazoBanue 5. ,,TexHuuecku Hayku’, TpodecHoHATHO HampasBiieHue 5.3.
,,KOMyHUKAIIMOHHa ¥ KOMMIOTHPHA TEXHHUKA™, TO Y4YEOHW JUCIUIUIMHHA

»MojenupaHe B kKoMyHukanuure*, ,,Teopus Ha uHpopmanusaTa®, ,,YnpasieHue

Ha MpexoBH pecypcu®, , Texuuuecka kuOepHeruka“ u ,Kpunrtorpadcku
IPOTOKOIH !
Hara: 03.05.2022 r. YJleH HA KYPHUTO: ...oooveeieeeiiieeeiieeeeneeeen.

[Tonk. pou. a-p unx. Mnusan Axrenos
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HAIIMOHAJIEH BOEHEH YHUBEPCUTET ,,.BACHJI TEBCKHN”
5000 rp. Besiuko TbopHoOBO, OyJ1. ,,bBarapus” Ne76
Tesaedon: (062) 618 822; gaxc: (062) 618 899; e-mail: nvu@nvu.bg

STANDPOINT

from
Colonel Associate Professor Engineer Iliyan Tsvetanov Angelov, PhD
Dean of “Land Forces” Faculty
Associate Professor in Department of “Communication and Information
Systems” — “Land Forces” Faculty, “Vasil Levski” National Military
University

Veliko Tarnovo, 76 “Bulgaria”’Blvd, GSM: +359888381634

of scientific papers and publications, presented for the academic position of
“Associate Professor” procedure

announced by order of the Minister of Defense Ne OX-63 of 21.01.2022,
promulgated by announcement in the State Gazette Ne 11 of 08.02.2022, for a
vacant officer position ‘“Associate Professor” in the Department of
“Communication Networks and Systems” of Faculty of “Artillery, Air Defense
and CIS” of the “Vasil Levski” National Military University, in the scientific
specialty “Communication Networks and Systems”, field of higher education 5.
“Technical Sciences”, professional field 5.3. “Communication and Computer
Engineering”, subjects “Modeling in Communications”, “Information Theory”,
“Network  Resources Management”, “Technical Cybernetics” and
“Cryptographic Protocols”

of the candidate:

Maj. Eng. Linko Georgiev Nikolov, PhD, possessing a diploma for acquired
ESD “Doctor” Ne B-002 from 01.06.2017 in scientific specialty ‘“Radio
transmission and reception equipment”’, holding the academic position of
“Chief Assistant Professor” in the Department of “Communication Networks
and Systems” at the Faculty of “Artillery, Air Defense and CIS” of the “Vasil
Levski” National Military University
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1. General characteristics of the research, scientific-applied and
pedagogical activity of the candidate

The candidate has practical experience and competencies in the field of
organization and management of training and education of specialists with
higher education in the field of military training, communication and
information technology and protection of communication and information
systems, management and administrative activities related to positions as an
officer and lecturer since 2008. He has been a lecturer since 2012. In 2017 he
defended his dissertation and acquired the ENS “Doctor” in the doctoral
program “Radio Transmitting and Radio Receiving Equipment” after a
teachingat the Institute of Defense “Prof. Tsvetan Lazarov”, Sofia. The research
activity of the candidate is related to the research of the modern communication
networks and systems, the wireless telecommunication networks, the
vulnerabilities in them and the methods for their prevention.

21 publications were presented for an standpoint — 1 monograph and 20
scientific reports. The results of the research and applied activity have been duly
tested at scientific conferences and in periodicals in Bulgaria.

The scientific production provided by the candidate in the competition,
Maj. Eng. Nikolov, PhD under Art. 2b, para. 2 and 3 of the Law for the
Development of the Academic Staff in the Republic of Bulgaria fully meets the
requirements of the evaluation system of indicators for holding the academic
position “Associate Professor” by activities and indicators with a total of 449
points (400 required), as follows: group A — 50 points (50 required); group B —
100 points (100 required); group D — 212 points (200 required); group D — 87
points (50 required).

According to Art. 30, item 7 of the Regulations for selection,
development, evaluation and development of the academic staff at “Vasil
Levski” National Military University, the minimum threshold for points

evaluation system of activities and indicators for holding the academic position
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of “Associate Professor” is 150 points, and the candidate has presented reference
which shows that the total point equivalent is 225 points (150 required), as
follows — for a group of indicators for educational activities — 161 points (100
required) and for a group of indicators for scientific activity — 64 points (50
required).

The presented works are intended for teaching of cadets, students,
postgraduates and doctoral students. The candidate's style in the competition is
academic, thorough, understandable and accessible. The number of publications
submitted for opinion is representative and I consider it sufficient for
participation in the competition for the academic position of “Associate
Professor” at “Vasil Levski” National Military University.

2. Assessment of the pedagogical preparation and activity of the
candidate

Maj. Eng. Nikolov, PhD is a lecturer in various disciplines in the
specialties  “Cybersecurity”, “Computer Systems and Technologies”,
“Communication Techniques and Technologies” and ‘“Administrative and
Information Security”. His teaching activity consists in conducting assigned
lectures, practical classes and participation in tactical exercises. He has
participated in the development of the educational documentation of the
indicated specialties and study materials in the taught disciplines. He has led 21
successfully defended graduates, prepares students for participation in scientific
forums. Participates in inbound and outbound mobility with teaching in the
educational program “Erasmus+”.

The candidate has a large number of successfully completed specialized
courses in the scientific specialty, for which relevant documents have been
submitted.

3. Main scientific results and contributions

The candidate's monographic work is written in a precise scientific style

and has a practical focus. This makes it not only as a scientific work, but also as
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an aid in the scientific and educational field. The developed issues are related to
the applied aspects of CIS security and the vulnerability of the used applications.

The following scientific and applied contributions of the author can be
considered protected in the monograph [paper 1]: analysis of CIS in a wide
range 1s performed, existing security vulnerabilities are systematized;
functionalities of the selected sets of application tools and operating systems are
proved; tests of systems and services have been developed and performed and an
analysis of the obtained results has been made regarding possible threats in all
available processes; cybersecurity is defined as a continuous process and the
need for adequate distribution of responsibilities and tasks in the CIS service is
proven; a cybersecurity policy and methodology and administration for the
protection of intermediate and terminal devices are proposed.

Scientific and applied contributions in publications outside the
monograph:

The justification of anonymity in the aspect of protection of the
vulnerability of own network and information resources has been substantiated
and an analysis of six wired and eleven wireless anonymous networks has been
performed [work 4]; the need to inform the user when using information cookies
in Internet browsers and their potential threats and vulnerabilities has been
proven; the risk of theft of potentially sensitive information in case of improper
handling of cookies sessions in Internet browsers has been studied [paper 5];
system requirements in the algorithm for processing large data sets in modern
software platforms for strategic intelligence are synthesized; the theory of
automated processing of intelligence information through analysis of
communication intelligence software has been enriched [paper 6]; a comparative
analysis of the deployed cellular communication infrastructures has been
performed, market trends and their forecast development have been
substantiated; the theory of optimal radio reception has been enriched by

analyzing network traffic with reduced spatial volume and increased number of
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network radio controllers [work 7]; an architecture for automatic detection of
objects in digital radars with inverse synthesized aperture by software
processing of an algorithm for a two-layer neural network has been proposed
[paper 11]; the theory of noise-resistant reception has been further developed by
analyzing the results of a study of the reception of radio signals from the
WCDMA standard in a complex radio communication environment using
simulation software; a model of a broadband jammer has been proposed [work
12]; strategic knowledge and guidelines for the implementation of cyber-
sustainable CIS and research and application centers have been further
developed [Labor 14]; existing knowledge in the field of cybersecurity has been
enriched through analysis of cyber vulnerabilities in real cyber incidents and a
comprehensive concept for the implementation of cyber-resistant elements of
CIS in a wide range of areas has been developed [paper 15]; a generalized
functional model of CIS for research, analysis and cybersecurity tests of the
main applications used was synthesized [paper 17], the vulnerability of an
encrypted wireless network with WPA-2 protocol was studied with a limited
number of password strings; the results enrich the theory and practice of CIS
penetration testing [papers 16, 19].

Assessment of the personal contribution of the candidate:

As a proof of his active scientific and applied activity, the candidate has
presented 21 publications. 9 of them are independent and 12 co-authored. There
are no separation protocols for the participation of the authors in collective
works, which is why I accept the participation of everyone with the same
contribution.

So far, the materials provided for participation in the competition have not
been received and I have not received any claims for unscrupulous use of
foreign scientific results and publications by the candidate in the competition.

4. Assessment of the significance of contributions to science and

practice
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Evidence of the importance of the contributions is the citation of the
candidate's scientific publications in other scientific papers. Attached are: 1
citation of 1 publication in a scientific journal, referenced and indexed in world-
famous databases, 3 citations of 3 publications in monographs, 22 citations of 9
publications in collective volumes with scientific review and 1 citation of 1
publication in a non-refereed journal with scientific reviewing.

5. Critical remarks on the submitted works

I have no critical remarks on the papers submitted for opinion.

6. Conclusion

Based on the presented scientific papers, their significance, the scientific,
scientific-applied and applied contributions contained in them, I believe that
they meet the requirements for holding the academic position of “Associate
Professor”.

7. Evaluation of candidates

Based on everything stated so far, I give the candidate a positive
assessment and propose to the Scientific Jury of the competition to rank the
candidate Maj. Eng. Nikolov, PhD and to propose to the Faculty Council of the
Faculty of “Artillery, Air Defense and CIS” of “Vasil Levski” National Military
University to be elected and to hold the academic position of “Associate
Professor” in the Department of “Communication Networks and Systems” of the
Faculty of “Artillery, Air Defense and CIS” of the “Vasil Levski” National
Military University in the scientific specialty “Communication Networks and
Systems”, field of higher education 5. “Technical Sciences”, professional field
5.3. “Communication and Computer Engineering”, in the disciplines
“Communication Modeling”, “Information Theory”, “Network Resource

Management”, “Technical Cybernetics” and “Cryptographic Protocols™!

Date: 03.05.2022 r. Member of the jury: ...........ccooooiieiiiniinnnn..
Col. Assoc. Prof. Eng. Iliyan Angelov, PhD
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