HAIIMOHAJIEH BOEHEH YHUBEPCHUTET ,,BACUJI TEBCKHN”
5000 rp. Beauko TspHoBo, Oya. ,,bbarapus” Ne76
Tesiepon: (062)618 822; daxc:(062)618 899; e-mail: nvu@nvu.bg

CTAHOBUIIE
oT

Jou. n-p nn:k. Hukonaii Keues Kyuaes, HBY ,,Bacui JleBckn”, pakyarer
»Aptuiepus, [IBO u KUC”, karenpa ,,KomyHUKAIIMOHHU MpeKU U cUCTeMH”
rp.lllymen, ya. ,,Aj. Ctam6oaniickn” Ne 1, Bx.2, an.10, GSM: 0886259818

HA HAYYHUTE TPY/J0OBe, NIPEACTABEHHU 10 KOHKYpPCa 32
3aeMaHe HA aKaJleMUYHA JJIbXKHOCT ,,JOLEHT”

00siBeH cbc 3amoBe] Ha MmunHucTbpa Ha oropanara Ne OX-63 or 21.01.2022 r.,
oOHapozBaH ¢ 00siBa B JIbpxaBen BecTHuk opoii 11 ot 08.02.2022 r., 3a cB0oOGOHA
oduIepcKa IIBHKHOCT ,,A0UeHT* B KaTeapa ,,KoOMyHUKallMOHHU MPEKU M CUCTEMHU * Ha
dakynret ,,Aptuniepusi, [IBO u KMC* na Haunonanen Boenen YuuBepcurer ,,Bacun
JleBcku®, 10 Hay4YHa CHENHUAIHOCT ,,KOMyHUKAITMOHHU MPEXHU U CUCTEMH‘, 00JIacT Ha
BUcIie oOpasoBaHue 5. ,,TexHudecku Hayku, mpodecruoHaTHO HampaBieHue 35.3.
,,KOMyHUKAIIMOHHA U KOMIIOThPHA TEXHHUKA', y4eOHHU NUCLMIUIMHU ,,MojenupaHe B
KoMyHuKanuute, ,,Teopuss Ha uHPopMauusTa“, ,,YpaBjieHue Ha MPEXOBHU PECypcu’’,
,» | eXHHuecKa kubepHetuka“ u ,,Kpunrorpadcku mpoToKoan

HA KAaHAMIATa:

M-p a-p uHx. JInnko I'eoprues Huko.ios,
npurtexaail aumioma 3a npunoouta OHC ,,Jlokrop* Ne B-002 ot 01.06.2017 r. mo
NOKTOpPCKa mporpama ,PanuonpenaBarelHa W paguoONpUEMHA TEXHHUKA™, 3aeMall
aKaJeMUYHa JUIBXKHOCT ,,IVIABEH AaCUCTEHT B Kareapa ,,KOMyHUKallMOHHU MPEXU U

cuctemu BBB ¢akynrer , Aptunepus, [IBO um KUC* nma Hanwmonanen Boenen
Yuusepcurer ,,Bacun JleBcku®.
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1. O0ma XxapakTepHUCTHMKAa Ha HAYYHOM3CJIEJ0BATEJCKATa, HAY4YHO-
NMPWIOKHATA U Mearorn4ecKara JeifHOCT Ha KaHAUu/IaTa

[IpunoxeHuTe 3a peleH3upaHe TPYJOBe MO KOHKypca ca: MoHorpadus u 20
CTaTHH, OT KOUTO 3 B MEXKyHAPOIHU HAYYHH MEYATHHU U3/IaHU,.

Hay4yHousciaenoBarejckara JeMHOCT HA rJ. ac. A-p Hukoj10B e HacoyeHa B
H3YYABAHETO U PELIABAHETO HA:

- TeopeTHYHH mpodjeMH B o0jacTTa Ha [IYMOYCTOMYMBOCTTa Ha
KOMYHUKAIIMOHHUTE CUCTEMU TPH MpeaBaHe Ha U(POBU CUTHAIH, KUOEPCUTYPHOCTTA
Ha KOMyHUKaHOHHO-UHpopMmanroHHuTe cucteMu (KHUC), Bb3MOKHOCTH U IMTPOTHO3HU
TEHJICHIIMM B Pa3BUTUETO HA KOMYHUKAIIUOHHU WHQPACTPYKTYPH, CHBPEMEHHU
NPEAU3BUKATEIICTBA WM U3TPAXKIAHE Ha ISUIOCTHA KOHLEMIMS B pEaJu3hpaHe Ha
kubepycroiunsu KMC;

- MPAKTUKONMPUJIOKHM pelleHusl B 00JacTTa Ha U3TpaXkJlaHe Ha MOJIEIM Ha
MHOTOJTbYEBH PAJUOKAHAIM, Cbh3/1aBaHE Ha CHMYJATUBEH COPTyep W M3CIEABaHE
IIyMOYCTOMYMBOCTTA Ha KJIETHYHU PAAUOCHUCTEMH, aCIIEKTH OT KHMOEPCUTYpHOCTTA Ha
KUC, omenka Ha eQpeKTMBHOCTTa M BBH3MOXKHOCTH 32 TIOBUIIABAHETO ¥ B
KOMYHHMKAIIMOHHOTO pa3y3HaBaHe, coPpTyepHa o0paboTka Ha UPPOBU M300pakeHUs B
PaauoIOKAlMOHHHU IPUEMOIIPEIaBaTENH C U3I0JI3BaHE HA JBYCJIOHA HEBPOHHA MPEXKa;

- Apyru pa3padoTku B MPOPECHOHAIHO HampaslieHue ,,KoMyHHKallMOHHA U
KOMITIOTbpPHA TEXHUKA .

HayyHonpu/io:KHa U BHEAPUTEJICKA JEHHOCT

['n. ac. n-p HukomoB pabotu B mMporpaMHHA KOJEKTHUBH TO: 3 MEXKIyHApOIHU, 2
HAI[MOHATHU W 2 YHUBEPCUTETCKM HAyYHOM3CIICJOBATEICKA TPOEKTa, KaTro e
PBHKOBOJUTEI € Ha OBJITapCKOTO Y4acTHE B €MHUSI OT MEKYHAPOIHUTE MPOCKTH.

KannuparsT npunara nojgpoOHa cHpaBKa M JOKA3aTeNCTBa 3a U3MbJIHEHUE Ha
MUHHMAJIHATE U3UCKBAaHUA IO IPYINH MOKa3aTeau cbriiacHo 4i.29, an.3 ot 3PACPD 3a
3a€MaH€ Ha aKaJieMHYHa JJTBXKHOCT ,,JIOEHT B MPOoQEeCcHOHATHO HalpaBiieHue 5.3.
,»,KOMyHHKaIIMOHHA ¥ KOMITIOThPHA TEXHUKA .

2. OueHka HA MeJarornyecKaTa noJAroToBKAa M JIEifHOCT HA KaHAUAaTa

I'n. ac. n1-p Huxonos e npenonaaten B OKC ,,6akanassp” u OKC ,,maructsp” B

cnernmandoctu ,,Kubdepcurypaoct®, KCT, KTT u AUC. YyacTtBan € B pazpaboTBaHe Ha
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yueOHaTa TOKyMEHTAllUs Ha MOCOYCHHUTE CIEIUATHOCTH U € U3TPaauil MbJIeH yueOHO-
METOAMYECKH KOMITJIEKC IO BCSIKA OT MPETOJaBaHUTE TUCIUTLTNHU. PrkoBoquTen Ha 21
YCIEUIHO 3alllUTWIN AUIUIOMAHTH, KOHCYJITHpPA JOKTOPAHTH, IOCTIOKTOPAHTH H
CHEIHMATM3aHTH, TMOArOTBA 00y4aeMH 3a y4yacTHE€ B Hay4YHH (QOpyMH. YYacTBa BbHB
BXOJAIIM W U3XOASIM MOOWIHOCTH C TpernojiaBaHe Mo oOpa3oBaTesiHa Iporpama
»Epa3zpm+’. PpkoBOaM O0TOOpP, OTJIIMYHO MPEICTABHII C€ B MEXKIYyHApOIHO YUYEHHE I10
kubepcurypaoct ,,Embargo GB-BG Cyber Shockwave Exercise, 2020™.

KannunatsT mMa Oorat apceHana OT YCIHEIIHO 3aBbPIIEHU CHEeNUATM3UpPAHU
KypCOBE II0 Hay4yHaTa CIELUAJIHOCT, BKIIOUMTEIHO ITBPBO, BTOPO TPETO HUBO U HUBO
uncrpykrop Ha ,,Cisco Certified Network Associate”, kakto u kypc ,,Cisco
Cybersecurity Operations”, Nato NCIA Academy, Oeiipar, JIncabon, [Topryranus.

3. OCHOBHM HAYYHH Pe3yJITATH U MPUHOCH

Hay4yHu u HAyYHONIPUJIOKHM IPUHOCH B MOHOTPaQUYHHSA TPYI

MoHorpapuyHUAT TpyA Ha KaHAWJATa C€ OTIMYABAT C MPELU3EH HAy4YeH CTUJ U
MPaKTUYECKA MOJIE3HOCT, KOETO r0 MpaBU LEHHO 00Opa30BaTEIHO IMOMarajao Ha BCUYKH
paBHuUIIIA B Hay4yHaTa cepa. Pazpaborenara npobiemMaTika € CBbp3aHa ¢ MPUIIOKHUTE
acriekty Ha curypHoctra Ha KM C n ysa3BUMOCTTa HAa U3IIOI3BaHUTE MPUIIOKEHUS.

AHanmu3WpaHd ca 3aIulaxuTe, EKCIJIOATAllMOHHUTE MPOOWBU U 3JIOHAMEPECHH
nericteus B cbBpeMeHHa KUC; npennokeHn ca MHCTPYMEHTH M TEXHUKH 34 U3CJIEABAHE
Ha KMOEpPCUTYPHOCTTA, YA3BUMOCTTa HA MpeXoBaTa MHPPACTPYKTypa MNpPU U3MOJI3BAHE
HA PEYHUKOBHU aTaKU U aTaKu C ,,[TbJTHO KOMOMHHUpaHE ; U3BBPIICH € KuOepaHain3 Ha
CHUCTEMHH M TiporpaMuH ys3BuMocTu B KMC; ananu3upanu ca pe3yJiTaTy OT IPOBEICHU
u3cienBaHus BbpXy kuOepcurypHoctra Ha KWMC B KOHTpOJIMpaHU YCJIOBUS, C
U3M0JI3BaHe Ha MpexkoBH pecypcu Ha HBY ”B. JleBcku™.

Morar na ObAaT IpUETH 3a 3alIUTEHU CICAHUTE HAYYHH M HAYYHONPHJIOKHH
NPUHOCH Ha aBTOpa: M3BBpIIeH ¢ aHnanu3 Ha KM C B mmupok 006xBar, cuCTeMaTU3UPpaHU
ca HaJIMYHU YSA3BUMOCTHM Ha CHUTYPHOCTTA; JOKa3BaT c€ (PYHKIUMOHAIHOCTH Ha
n30paHUTE KOMIUIEKTH TIPUJIOKHM HMHCTPYMEHTH U  OINEPAlMOHHM  CHUCTEMHU;
pa3pabOTEeHN M U3BBPIICHU Ca TECTOBE HA CUCTEMHU M YCIYTH U € HalpaBEeH aHau3 Ha
MOJYYEHUTE PE3yJTaTH OTHOCHO BB3MOXKHHU 3aIJIaXU BbB BCUYKHM HAIMYHU TPOLECH;

neduHUpa ce KHOEpCUTYpHOCTTa KaTro HEMPEKbCHAT TMPOIeC U Ce JI0Ka3Ba
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HEOOXOAMMOCTTa OT aJE€KBaTHO pa3NpeleieHUe Ha OTIOBOPHOCTH M 3aJaud B
obciyxBaneTo Ha KUC; npennoxxeHu ca moJuTHKA 3a KHOEPCUTYPHOCT U METOI0JIOTHS
U aJIMUHUCTPUpAHE Ha 3alUTaTa Ha MEXINHHUTE U KpallHUTE YCTPONCTBA.

Hayysm ¥  HayYHONPWIOKHM TNPHHOCHM B NYOJMKAUMH  HU3BbH
MOHOTpPaA(PUIYHUS TPYI

AprymeHTHpaHa € OOOCHOBKAa Ha AaHOHMMHOCTTa B acIeKTa Ha 3aluTa Ha
ySI3BUMOCTTa Ha COOCTBEHHM MpPEXOBU M MH(POPMAIMOHHU PECYpCH U € H3BBPIICH
aHaJIU3 Ha LIECT KaOEJIHU U elnHajieceT O0€3)KUYHU aHOHUMHHU Mpexu (4); 1oKa3aHa €
HEOoOXoaUMOCTTa OT HH(OPMHpPAHOCT Ha TMOTPEeOUTENs TMpU H3MOJA3BaHE Ha
MH()OpMAMOHHU ,,0MCKBUTKU (KyKHUTa, ,,cookies“) B HWHTEpHET Opay3bpuTe U
NOTEHIMAIHUTE UM 3aIlJlaXd U ySA3BUMOCTH (5); M3cienBaH € pUCKBT OT KpaxOa Ha
MOTEHI[MAJIHO YYBCTBUTEIHA WH(pOpMAaIMs IPU HENPABUIHO OOpAaBEHE B CECUUTE C
,,OUCKBUTKU" B HMHTEpHET Opay3bputre (5); CUHTE3UpaHU Cca CUCTEMHH HU3UCKBAHUS B
anropuTbMa 3a 00pabOTKa Ha TOJIEMH MAacHUBU OT JAHHU B ChBPEMEHHH CO(PTyEpHU
wiatrhopMu  3a CTpaTeruvecko pasyszHaBaHe (6); oOorareHa e TeopusATa 3a
aBTOMAaTH3HpaHa 00pabOTKa Ha pa3y3HaBaTeslHa MH(OpMalLMs Ype3 aHaIu3 Ha codryep
3a KOMYHMKAallMOHHO pa3y3HaBaHe ,,comint” (6); M3BBPILEH € CPABHUTEJICH aHAJIU3 Ha
pa3BbpHATUTE KJIETHYHU KOMYHUKALMOHHU UH(PACTPYyKTypH, OOOCHOBAHU ca IMa3apHU
TEH/JCHLIUN U MPOTHO3HOTO UM pa3ButHe (7); odorareHa € TeopusiTa Ha ONTUMAIHOTO
paavonpueMane, Ype3 aHalIu3 Ha MPEXOBH Tpa(UK MPU yMaJIeH MPOCTPAHCTBEH 00EM U
yBeJIMYEH Opoil MpexoBH panuokoHTposiepu (7); MpensoxkeHa € apXUTeKTypa 3a
ABTOMATUYHO pa3KpUBaHE Ha OOEKTH MpU LUUM(POBU pajapu ¢ oOpaTHA CHHTE3UpaHa
anepTypa upe3 codryepHa oOpaboTka Ha alropuThM 3a JABYCJIOWHA HEBPOHHA
mpexka(l1); mopa3Bura € TeopusiTa Ha INIyMOYCTOMUMBOTO IMpHUEMaHE Ype3 aHalIu3 Ha
pe3yATaTUTe OT U3BBPIICHO M3CIEABAaHE HAa MPUEMaHE Ha PAJAMOCUTHAIM OT CTaHAApT
WCDMA B ycioxxHEHa paJuOKOMYHHKAIMOHHA Cpela 4pe3 CUMYJIalMoOHEeH codTyep;
IPEAJIOKEH € MOJICNT Ha IIUPOKOJIEHTOB cMyTuTen (12); oborateHu ca ChllecTBYBaIU
3HaHUS B cpepara Ha KUOEPCUTYPHOCTTA Ype3 aHaIU3 Ha KUOEpYsS3BUMOCTU B peajHU
KMOCPUHLIUJEHTH W € U3BEACHa ISUIOCTHA KOHLEMLMS 3a peaju3upaHe Ha
kuoepycroitunsy enemenTd Ha KNC B mmpokooOxBaTHU Hampasienus (15); nopa3sutu

ca CTpaTerMuecKH 3HaHWUS M HACOKW 3a peanusupaHe Ha kubepyctoitunBun KUC u
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U3CJIEeI0BATEICKH U MPUIOXKHH IeHTpoBe (14); cuHTe3npan e 006001meH QyHKIMOHATICH
mozen Ha KUC 3a mpoyuBaHus, aHalu3u U TECTOBE 3a KHMOEPCUTYPHOCT HAa OCHOBHU
U3MOJI3BaHK NpujioxkeHus (17);u3cinenBaHa € ysa3BUMOCTTa Ha KpPUNTHpaHa Oe3KUYHA
Mpexa ¢ mpotokor,, WPA-2“npu orpannder Opoit Ha MapOJHA CTPUHTOBE; PE3YJITATUTE
oOoraTsiBaT TeOpHsITa U MPaKTHKaTa Ha TecTBaHe 3a nmponukBane B KMC (16, 19).

OneHka Ha JTHYHMS NPUHOC HA KAHIWAATA

B mnpexacraBeHuTe TpynoBe 3a ydacTHe B KOHKypca Iii. ac. I-p HukosoB e
paboTUI B ChaBTOPCTBO KAKTO CJE/BA: C €UH ChaBTOp — 9 cTaTuM; C ABaMa ChaBTOPH —
2 cratun. OcTaHaiaTa HayqHa MPOTYKIUS Ca CAMOCTOATEIHH pa3paboTKU Ha aBTOpa.

JluncBa pa3faenuTesieH MPOTOKOJ 33 y4acTUe HAa aBTOPUTE B KOJIEKTUBHU TPYOBE,
HOpaJu KOETO NMpUEMaM Y4YacTHETO Ha BCEKH C €IHAKbB MPHUHOC. YOEIEHO TBBP/s, Ue
HSIMa OCHOBAHHUE 32 CbMHEHHE B aBTOPCKOTO YYacTHE B MOJyYaBaHETO HA MOCOYEHUTE
IPUHOCH B IIPEJCTaBEHUTE TPYAOBE HA KaHAUAATA.

4. OueHka Ha 3HAYUMOCTTA HA IPUHOCUTE 32 HAYKATA U NPAKTUKATA

Kareropuunu 10Ka3aTrencTBO 3a 3HAYMMOCTTA Ha IPUHOCUTE € OTPAKEHHETO Ha
HayyHHUTE MyOJIMKalUy Ha KaHAuaaTta B aureparypata. [Ipunoxkenu ca: 1 uutupane Ha
1 nyOnukauus B Hay4yHO H3JaHuE, peepupaHo U MHAECKCUPAHO B CBETOBHOM3BECTHH
0a3u maHHW, 3 UUTUpaHUS Ha 3 MyOJUKaIMu B MoHOrpaduu, 22 muTupanus Ha 9
nyONMuKalMy B KOJIEKTUBHU TOMOBE C HAy4yHO peleHsupane u 1 mutupane Ha 1
myOJIMKaIus B HepepeprpaHo CIMCAHUE C HAYYHO peLiEH3UpaHe.

5. KputuyHu 0es1e:KKH 32 MpeJcTaBeHnTe TPyA0OBe

Hsamam kpuTHYHH O€NEeKKU OTHOCHO MPEJICTABEHUTE TPYIOBE.

6. 3ak04yeHue

N3pa3sBaiiki MOJIOKUTEIHO CTAaHOBHIIE, TpearaM Ha DakyJITeTHUs ChBET Ha
dakynrer ,,Aptunepus, [IBO u KUC” na HBY ,B. JleBcku”, ri. ac. n-p Jlunko
I'eoprueB HukomoB na Obae u30OpaH 3a IOIEHT B 00JacT Ha BUCHIETO OOpa3oBaHUE
5. Texnuuecku Hayku, MOpodecuoHaHO Hampasienue 9.3. , KoMyHUKallMOHHA U
KOMITIIOTBPHA TEXHWKAa , TO0 HAay4yHa CIEUaIHOCT ,,KOMyHHMKalHOHHM MpEXH H

cucremMu’’.

02.05.2022 r. UsieH Ha )KYPUTO: ...evvennnn... /mot1. ni-p uwk. H. Kynes/
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HAIIMOHAJIEH BOEHEH YHUBEPCHUTET ,,BACUJI TEBCKHN”
5000 rp. Beauko TspHoBo, Oya. ,,bbarapus” Ne76
Tesiepon: (062)618 822; daxc:(062)618 899; e-mail: nvu@nvu.bg

STANDPOINT

from

Assoc. Prof. Eng. Nikolay Zhechev Kulev, PhD, "Vasil Levski' National Military
University, Faculty of "Artillery, Air Defense and CIS", Department of
""Communication Networks and Systems*’, Shumen, ""Al. Stamboliiski®* st. Ne 1,
entrance 2, apartment 10, GSM: 0886259818

of the materials, submitted for participation in the procedure for the academic
position of *Associate Professor' appointment

announced by an order of the Minister of Defense Ne OX-63 dated 21.01.2022,
promulgated with an announcement in the State Gazette No. 11 dated 08.02.2022,
for a vacant academic position *Associate Professor’ in the Department of
"Communication Networks and Systems™ in the Faculty of "Artillery, Air Defense
and CIS" of the "Vasil Levski" National Military University, in the scientific
specialty "Communication Networks and Systems", field of higher education 5.
"Technical Sciences", professional field 5.3. "Communication and Computer
Technology", subjects "Modeling in Communications”, "Information Theory",
"Network Resources Management”, "Technical Cybernetics" and "Cryptographic
Protocols”

of the candidate:
Maj. Eng. Linko Georgiev Nikolov, PhD,
possessing a diploma for acquired ESD "'Doctor'™ Ne B-002 from 01.06.2017 in
scientific specialty "Radio transmission and reception equipment”, holding the academic
position of "Chief Assistant Professor” in the Department of "Communication Networks

and Systems" at the Faculty of "Atrtillery, Air Defense and CIS" of the "Vasil Levski"
National Military University
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1. General characteristics of the research, scientific-applied and
pedagogical activity of the candidate

The submitted works for review are: monograph and 20 articles, 3 of which in
international scientific publications.

The research activity of Ch. Assistant Professor Nikolov, PhD is focused on
the study and solution of:

- theoretical problems in the field of noise resistance of communication systems
in digital transmission, cybersecurity of communication and information systems (CIS),
capabilities and forecast trends in the development of communication infrastructures,
current challenges and building a comprehensive concept in implementing cyber-
resistant CIS;

- practical solutions in the field of modeling of multi-beam radio channels,
creation of simulation software and research of noise immunity of cellular radio
systems, aspects of cybersecurity of CIS, evaluation of efficiency and opportunities for
its increase in communication intelligence, software processing of digital radio images
using a two-layer neural network;

- other developments in the professional field of "Communication and Computer
Technology™.

Research and implementation activities

Ch. Assistant Professor Nikolov, PhD works in program teams on: 3
international, 2 national and 2 university research projects, and is the leader of the
Bulgarian participation in one of the international projects.

The candidate shall enclose a detailed reference and evidence for fulfillment of
the minimum requirements by groups of indicators according to art. 29, para. 3 of the
Law on the development of the academic composition in the republic of Bulgaria for
accepting the academic position of "Associate Professor” in a professional field 5.3
"Communication and Computer Technology".

2. Assessment of the pedagogical preparation and activity of the candidate

Ch. Assistant Professor Nikolov, PhD is a lecturer in Bachelor's and Master's
degrees in Cybersecurity, CST, CET and AIS. He has participated in the development of

the educational documentation of the indicated specialties and has built a complete
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educational-methodical complex in each of the taught disciplines. Leader of 21
successfully defended graduates, advises doctoral students, postdoctoral students and
postgraduates, prepares students for participation in scientific forums. Participates in
inbound and outbound mobility with teaching in the educational program "Erasmus +".
He leads a team that has excelled in the international cybersecurity exercise "Embargo
GB-BG Cyber Shockwave Exercise, 2020".

The candidate has a rich arsenal of successfully completed specialized courses in
science, including first, second, third level and instructor level of "Cisco Certified
Network Associate”, as well as course "Cisco Cybersecurity Operations”, Nato NCIA
Academy, Oeiras, Lisbon, Portugal.

3. Main scientific results and contributions

Scientific and scientific-applied contributions in the monographic work

The monographic work of the candidate is characterized by a precise scientific
style and practical usefulness, which makes it a valuable educational tool at all levels in
the scientific field. The developed issues are related to the applied aspects of CIS
security and the vulnerability of the used applications.

Threats, operational breakthroughs and malicious actions in modern CIS are
analyzed; tools and techniques have been proposed to study cybersecurity, network
infrastructure vulnerability to vocabulary attacks and 'full combination' attacks; cyber-
analysis of system and program vulnerabilities in CIS was performed; The results of
conducted research on the cybersecurity of CIS in controlled conditions, using the
network resources of the "V. Levski" NMU.

The following scientific and scientific-applied contributions of the author can be
considered protected: a wide range of CIS analysis has been performed, existing
security vulnerabilities have been systematized; functionalities of the selected sets of
application tools and operating systems are proved; tests of systems and services have
been developed and performed and an analysis of the obtained results has been made
regarding possible threats in all available processes; cybersecurity is defined as a
continuous process and the need for adequate distribution of responsibilities and tasks in
the CIS service is proven; a cybersecurity policy and methodology and administration

for the protection of intermediate and terminal devices are proposed.
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Scientific and scientific-applied contributions in publications outside the
monographic work

The justification of anonymity in the aspect of protection of the vulnerability of
own network and information resources has been substantiated and an analysis of six
wired and eleven wireless anonymous networks has been performed (4); the need to
inform the user when using information "cookies™ in Internet browsers and their
potential threats and vulnerabilities has been demonstrated (5); the risk of theft of
potentially sensitive information in the event of improper handling of "cookies" sessions
in Internet browsers has been investigated (5); system requirements in the algorithm for
processing large data sets in modern software platforms for strategic intelligence have
been synthesized (6); the theory of automated processing of intelligence information
through the analysis of communication intelligence software "comint" has been
enriched (6); a comparative analysis of the deployed cellular communication
infrastructures has been carried out, market trends and their forecast development have
been substantiated (7); the theory of optimal radio reception has been enriched by
analyzing network traffic with reduced spatial volume and increased number of network
radio controllers (7); an architecture for automatic object detection in digital radars with
reverse synthesized aperture by software processing of a two-layer neural network
algorithm has been proposed (11); the theory of noise-resistant reception has been
further developed by analyzing the results of a study of the reception of radio signals
from the WCDMA standard in a complex radiocommunication environment using
simulation software; a model of a broadband jammer has been proposed (12); Existing
knowledge in the field of cybersecurity has been enriched through analysis of cyber
vulnerabilities in real cyber incidents and a comprehensive concept for the
implementation of cyber-resistant elements of CIS in a wide range of areas has been
derived (15); strategic knowledge and guidelines for the implementation of cyber-
sustainable CIS and research and application centers have been further developed (14);
a generalized functional model of CIS for cybersecurity studies, analyzes and tests of
the main applications used has been synthesized (17); the vulnerability of a WPA-2
encrypted wireless network with a limited number of password strings has been studied,;

the results enrich the theory and practice of CIS penetration testing (16, 19).
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Assessment of the candidate's personal contribution

In the submitted works for participation in the competition Ch. Assistant
Professor Nikolov, PhD has co-authored as follows: with one co-author - 9 articles; with
two co-authors - 2 articles. The rest of the scientific production are independent works
of the author.

There is no separation protocol for the participation of the authors in collective
works, which is why | accept the participation of everyone with the same contribution. |
firmly claim that there is no reason to doubt the author's participation in receiving the
indicated contributions in the submitted works of the candidate.

4. Assessment of the significance of contributions to science and practice

Definite proof of the importance of the contributions is the reflection of the
candidate's scientific publications in the literature. Attached are: 1 citation of 1
publication in a scientific journal, referenced and indexed in world-famous databases, 3
citations of 3 publications in monographs, 22 citations of 9 publications in collective
volumes with scientific review and 1 citation of 1 publication in a non-refereed journal
with scientific reviewing.

5. Critical remarks for the submitted works

I have no critical remarks about the submitted works.

6. Conclusion

Expressing my positive opinion, | propose to the Faculty Council of the Faculty
of "Artillery, Air Defense and CIS" of the "Vasil Levski" National Military University,
Ch. Assistant Professor Nikolov, PhD to be elected as an Associate Professor in the
field of higher education 5. Technical sciences, professional field 5.3. "Communication
and Computer Technology”, in the scientific specialty "Communication Networks and

Systems".

02.05.2022 Member of the jury: .....................
Assoc. Prof. Eng. Nikolay Kulev, PhD
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