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JInako Hukono, Kubdepcurypuoct na KUC — monorpagus

B Ta3u moHorpadus, CTpykTypupaHna B 4 TJIaBH, ca ChbCPEIOTOYCHH KOHKPETHH PE3YITaTH OT U3CIICABAHUS
BbPXYy CHUTYPHOCTTa Ha KOMYHUKAIIMOHHO-MH(OpMAllMOHHA CHUCTEMa, OCHIypsBaHa OT MEXIUHHU
yCTPOHCTBA (MapUIPyTU3aTOPU U KOMYTAaTOPH), U BBPXY YA3BUMOCTHTE Ha NMPHIOKEHHATA, paboOTeImu B
KpaiiHuTe MH(QOPMAIMOHHU CUCTEMH (KJIMEHTCKU CTaHIMH, ChPBBPU U 1p.). M3cnenBanusTa ca NpoBeAeHH
B KOHTPOJHMPAHU YCIOBUS, KAaTO MPEXKOBUTE PECypcH ca COOCTBEHOCT Ha  HamuoHanHuWsT BOCHEH
yHuBepcuteT. B rmaBa mwpBa ,,KuOeps3amnaxu 3a CbBpeMEHHUTE KOMYHHMKAI[MOHHO-UH()OPMAIIMOHHU
CUCTeMH'* ca pa3TJieflaHd 3aIlIaXWTe, €KCIJIOATAIMOHHUTE MPOOWBHU W 3JI0HAMEPEHUTE NCHUCTBUS B €IHA
KUC, xakto u mperien Ha HaMUYHUTEe VIHCTpYMEHTH M TEXHUKH 3a M3CIIe[BaHE HAa KMOepcUrypHocTTa. B
TjIaBa BTOpa ,,AHaJ'II/IB Ha YA3BUMH MPCKOBU MNPOUCCHU W BB3JIM B KOMYHI/IKaIlI/IOHHO-I/IH(i)OpMaIII/IOHHI/ITC
CUCTeMH"* ca U3BBPILEHU JEHCTBUS M0 MPOBEPKA HA CUTYPHOCTTA HA MpeKoBaTa HHPPACTPYKTypa, KaTo ca
H3II0JI3BAHU KAaKTO PCUYHHMKOBHU aTaKH, TaKa U aTakKu C ,,IIJIHO KOM6I/IHI/IpaHe“ CJICH OIrpaHNYaBaHC Ha HAKOU
napameTpu Ha MapoJIHUTE CTpUHroBe. B riaBa Tpera ,,CUCTEMHU U NPOrpPaMHH YSA3BUMOCTH ' € U3BbPLICH
npersie]] Ha c1aboCTUTE B ONEPAIMOHHUTE CUCTEMH U aHAJIM3 Ha CUTYPHOCTTA B M3MOJI3BAHUTE MPUIIOKESHHUSL.
B rnaBa uerBwpTa ,,OcurypsiBaHe Ha KuOep3aluTa B KOMYHHUKAIIMOHHO-UH()OPMAIIMOHHUTE CHUCTEMHU™ €
npemioxkeHa [lomuTuka 3a KHOSPCHUTYPHOCT KAaKTO W METOJOJIOTHS W aJIMHUHUCTPATHBHO-TEXHHUYECKU
JNEMHOCTH 10 3alUTa Ha MEXIUHHUTE U KpallHUTE yCTPOUCTBA.

JInnko HukonoB, Bb3MOKHOCTH 32 TMHAMUYHO pa3npe/aesenne Ha Tpaduka KbM napaJjiejHu 0e3:KuIHu
Mpexu —vacr |

Ta3u mybnukanus € mbpBaTa OT cepusiTa JBa JOKJIaga 3a Bb3MOKHOCTH B 00paboOTKaTa Ha KIMEHTU MPHU
0e3:x1uHa MpexoBa cpena. Tyk ce nmpeacTaBs MaTeMaTHuecKaTa TeOpUs Ha BEPOSITHOCTTa Ha 00CITyKBaHE Ha
KpaifHUTE YCTPONCTBA OT LIEHTPAIHO YIpaBisIBaIlo ycTpoiicTBo. [lyOnukarusata npeactasissa 0000IIeHe
OT Nperjie] Ha ChIIECTBYBAIM JINTEPATypPHU M3TOYHMIIM M OCHOBOIIOJAralld MAaTeMAaTHYECKH TEOPUH B
o0JacTTa Ha CTaTUCTUKATA. B pasriexIaHuTe MOJENHU 3a TECT C€ MOCOYBA OOCTOATEIICTBO MO OrpaHUYaBaHEe
Ha uH(pOpMalUATa OTHOCHO TEKYLIOTO ChCTOSHME Ha Tpaduka B pa3IMYHUTE HAIPABIECHUS, KOUTO
LICHTPAJIHOTO YCTPOUCTBO yIpaBJsiBa.

Jluako HukonoB, Bb3M0KHOCTH 32 THHAMMYHO pa3npeie/ieHne Ha TpaguKa KbM MapajieTHU 0e3:KuIHu
mpesxku —gact 11

Ta3zu myOnukarus € BTopara OT cepusita JBa JIOKJIaja 3a Bb3MOXKHOCTH B 00pa0OTKaTa Ha KJIMEHTH TPH
Oe3xknyHa MpexoBa cpema. [lopaau pa3TeraTelHOTO MPEJICTaBSIHE Ha MOJEIHMTE 3a W3CICABAHE WU
TEOPETUYHHTE ACMIEKTH, € HEOOXOAMMO Pa3IesTHETO Ha M3CJCIBAHETO B JBE MyOuKanuu. B To3u qokan ca
MIOCOUEHH MPOBEPKH 3a BB3MOXKHOCT 3a 00CITY)KBaHE MIIH 33 OTKa3 OT 00CIY)KBaHE OT CTpaHa Ha IICHTPAITHO
yIpaBIsIBaIl0 yCTPOHMCTBO IO JWHAMHYCH NPHHIHI. YHCIOBHTE EKCIEPUMEHTH, CIIe TECTOBETE 3a
o0CITy’)KBaHe, ca MPEICTABCHU B HIKOJIKO TaOJMIM M €HAa KOMIIO3UTHA TpaduKa, ChIbpXKaila TCOPSTUIHO
NpeJCTaBsSHE U JBE MPEACTABSIHUS C P OrpaHrueHa HHAOPMAITHS 3a HaMYKe Ha TpapHuK — aJrOPUTMH Ha
Betic o ,,JSQ“ (Join the shortest queue). Pe3ynratute mokas3mar, 4e BBIPEKH H3CIICABAHATA CUCTEMa Ja
pasroJara ¢ mo-mMajiko nHpopMalus B CpaBHEHHE ¢ HAITBIHO MMPOyYeHa CUCTEMA, YACTUIHOTO MPOYUBaHE HE
NPaBU 3HAYUTENICH KOMIIPOMHUC C BPEMETO Ha )KUBOT Ha 3asABKUTE (33]]aUunTe) U 00CTYKBAHETO HA KIIMEHTH C
0e3KHUYEH JOCTDII.

JInnko Huxonos, Kpacumup CnassiHoB, Pa3BuTHE HAa AHOHMMHHTE MPEKH U ACHEKTH HA CHTYPHOCTTA B
ObACIIMTE MPEXKU




XKenannero na ce 3amasM CHTYpPHOCTTa M TaiiHaTa B KMOEPIPOCTPAHCTBOTO IMOJATHKBA H3CIEIBAHETO B
o0iacTTa Ha aHOHUMHHTE Mpeku. Beska enmuuma, pabotenia B KHOEpIpOCTPaHCTBOTO, € MOJATIMBA Ha
kubep araku. MIHTEepHET 1HEec € HEeBEepOSTHO €(PEeKTUBHO M HEKOHTPOJHMPAHO OPBXKHE 3a MOJACIYIIBAHE U
mmuonupane. C kubep arakurte, HEIAIIM Aa IMOJydyaT pa3y3HaBaTelHa WHQPOpMalus W Ja NPEeKbCBAT
KOMYHHMKAIIUSTa, CE 33JjaBa HOBA €pa Ha BoWHA. B TO3M MOKian ce mocousa, ue TaifHaTa 1 aHOHUMHOCTTA B
KOMYHUKAI[HOHHO-UH(POPMAITMOHHUTE CHCTEMH Ca BBIPOCH C HapacTBalla BakHOCT. M30poeHu wu
Pa3THIKYBaHU ca [IeCT KaOeTHH U enHaieceT Oe3KNIHN aHOHUMHHN MpexH. Kato 3akiroueHue ce nocousa,
4ye B ChCTOSIHHME Ha TMOCTOSHHA KMOEpBOIHA, aHOHMMHOCTTA MOJKE J1a HaMalld ysI3BUMOCTTA M Jla 3aIIUTH
COOCTBEHUTE MPEKOBU U MH()POPMAITMOHHHU PECYPCH Upe3 OCYETsBaHE Ha HEMPHUATEICKUTE CIIOCOOHOCTH 32
cpOupane Ha MH(pOpMaNUATa U pa3CTpOiiBaHe HA KOMYHHKAIUITA.

Jlopa PaneBa, Teomop Tomopon, Jlunko HuxonoB, CbhoOpaskeHusi 3a CUTYPHOCT NPH CeCHMHUTE C
»OUCKBUTKH” B MHTepHeT Opay3bpure

Tyk ca mocoyenu GyHKIHOHATHUTE OCOOCHOCTH HA MH(DOPMAIHOHHHUTE ,,0MCKBUTKU " (KyKHTa, ,,C00Kies™) B
UHTEpPHET Opay3bpUTe W NOTCHIMAIHHUTE 3aIUIaXH U YSI3BUMOCTH, KOMUTO IpenocTassr. Jledunupanu ca
ChOOpaKEHUS 32 CUTYPHOCT, HEOOXOIUMHU OT CTpaHa Ha MOTPeOUTENUTEe U METOAU 3a 3allUTa B JOMEHH-
CBPBBPUTE, KATO TEXHUYECKHU YCTPOHCTBA. 3a na OBJAT MPEOJOJCHH YSI3BUMOCTHTE IO CHUTYPHOCTTa Ha
TaHHUTE B OMCKBUTKUTE, TPSAOBA HA IBPBO MSCTO MOTPEOUTENSAT 1a € 1oOpe nHpOpMUpaH 3a TsIXHATA 034,
Kak Te J1a Ob1aT MPaBUIIHO YIPABIISIBAHU U KOTa € HE00X0IMMO M3ITOJI3BaHeTO Ha OMCKBUTKHUTE. CHINO Taka,
IIpU MPOTpaMHUPAHETO Ha JaJIeH CalT TpAOBa Ja ce B3eMar Mo/l BHUMAaHUE MapaMeTpu Ha OMCKBUTKUTE KaTo
CBhKpaTeHa JaBHOCT, peajiHa HEOOXOAMMOCT OT PEKJIaMH M OIpeIeNissHe Ha pa3pelIaBaHduTe JTOMEWHH.
[Torpeburensat 6u TpsOBaIo Aa € HASICHO C pa3pelIaBaHETO WM 3a0paHSBAaHETO OIpeIeJeHHETe OT HEro
caifToBe Ja M3MOI3BaT OMCKBUTKH. Ha BTOPO MSCTO MOYKE J1a CE TIOCOYH OCUTYPSBAHETO HAa METO/T Ha 3aIHTA.
H3non3BaneTo Ha KpUNTOrpadCKu CUTYPEH alrOpUTHM, OCUTYpsIBAIIl JOCTAThUHA CIIOKHOCT Ha alrOpUThMa
3a KpUNTHpaHe OM OCyeTWJIO €BEeHTyajHa 3aluiaxara oT araka. KaTo cbhoOpaskeHHe 3a CHUTYpHOCT HE Ha
MOCIIEHO MSICTO MOXKeE Ja ce OTOeeKU OTTOBOPHOCTTA Ha MOTPEOUTENUTE Aa ChXpaHSABAT WM H3TPUBAT
U3IUIIHA OUCKBUTKH, 3alla3eHH HAa KOMITIOThpPa KAaTO HCTOpPHUS HAa TOCEUICHHSITa U JPYTH, KOUTO Ouxa
JIOTIPHHECIIY 32 HE)KEJIaH HECAaHKIIMOHUPAH JIOCTHII JI0 JTAHHHU.

Jlunko Hukomnos, Kpacumup CnassroB, EpekTUBHOCT Ha copTyep 32 KOMyHUKALIMOHHO Pa3y3HaBaHe
Enun codryep 3a curHaiHO pa3y3HaBaHE MOXeE /1a C€ ChbCTOM OT HAKOJIKO MOJyJia C Pa3IM4HU (PyHKIMH 32
paavoHaboieHne U paguoiokanus. B To3m nokian ce mocouBa, ye pasy3HaBaTenaHaTa MHGoOpMalus ce
npu00MBa ciell U3BBPIIBAHETO Ha HAKOJIKO CTHIIKHM OT KPBrOB MPOIleC, BKIIOYBAIL IUIAHUPaHe/HACOUBaHE,
crOupane, 00paboTBaHe, aHATU3 U Pa3NIPOCTpaHsIBaHe HAa MH(GOPMAITHS, KATO BCHUKHU T€3U CTHIIKU TPsOBa 1a
ca MpeJBUCHU OT pa3paboTUUIUTE Ha copTyepa, C Lel a ce MOCTUTHE MIBJIEH 00XBAaT OT MEPONPHUITHS.
Kpprosusit mpomuec omnpexnens oOparHa Bpb3Ka, Ype3 KOSTO C€ OICHABA CTENEHTa Ha €PEeKTHBHOCT Ha
CUTHAJIHOTO pa3y3HaBaHE M JI0 KaKBa CTENEH ca M3MbJIHEHU IMOCTaBEHUTE W3UCKBaHUA. B noknana ca
MOCOYCHH PA3INYHU (PYHKIMOHATHOCTH Ha crparerudecku cuctemu ,,COMINT® u TakTHdecku cucTteMu
»CESM®. OmneparuBHute m3uckpanus 3a eqHa CESM cuctema TpsiOBa 1a OTroBapsAT Ha BB3MOXKHUTE
cpeacTBa 3a komyHukauus. [loHsikora obaue ce Hajlara HaJM4HaTa CHCTEMa 33 KOMYHHUKalus Ja Obnae
3aMEHEeHa ¢ TI0-MOIIIHA, 3a 1a OTTOBaps Ha BCE MO-CTPOTUTE ONEPAaTUBHU U3UCKBAHUS 32 PaJIHOMOHUTOPUHT.
CodryepHaTta yacT Ha e€JHa TakaBa CHUCTeMa C€ OIpejesss KaTo MO3BOJISIBAILA IIMPOKOJIEHTOBU CEH30pH,
KOHMTO OT CBOSI CTpaHa Ch3/1aBaT rojieMu 00eMH OT JaHHH, KOMTO J1a OT CBOSI CTpaHa € HeoOX0JMMO J1a Obaar
JIMICTAHIIMOHHO YIIPABIISIBAHU C U3I0JI3BaHE HA HUCKOCKOPOCTHH KOMYHHUKAIIMOHHH KaHAJIH.

JInako Huxonos, EBosonus kbM 4G IIHPOKOJICHTOBH KOMYHHMKALMHA

B To3m nokyan e HampaBeH aHaIW3 HA Pa3BbPHATUTE 3a CBOETO BPEME KIEThYHM KOMYHHKAI[MOHHH
UHPPACTPYKTYPH U € TMOCOYEeHa TeHJEHIMATA 33 MPEMUHAaBaHEe KbM CHCTEMH OT CIIEABALIO MOKOJEHHUE.
CrnenBaino nokoJaeHUe 03Ha4aBa MOBUILIECHN Bb3MOXKHOCTH OT IVIEIHA TOYKA HA KAIlAUTET 3a IpeJaBaHe Ha
JaHHU, Opoi CBBbpP3aHM MOOMIIHM YCTPOMCTBA U YJIECHEHO yINpaBiieHHEe Ha KOMyHHKAIMOHHUTE KaHAJU OT
CTpaHa Ha KOHTpoJjieputre B 0a3oBuTe cTaHIMH. Upe3 ¢urypatuBHM rpaduku ca MOKa3aHU Na3apHUTE
TEHJIEHIIMM, KaTo Ha ¢urypa 2 € MOKa3aHO W NPOTHO3HO pa3Butue. llocoueHn ca mpeaumcTBaTa Ha
HOBOOIIpeiesieHaTa (popMa Ha PaJUOCUTHAIA — Ta3u C OPTOTOHAIHO YECTOTHO MYJITHILIEKCHpaHe. Pasrinenan




€ U aCIeKT 3a ONTHMH3UPAHE HATOBAPBAHETO C MPEKOBH TpadHUK Upe3 mpepaspeeieHie MeKIy yMajeH B
IPOCTPAHCTBOTO 00EM, HO TOBHILIEHO KaTO KOJIWYECTBO Opoii kieTku u KoHTpoiepu (Radio Resource
Control-RRC) B nuiieTo Ha KpaiHU yCTPONCTBA — MOOMITHHM TEPMHUHAIIH.

Onusa MareBa, JIlunko Hukonos, AnrepuaruBara IPv6 3a KOMIIOTBPHHUTE MpeKH

Wurepuer nporokon Bepcust 6 (Internet Protocol version 6 — IPV6) ce siBsiBa eBosmonus Ha Bepeus 4 (IPv4).
[Pv6 npenBmxaa mo-jiek MEXaHU3bM Ha 00pabOTBaHE HA XeAbpa, 3aIOTO BCEKH OTICNICH MaKeT MOXe Ja
Oblle C pa3iMyHa JbJDKUHA. 3HAUYUTEIHO € YBEIUYEHO aJPECHOTO IMPOCTPAHCTBO, a METOIUTE 3a
ABTEHTHUKAIUS Ca YChBBPIICHCTBAHU. HOBUST MPOTOKOM Mpe/iara yBeandaBaHe Ha KOJTHYECTBOTO OUTOBE,
OTpeJieHH 3a enuH aapec — 128 6uta. ToBa npexmoara 0KoJIO 3,403.10% opos aapecu. [Ipu IPv4, anpecute
ce 3amucBar ¢ 32 Oura, T.e TO3H IPOTOKOJ onpeens 2°? yHuKalIHy ajpeca, HOYTH BCHYKH OT KOMTO Bee ca
3aeTn), 10Kato npu IPv6 6post yaukanau agpecu e 2128, [pensumenn ca JOMakMHCKI ypeay, aBTOMOOKIIH,
cMapT(hOHH, e-KHUTH, TabJeTH, JIANTOIH, ,,wearables” u npyru (10T) ycTpoicTBa Jja U3MOI3BaT CBBP3aHOCT
kbM MHTEepHeT. Benuku Te me morar ga padotsat ¢ [IPv6. B To3u qokmnan ca mpeacTaBeHH B PE3IOMUpPaH H
CHhKpATeH BHJI Hal-BaXHHUTE (PYHKIIMOHAIHOCTH HA MpoToko |IPV6. BB BoeHHata cdepa Oeliie npeacTaBeH
BOMHHUKA Ha OBJenIeTo ¢ mpudan3uTeTHo 50 MpekoBH ycTpoicTBa B yHU(]oOpMaTa cu, noisBamiu [P ampec.
[Topaau To3u QakT, KaKTO U MOPaJAX U3MCKBAHETO 3a MOBUIIIABAHE CKOPOCTTA Ha IMpeAaBaHE Ha JaHHU IO
KOMIIOTHPHUTE MPEXKH, CIICLIMATTUCTUTE B Ta3U 00JIACT MPEATIOKHUXA HOBaTa BEPCHsI HA MPEXKOBHU S TPOTOKOIL.
Kato momoOpeHne OT M3KIIOUMTETHA BAXKHOCT MOXKE Ja CE€ MOCOYM BB3MOXKHOCTTA 3a IMO-TOJIAM Opoi
yHUKanHu aapecu. [Ipen pazpaboTunnure ca npeasBIBaHU U3UCKBAHUSA 32 OMPOCTEHOCT, MTOBEYE I'bBKABOCT
U M0-BUCOKA €()eKTHBHOCT OT TJIeJHA TOYKA Ha (DYHKIIMUTE, C KOUTO HOBUSAT MPEKOB IPOTOKOJ TPsOBa aa
pasmonara.

Linko Nikolov, Nikolay Kulev, A survey on the quality of digital images

B T03u oKa € HampaBeH JTUTepaTypeH 0030p Ha eKCIICPUMEHTH [0 KOMIIPECHPaHEe Ha H300paKeHHUs, KaTO
ce mM3cie[Ba KAayeCTBOTO HA KapTHHATA, CICKTPAJHHUTE XapaKTCPHUCTUKU M CTENEHTa Ha 3aryba Ha
urdopmanus. Kato mapamerpu 3a CpaBHUTEJICH aHAIU3 Ca M3MOJ3BaHH KOPEIAIMOHHUA XapaKTEPHUCTHKH
MCKAY OpWUIrMHaJIHO H KOMIIPECUPAHO H306pa)KCHI/Ie, KakTO MW CpE€AHO KBaJApaTUYHO OTKIOHCHHC B
CTOMHOCTUTE Ha IIBETOBA raMa 3a JBa CIHAKBH OOCKTa B CHOTBETHHTE OPUTHHAIHO W KOMIIPECHPAHO
u3obpaxenue - MSU-BM (MSU — Blocking Measure — orieHka 3a OiokupaHe IBHKEHHETO Ha apTeakTH
npu MPEG xommpecust); VOQM (Video Quality Measure) u SSM (Structural Similarity Metric).
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JIunko Hukonos, 3acekpersiBane npeaapadero Ha 1anau B CDMA2000 1IxXEVDO

EnvH OT HIKOJKOTO peaJu3upaHH CTaHIapTa Ha KJIEThYHATa CUCTEMA C KOJOBO pa3JeisiHE Ha KAHAIUTE
CDMA2000 e ,,1XEV-DO*, xoiiTo € u3Is1710 ¢ makeTHa o0paboTka Ha nuppoBHUTE NaHHU. B Tasu cucrema,
NaKkeTUTe C JAaHHU OMBAT 3aCeKpeTsBaHU (KPUNTHPAHH) Ha HAKOJIKO €Tana MOCPEICTBOM HPOTOKOJH,
paboremu B 000COOCH CIIOW 3a CUTYPHOCT OT 3aTBOpPEHUsST MpexkoBus Mojen mo cranmapt CDMA. Tyk e
pasriesiaH CIOAT 32 CUTYPHOCT C HEroBHTE ()YHKIIMOHAJTHM BB3MOXHOCTH, OIPENENIEHH OT BHEAPEHUTE
CTaH/apTH U MPOTOKOJIM 32 MPEXKOBa CUTYpHOCT. [locouenu ca u ilepapxusita U CTHIIKUTE IPU T€HEPUPAHETO
Ha KJIHOYOBE MEXIy KopecnoHiaeHTuTe. Karo pesynararnm oT aHanusa ce IIOCOYBA, Y€ H3MOJI3BAHUTE
IPOTOKOJIM Ca HaJASXKIHU M IpoLecopHaTa UM 00pabOTKa HE YCJOXKHSBAa B rojisiMa TEXKECT MOTOKa OT
uHCTpyKuMu. He ce momydaBa HeHyXHO 3a0aBsiHe Ha MaKeTUTE, a JIATEHTHOCTTa € B TPAaHUIUTE Ha
PUEMITUBOTO 3a oTpeduTens. Henoctarbk B u3cieaBaHUTE MPOLIECH T10 3aCEKPETABAHE Ce TOCOUBA HUCKATA
KpUnTorpadcka ycTOMUMBOCT Ha KIFOYOBETE MPHU HAJIMYHA YacTHYHA MH(OpMaIHsl, BKIIOYEHA B Ipoleca Ha
reHepupane. C men ga He ObJAaT HATOBapBaHHM IpolieCOpUTE B OA30BUTE CTAHIMM U TEPMUHAIUTE,
IPOTOKOJIUTE 32 KpUNITHPAHE HE TeHepUpaT KIIFOYOBE € JIOCTaThUHA ABJKMHA U KPUITOTPaCKH CBOWCTBA.
ToBa ce sBsiBa ySI3BUMOCT B CUTYPHOCTTa Ha CHCTeMara, HO TS c€ OTKpHUBa caMO IpH ClEeHUaTU3UPaAHU
IpeHAMEPEHHU aTaku U KPUIITOAHAIINS.
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Krasimir Slavyanov, Linko Nikolov, An algorithm for ISAR image classification procedure
B T031 f0KIIa] € MpeioKeHa apXUTEKTypa 32 aBTOMATUYHO pa3KpUBaHe HAa O0CKTH ITPpU IUPPOBH pajiapu




c oOparHa cHHTe3Wpaima ameprypa 4pe3 codryepHa oO0pabOTKa OT aNrOpUThM HAa HEBPOHHA MpexKa.
ANTOopUTBEMBT Ha M3CJE/BAHATA ABYCJIOWHA HEBPOHHA MpeXa MPUTEKaBa CBOMCTBO 3a ONTHUMM3ALUSA Ha
HN300paKEHUETO C BUCOKA €()EKTHUBHOCT, KOETO CE€ JIOKa3Ba ¢ TpadUKu ciie]] M3UuCiIsIBaHe oOeMa Ha IIeJICBH
eJleMeHTH. 3a oOydeHHe Ha ajlropuTbMa ca MPOBENEHU 72 emoxXu, a 3a KayeCTBOTO Ha aJropuThMa ce
OTIpeieNsl CPeIHO KBAApaTHUHA TPENTKa B M3UMCIeHnaTa 3a obem pasHa Ha 1.107 . B moxmana ce mocousa,
Ye TO3U AITOPUTHM € MOJXOMAI] CaMo 3a Kjlaca O0CKTH, KOUTO ca IpPEIBapUTEIIHO M3BECTHU U 32 KOUTO
Kopenanusita € Bb3MOKkHA. OCOOCHO BakHA XapaKTePHCTUKA TPU H3TPaXKIaHe HW300paKEHHETO Ha
pazMoNIOKAIIMOHHATA 1€ € MUKCEIIHOTO ChOTHOIEHHE. To ydacTBa B pa3lo3HaBaHETO HA IIETUTE, JI0pU B
YCIIOBHATA HA CUJIHU CMYUICHHUS, XapaKTEPHH 3a PaIMOJIOKAIMOHHNUS KaHal. J{pyT pe3ynTar ciej aHajau3a B
TO3M JIOKJIAJI € BHCOKAaTa CKOPOCT B M3YHMCICHHETO W 00paboTKaTa Ha M300pakeHHsITa Ha 1enute. To3n
AJIIOPpUTHM CC OKa3Ba NOAXOAAI] U ITPU U3IIOJI3BAHCTO MY 3a ApYyTH 3aaa4u, CBbpP3aHU ¢ MAlLIMHHO 06yquHe,
HO TIPUEMAIIH CHIIUTE OTPAHUYCHUS 32 IIPeIBapUTeIHA HH(OPMAIIHS U IPHIIOKUMOCT Ha JKEIaHOTO KpaitHO
CBbCTOSAHHC.
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Linko Nikolov, Dyanko Hubenov, BER performance for WCDMA signal in a jammed radio
environment

B Tasm mnyOmmkammsi ca TPEACTaBEHW pE3ylTaTd OT CHMYJIAIMOHHO W3CJIe/BaHE IPUEMAHETO Ha
paiMOCUTHaIM B  PaJMOKOMYHUKallMOHeH kaHan oT crangaptr WCDMA B ycnokHeHa
pPaIMOKOMYHHKAIIMOHHA cpea upe3 cumynanuoneH codryep. Crtanmaaptet ¢ 3GPP WCDMA, a kaHarsT €
HU3XOMI, ¢ dectoTHO paszaensHe (FDD, Release99). CumynaiuoHHust codTyep uMa BB3MOKHOCT 3a
M3UYUCIISIBAaHE BEPOSITHOCTTA 32 Bb3HUKBAHE Ha ITM(POBA Ipellka, KaTo U3CIEABAHUTE O0EKTH ca OJIOKOBE C
nakeTt, TpaduK KaHajga MU KOHTPOJIHMS KaHal, a mapaMmerpurte ca cboTBeTtHo ,,BLER®, ,DTCH BER* u
,»DCCH BER®. Pesynratute ca mpencraBeHu B TaOJIWMYeH BUJ, a HAa Tpaduka ¢ m3oOpazeHa ¢opmara Ha
npeaeH s U Ha pueTrs curHail. [IpeuioxkeH e Mojiel Ha IUPOKOJICHTOB CMYTHTEN CUMYJIMPAI MOIITHOCT
Ha cmymaBanus curaan SW. HegoctaTek ce siBsiBa KpaTKOTO CHMYJIMPAHO BpeMe Ha paboTa Ha cucTemMara
1opajay HUCKAaTa W3YMCIUTEIHA MOIIHOCT Ha MPOIecopa, KOWTO 00paboTBa cCUMYJIAMOHHHS codTyep, HO
MOJYYCHUTE PE3yiITaTH Ae(PUHUPAT OPUEHTUPOBBYHU CTOMHOCTHU C JIOCTaThYHA TOYHOCT 3a OINPEIENIsTHE Ha
MUHUMAITHOTO HEOOXO0JUMO ChOTHOIIICHNUE CUTHAI-IITYM B IPHEMHHUKA 32 OCUTYpPsIBAHE HAa HEMPEKbCBAEMOCT
Ha KOMYHUKAIIMOHHUTE YCIIYTH.
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Linko Nikolov, Krasimir Slavyanov, On the contemporary cybersecurity threats

Crnen mpuemMaHeTo Ha OOCTOSITEIICTBOTO, Y€ TMeTaTa o0JacT Ha OOMHOTO MoJie 1€ € KHOepIpOCTPaHCTBOTO,
BBIIPOCUTEC I10 KH6epCI/IrypHOCTTa HapaCHaxa HEMMOBEPHO. B T031 AOKJIAa[A Ca pasrjicaHn TCHACHINMHUTC Ha
KuOep3armiaxuTe OT TJIeJHa TOYKa Ha KOMIIOThpHAaTa, MpexoBa W obimayHa curypHoctT. [locodenu ca
AKTYAJIHUTE ITOCOKH Ha KH6epaTaKa, Haﬁ-H3BeCTHHTe, Haﬁ-MHPOKO HU3II0J3BAaHUTE U Hal-4eCcTo CpCIIaHUTC
aTaKu, INTaBHUTEC YA3BUMHU TOYKHU B KOMIIOTBPHUTC CUCTEMH U MPCKHU, KAKTO U TOII 10 Ha ye6 PUCKOBETE
CIIopC] CBCTOBHU U3TOYHHUIIH. ITocouen e KOHKPCETCH IMPUMCED 3a YA3BUMOCT B CUCTEMA 34 Oasa JaHHH, KaKTO
U IpUMEP 3a aTaAKHM YPE3 TCXHUKUTEC 3a COOHMATIHO MHIKCHEPCTBO. Kato Texuukm 3a 3alura ca IOCOYCHH
ONCPATUBHU HACOKHU 3d CUCTCMHUTEC U MPCKOBUTC A AIMUHUCTPATOPH.
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JInako Hukoios, Posisita Ha EBponeiickusi cb103 B ocurypsiBanero Ha Kudepcurypaocr

To3u 0030peH OoKIaa pasriiexkaa HaCOKUTE, pa3UCKBaHU OT EBpomeiickata komucus u ot EBponeiickaTta
areHITUs 3a MpPEeXXoBa M WH(OPMAIMOHHA CUTYPHOCT T10 U3TPaKIaHE HAa €AMHEH CUCTEMaTHUeH MOAXO0 IPH
CIpaBsiHETO ¢ TpoOiemute Ha kubepcurypHoctra. IlocouBa ce, ue PemyOmmka bbarapus, cbec cBoute
HOBOCH3/IaJICHU CTPATETHICCKH JOKYMEHTH, @ MIMEHHO 3aKOH 3a KubepcurypHoct u Hanmonanna crparerus
3a KHOEPCUTYPHOCT, MPEACTaBs Mpel eBporelickara OOIIHOCT TOTOBHOCT 3a CMa3BaHE Ha IIEHHOCTUTE U
MPUHITUIINATE 32 OCHIIECTBABAHE HAa KAYE€CTBEH U €()EKTHBEH KOHTPOJI ITPH BH3HUKBAHE HA KUOEp MHITUACHTH.
Bractute u xomnereHTHUTE opraHu B PemyOnuka bearapus, karo meiaHompaBeH wieH Ha EBpomeiickus
ChIO3, MMaT ujes 3a ch3gaBaHe Ha HammoHanHa KOOpIMHAIIMOHHO-OpPraHM3AIlMOHHA MpeXa 3a Kubep
curypauoct HKOMKC mno monena Ha myOJMYHO-4aCTHUTE MAPTHHOPCTBA, Upe3 KOSATO IIe MOXKE Ja ce
WHTETPHUPAT €UHHUTE €BPOTICHCKUA TUPEKTUBH M TIOKYMEHTH MO MPEKOBAa U MHPOPMAIIMOHHA CHUTYPHOCT.
Karo pesynTar oT 1031 0030peH 0Kl MOXKE J]a ce 3aKJII0YH, Y€ IEPMAaHEHTHOTO O0yUYeHHE Ha MepCcoHaa,
paboTen B KHOEPIPOCTPAHCTBOTO, TPSIOBA J1a CTaHE 3aAbJKUTENICH eIeMeHT. TpsioBa 1a ObIaT YCTAHOBEHHU

4



CIEMAIU3UPAaHN U3CIEIOBATEIICKU U MIPUIIOKHHU LIEHTPOBE C YHUKAJIHU KOMIETEHTHOCTH U TEXHOJOTMYHA
0a3a 3a cumynanuu, oOy4yeHue, U3MUTBAHE U aKTHBHA 3amuTa Ha IT-cucreMu, cUCTEeMHU 3a yIpaBiIeHUE B
UHAYCTpUSTAa U KPUTUYHU UHPpacTpyKkTypu. [TocpeacTBOM HOBOM3IpaJeHUTE KOOPAUHALMOHHH IIEHTPOBE,
CJICZIBAHETO Ha €IMHHA paMKa 3a CepTH(HIMpaHE U IMOCTUTAHETO Ha 3aIUTEH OOI eJIEKTPOHEH Ma3ap B
EBporneiickus cbio3, a B TOBa 4ucioO U B bbiarapus, me ObJe aJekBaTHO OTTOBOPEHO HA CHBPEMEHHHUTE
IPEIM3BUKATENICTBA MTPEl KHOSPCUTYPHOCTTTA.
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JInako HukoiioB, CBIIHOCT, POJisi, MACTO U 32124 HA KUOEP 3alUTATA B CATYPHOCTTA U OTOpaHaTa

B T031 0030peH nokiaa ca pasrie1aHd OCHOBHUTE IPUHIUITA U METOIH 32 OCUTYPsIBAHE Ha KHOEPCUTYPHOCT.
Jedunupanu ca U OpUEHTHPOBBUHU TOHATUS 3a HampaBieHHeTo KubepcurypHocT, KaTo ce Mmoco4yBaT
CbIIHOCTTA, pPOJIsATA, MACTOTO W 3aJa4YUTC, HU3NBJIHABAHU B IMIPOLCCAa HA OCUTypsABAHC Ha 3alldTa Ha
eJIeKTpOHHaTa UH(OpMalKs B KOMIIOTHPHUTE CUCTEMHU U Mpexu. [locTuranero Ha eHO >KeIaHO KpalHO
CBbCTOSIHME Ha KHOEp YCTOHYMBOCT € CBBP3aHO C BCEOOXBATHO IPEOCMHUCISHE Ha NpobjeMure Ha
CUTYpPHOCTTa, (hopMUpaHe Ha aJeKBaTHU Ha ChBPEMEHHMTE PEaTHOCTH KOHIICTMU M OCBHILIECTBSIBAHE HA
CHUCTEMa OT B3aUMOCBBP3aHU MPAKTUUYECKU ACHCTBHUSA, BOJACIIA KbM HU3TpaXJaHE HAa KAaYECTBEHO ,,HOBA
apXUTEKTypa* Ha chucTeMaTa Ha HallMOHAJIHA CUTYPHOCT. [ TaBHOTO B TOBa MPEOCMHUCIISTHE € Bb3IIPUEMaHETO
U YTBBP)KIaBaHETO HA (opMylMpaHaTa Te3a, 4€ ,,0CHOBA* W ,M3rpaxaania KOHCTPYKIHS ® Ha ,,HOBaTa
apXUTEKTypa*“ Ha CUTYPHOCTTa B KOMYHUKAIIMOHHOTO OOIIECTBO € KUOEPCUTYPHOCTTA, Pas3riekIaHa BBHB
BCUUKHUTE U HU3MCPCHUA - TGXHOJ’IOFI/I‘-IHO-I/IH(bOpMaIII/IOHHO, MPaBHO-UHCTUTYUHUOHAIIHO W IOJUTHUYCCKO.
Apxurektypara Ha KuOep 3amuraTa e 0Tpa3siBa MOMEHTHOTO (aKTyaJIHOTO) ChCTOSIHHE Ha MOTPEOHOCTHUTE,
" 1€ MMa BB3MOXHOCT 3a NPEMHUHABAHC KbM HOBO, IMO-CBBBPUICHO M B IIO-TrOJIsIMa CTCIICH OTrOBapsAIlO0 Ha
LeIUTE Ha cucTemarta, chetosuue. Kubep 3ammrara TpsOBa 1€ MOKpUBa LEHsl CIEKThP OT YSI3BUMHU MECTa
U KPUTUYHH TOYKH. I/IH(l)OpMaIII/IﬁTa, HE3aBUCUMO OT HOCHUTCIIA, BBPXY KOMTO ce CbXpaHsdBa, U BHJa Ha
HEIHOTO MpeJCTaBsHE B MPEHOCHATa cpeia (MacMBH OT JAaHHU, TJac, BUAEO, TenedoHus U Jap.), me Obae
HAJICKIHO 3amuTeHa. Bce omie o0ade He € KOHKPETH3WPAaH HaW-CTaplIus, HAW-TJIABHUS OTTOBOPHHUK 3a
U3MIBIHEHUETO Ha BCHUKU Te3U JIEHHOCTH 1Mo Kubep 3amura. B monutudecku acnekt, B Penybnuka bonrapus
TpsiOBa J1a ce BbBEAE €IMHOHAUYAINE U €IMHEH MOAXOJ 3a YIpaBlieHHE Ha KUOEPCUTYPHOCTTA, KOUTO KbM
MOMEHTAa Ha HallMCBAaHE HA TO3M JIOKJIA]I JIUIICBA.
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Jlmako HwukomoB, AHaiM3 Ha Yf3BHMOCTTa Ha 0e3:KMYHA KOMIKITHPHA MpeKa, 3allUTeHa ¢
kpunrorpagceku nporoxkosa WPA2

B enna KUC, noTteHnuanexn Bxo 3a ataka € 0e3)KMYHaTa TOUKa 32 MPEXKOB TOCTHI. Bhpeku 3anmraBaneTo
Il CbC CTPUHIOBA MApoJia, IO METO/Ia Ha OTraTBaHE C IIbJIHO KOMOWHUPAHE € Bb3MOXKHO 3JIOHAMEPEHO JINIIE
Jla OCBIIECTBH HEPETrJIaMEHTUPAH JIOCTHII. B TO3M M3CiIe0BaTENICKU TOKIIA] ca MPEICTaBeH! BpeMeHaTa 3a
pa3OuBaHe Ha HAKOJIKO MOJEJia Ha Iapojid Ype3 MHCTPYMEHTH 3a aTaka ¢ I'bJIHO KOMOMHHMpaHe U aTaka ¢
NIOMOIIITA HA CTPUHTOBM TMAapOJHM OT PEYHHK. 3a TMPOBEXKIaHE Ha W3CIEIBAHUATA € H3IOI3BAHO
MYJATH()YHKIIMOHAIHO YCTPONUCTBO 32 OCUTYpsIBaHE Ha O€3:)KMUYEH JTOCTHI U MapUIpyTU3UpaHE Ha MTAKETUTE C
nannu: ,,Huawei HG530%; mobunen tenedon ¢ omepanuoHHa cuctema AHapoun Bepcus 4.2.2, a Karo
aTakyBallla cucTeMa e u3noiyi3BaH KoMmoTsp ¢ 2GB RAM namer u onepaunonna cucrema KALI LINUX. B
TOIOJIOTHSATA 33 U3CJIC/IBaHE Ha YSI3BUMOCTTA € MOJI3BaH BCEU3BECTHUS MOXBaT ,,Man-in-the-Middle, MITM*.
Artakysana e ¢pynkiusra ,,WPA-2 Personal“ B mpotokona WPA. Cr3naBaHaTa Mpexa ¢ KOHTPOJIHpPaHa U He
ca KOMIIPOMETHpPAHH JIMYHH JaHHU. YCIOBHATA 33 TMPOBEKIAHE Ha M3CIEIBAHETO ca JabopaTOpHH, KaTo
pecypcute ca orpanndenu. [Iporeca Ha pa3duBaHe Ha Maposia U3MCKBA U3MOI3BAHETO WM Ha CPAaBHSABAaHE HA
XeII-CTOMHOCTH, TPOU3BEICHU OT IApOJIH, MTOIPEICHH B PEYHHK, HITH Ype3 KOpesanus Ha MCeBI0CTydaitHO
TeHEepPHPaHH CTPUHTOBE C XENI-CTOWHOCTTA Ha TEKyIaTa mapoia 3a Mpexkata. OT cBoOOTHOTO IMTPOCTPAHCTBO
B UHTepHer e usrernen peunuk ,,BIG WPA LIST®, koiito e B TekcToB opmar u uma pazmep okoiso 16 GB.
Bpemenara 3a paz0uBaHe Ha TapojM ca TMOKa3aHW B Tabmuma 1, kato 0coO0€HO BHUMaHHE MOXKE Jia Ce
HaOJerHe Ha MapoJHUs CTPUHT ,, 1qaz!QAZ “, koifiTo MHOrO YecTo OMBa M3IMOJI3BaH KAaTO 3aMECTHTEN Ha
KpuUnrorpadcku ycToiH4MBa mMapoyia, HO TOW TNPHCHCTBA B CBETOBHOM3BECTHHUS PEYHHK W BPEMETO 3a
oTraTBaHe, C OIpEJIeIEHUTe B Ta3d HM3CJIEOBATEJICKAa MOCTaHOBKA pecypcH, € okono 5600 cexynmu. B
JOKJIaaa ce mocoyra, e gyukuusarta ,,WPA-2 Enterprise” He ce moamaBa Ha Taka MPEIIOXKEHUS MOXBAT
,MITM®, ¢ KoeTo ce MoBHIIIaBa HUBOTO HA KHOEp3aIluTa.
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Linko G. Nikolov, Vasil O. Slavyanov, Network infrastructure for cybersecurity analysis

3a ocblIecTBABaHE Ha M3CJEIBaHUSA B 00JacTTa Ha KHOEPCUTYPHOCTTa € HEOOXOAMMO Ch3/IaBaHETO Ha
7a00paTOpPHU  YCJIOBHS, MAKCHMadHO OJW3KHM JI0O PEATHUTE KOMYHHUKAIIMOHHO-WH(POPMAIMOHHU
uHppacTpykTypu. To3M U3CIEIOBATEICKH JOKJIA] MMa 3a IeN Ja MPEACTaBH Ha IIUPOKATa ayIAUTOPHS
MpUMEPEH MOJIESN Ha peajHO pa3BbpHATa MPEKOBa HH(PACTPYKTYpa 3a U3BbPIIBAaHE HA KOPEKTHHU TECTOBE 3a
KuOepcurypHocT. B MpexoBarta TONOJIOTHs ca MpeIBUIeHN KaOeIHN U O€3)KUYHU YCTPOUCTBA, pabOTeIH C
Hal-U3BECTHUTE H Haﬁ-MHPOKO PasOpoOCTpaHCHUTE OICpPpAMOHHU CHCTCMHU. ITocouenn ca u HaH-
(l)yHKI_[I/IOHaJIHI/ITe, OT TJICAHA TOYKAa HAa BB3MOXKXHOCTH, HHCTPYMCHTU U TCCTOBHU PaMKH, YPE3 KOHUTO Ca CC
MOCOYBAT AJ[CKBATHU PE3YITATU NPHU KHOEp M3cleABaHuATa. JIeMOHCTpUPAHO € M3MOJI3BAHETO Ha HAKOJIKO
HHCTPYMEHTa Kato : ,,nmap®, ,lynis“ u pamkara ,,OpenVas web app test”. IlpemnoxkeHara MpexoBa
UHPPACTPYKTYpa € MOIXOAAIIa 32 MUPOK HAOOp OT M3MOJI3BHU B CBETOBEH MAIad MPHIIOKEHHS, HO MPH
HaJIM4YUEC Ha Cl'IeI_[I/I(bI/I‘lHI/I 3aJlavv U KOHKPCTU3HUPAHU YCIIYTH, € HeO6XO,I[I/IMa JOITBJIHUTCIIHA KOH(i)I/IpraI_[I/IH
¥ HMHCTAJIMpaHe HAa HOBU CO(TYyEepHH WHCTPYMEHTH, OTTOBApSAINM Ha crenu(uIHHUTE 32 JaJeH KIUEHT
N3N CKBaHMUs. CJ'IG,I[ KI/I6epaHaJ'II/I3 B TO3U AOKJAaA, pE3YyJITaThT OT U3IIOJA3BAHCTO Ha IPEIIOKECHUTE KOMIIJICKT
MHCTPYMEHTH U MH(PACTPYKTypa € MOCOUBAHETO Ha MOJUTHKH 32 MMOBHIIABAaHE HA KHOEPCUTYPHOCTTA.
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Nikolov, L., Fetfov, O., Borisova, A., Cbo0paskeHHsI 32 CHTYPHOCT NPH NHCAHETO HA KOJI0BE C
JavaScript,

Enna cunHo ys3BUMa TOYKa MPHU M3MOJI3BAHETO HA MPOrpaMeH KOJ B IIMPOKOMAIAOHUTE MPUIIOKEHUS TI0
LeJIMs CBSIT € BHEPSABAHETO Ha (DYHKIIMOHAIHOCT 4pe3 e3uka JavaScript. Ot exna crpaHa, ToBa € 100pe 3a
NOTPEOUTENUTE M Ce MPUBETCTBA OT IIEHA TOYKA HAa MHTEpakTHBHOCTTA. OT JIpyra cTpaHa obave, B TO3U
JIOKJIaJl ca TOCOYEHH PUCKOBE 3a KMOEpCUI'YpPHOCTTa M CKPUTH 3alllaXd, MOPOJIEHH OT CHHTAKCHCA Ha
JavaScript. B To31 1oxaz ca npeacTaBeH! HIKOHM OT Hal-M3BECTHUTE 3aIUIaXH, KAaTO Ca TOCOUYEHH U TEXHUKH
3a U304rBaHe Ha ys3BUMOCTUTE. B TO31 0030peH A0KIa]l ce MPEACTaBAT Bb3MOXKHOCTUTE 3a Kpak0a Ha JaHHU
IpY aTaKyBaHE Ha CIIA0OCTHTE B MPOTpaMHUs KO Ha yeO-caiitoBe, HT TP 3asBku u cecun ¢ OMCKBUTKH. 3a
n30srBaHe Ha cnaboCTUTE W HaMallsBaHE HAa PUCKOBETE OT IJle/lHAa TOYKAa Ha KUOEPCUTYpHOCTTa, B TO3U
JIOKJIa/l ca 0000IIeHH HACOKHUTE NP MUCAaHEeTO Ha KoaoBe ¢ JavaScript. [locodyeHu ca u crienuanau3upaHu
UHCTPYMEHTH-QHAJIM3aTOPH B IOMOII Ha pa3paOOTYMIMTE MOpU IpOrpaMupaHe ¢ e3uka JavaScript:
,Crawljax“, ,,ESLint"“, ,,Esprima* u ,,Iroh.js*.
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Linko G. Nikolov, Wireless network vulnerabilities estimation

To3u u3cne0BaTeIICKH JOKIIA]] JOPa3BUBA IPEIXOIHO 3aII0YHATHS aHam3 Ha mpotokoia WPA-2 o 3amuTa
Ha Oe3KWYHUTE MpeXu. B mpeioxkenara 6e3kuyHa TOMOJOTHUS 32 M3CIEIBaHE C€ aHAIU3UPA U MPOTOKOI
WPS, ¢ Bp3MokHOCT 3a kKpakOa Ha uncioBust PIN xox. [IpeacraBen e u iureparyper o030p 3a aHAJIM3 Ha
W3BECTHHU Beue ysI3BUMOCTH B Oe3xuuHuTe Mpexku. [locoua ce, ye mpu u3non3anero Ha npotokon WPS ¢
PIN kox, HUBOTO Ha CHUTYPHOCT € 3HAYHTEIHO 3aHIKEHO, a NPW HM3ION3BaHETO Ha mpoTtokon ,,WPA-2
Enterprise, oTTOBOpHOCTTA 3a 3aIKTa Ha O€3)KMYHATA MPEKa Ce MPEXBBPJIS KbM 3allIUTaTa Ha [IEHTPATHOTO
YCTPOWCTBO, YIPABJISIBAIIIO0 0OMEeHa Ha KpUNTOrpad)CKH KIIOYOBE.
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Banentun T. Aranacos, JIunko I'. Hukonos, XCPU cumysiaTop kaTo 00yyaBaiio npujiokeHne
[TyOnukanmsara mpenctaBsi eqHa peanu3aius Ha YeO OazWpaHO NPUIIOKEHUE C MHTETpalus Ha MOJeT Ha
oOyuyaBaHMs 3a LenuTe Ha LU(ppoBO-0a3upaH yuebeH mpouec. M3nokeHn ca MOIXOAM 3a CHHTE3 Ha
KOMIIOHEHTHH MOJIEeNIM, TpeJHA3HAUYeHH 3a CHUMYJAMM Ha TporecopHa oOpaboTka, OasmpaHa Ha
apxuTeKTypeH Habop ot uHcTpykumu ,,CISC*. IlpeacraBeHUSAT MOAXOJ 3a KOAMpPaHE HAa WHCTPYKLUU
MO3BOJISIBA MIUPOK KPBI' OT KOJIOBU OTPSI3BIIM, KOUTO OMXa JOMPUHECIH 3a MO-100poTo pazdupane paboraTta
Ha TMPOLIECOPHOTO YCTPOMCTBO OT CTpaHa Ha oOyuaBaHuTe. Peanmzanusta Ha MPHIOKEHUETO CIIEABa
BB3NPUATUATA HA T.H. BUCOKOWHTEPAKTHUBHO IOKOJICHHE, KOETO OOCTOSITEICTBO OW JOBENO JI0 TO-BHCOKA
e(eKTUBHOCT Ha Mpolieca Ha 00yUYeHHE.
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JIunko I'. Huxonos, Banentun T. Atanacos, [loxBaTu 3a npo6uBaHe Ha NapoJu B 0e3:KUYHUTE MPEKH

Ta3u wu3cnenoBaresncka MyOMUKaIMs € NPOABIDKEHHE OT CepusTa HM3CIEIBAaHMS 3a CUTYPHOCTTA Ha
0e3:KMYHUTE MpEKU. B Hes ce mpeCcTaBsAT pa3InyHU HHCTPYMEHTH M ChbOTBETCTBAIIUTE TPOTPAMHU KOMAaH T
3a aTaKyBaHE Ha MapoJid, 3allUTaBaly 0e3kuuHUTEe Mpeku. [locoueHo e u3noi3BaHe U Ha CreUaTU3upaH
aBromarusupan codryep ,,WiFi Bruteforcer, upe3 xolTo ce mpoBepsiBa BH3MOXKHOCTTA 3a JIOCTBII JIO




0e3:K1YHa Mpexa OT MoOUIIeH TepMHuHal. KaTo pe3yiTar oT u3cineABaHusTa Ce 3aKII04YaBa, 4e ysi3BiMa TouKa
B OC3KUYHHUTE MPEKU € IbJDKMHATA Ha MMapojiaTa W W3MOJI3BaHATAa CEMAaHTHKAa HA CHMBOJHUTE B Hesl.
CnoxHOCTTa Ha TeHEpUpaHUs KJII0Y 3a KPUIITHpaHE, IPU CHhbBPEMEHHUTE H3YUCIUTEIHH MOIIHOCTH Ha
aTaKyBalllUTe MAIIMHH, MOXeE JIa Ce OKa)ke cllaba M TO3M KJIro4 Ja Ob1e otratHat. ChIlo Taka, ¢ pa3BUTUETO
Ha TEXHOJIOTUUTE I10 3aIlMTa Ha OE3KUUHUTE MPEXKH pacTe U MOMyJIIpU3alusiTa HA HHCTPYMEHTHUTE, KOUTO 5
u3cinenBar. Llenw omepalMoHHM CUCTEeMHM M COPTYEpPHM MHCTPYMEHTH MOTaT JIECHO M CBOOOJHO Jia ce
Ha0aBsIT, KOETO MPaBHU BBIIPOCA M0 3aIIHUTa HA O€3KUYHUTE MPEKU CUITHO HAJISKAIIL.

ConcTaBui:

M-p TJI. ac. JA-p UHK. JInako Huxonos
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Linko Nikolov, Cybersecurity of CIS - monograph

In this monograph, structured in 4 chapters, concrete results are concentrated over security and vulnerability
research of communication and information systems with network devices (routers and switches) and end
devices (PCs, servers and etc.). The physical network attacks are performed in a controlled laboratory owned
by National Military University. In chapter 1 “Cyberthreats for contemporary CIS”, the attacks, exploitation
tools and malicious activities are described, as well as instruments for cyber forensics and cyber analysis. In
chapter 2 “Network processes and nodes vulnerability assessment” security test actions are performed with
dictionary and brute force attacks. In chapter 3 “Application and system vulnerabilities” a review of
weaknesses and operating systems’ vulnerabilities and applications’ security is performed. Chapter 4
“Providing CIS cybersecurity” proposes tactics, techniques, procedures and policies for developing the
network devices’ and end systems’ cybersecurity.

Linko Nikolov, Capabilities for on-time traffic division in parallel wireless nodes — part I.

This publication is the first in a series of two reports on the ability to handle wireless clients. Here the
mathematical theory of the probability of servicing the terminal devices from a central control device is
presented. The publication is a summary of a review of existing literature sources and fundamental
mathematical theories in the field of statistics. In the considered test models a circumstance for limiting the
information is indicated on the current state of traffic in the various directions managed by a central unit.

Linko Nikolov, Capabilities for on-time traffic division in parallel wireless nodes — part 11

This publication is the second in a series of two reports on the ability to handle wireless clients. Due to the
expansive presentation of research models and theoretical aspects, it is necessary the results to be presented
in two series. This report identifies tests for service availability or for denial of service by a central control
unit on a dynamic basis. The numerical experiments, after the service tests, are presented in several tables
and one composite graph containing a theoretical presentation and two presentations with limited traffic
information — Bayes algorithm and JSQ (Join the shortest queue) algorithm. The results show that despite
the fact that the studied system has less information than a fully studied system, the partial study does not
make a significant compromise with the lifetime of requests (tasks) and customer service with wireless
access.

Linko Nikolov, Krasimir Slavyanov, Anonymous networks development and security aspects of future
computer networks

The desire to maintain security and secrecy in cyberspace spurs research on anonymous networks. Every
node, working in the cyber domain, is susceptible to cyber attacks. The Internet today is an incredibly
effective and uncontrolled weapon for eavesdropping and spying. Cyber attacks aimed at gaining intelligence
and disrupting communication are ushering in a new era of war. This report states that secrecy and anonymity
in communication and information systems are of growing importance. Six wired and eleven wireless
anonymous networks are listed and interpreted. In conclusion, in a state of constant cyber warfare, anonymity
can reduce vulnerability and protect one's own network and information resources by thwarting hostile
information-gathering capabilities and disrupting communication.

Lora Raleva. Teodor Todorov, Linko Nikolov, Security considerations for cookie sessions in Internet
browsers




Here are the functional features of the information cookies and the potential threats and vulnerabilities they
provide. Security considerations required by users and security methods in domain servers, such as technical
devices, are defined. In order to overcome vulnerabilities in the security of data in cookies, the user must first
be well informed about their benefits, how to properly manage them and when to use cookies. Also, when
programming a website, one must take into account the parameters of cookies such as reduced state of
limitations, the real need for advertising and determining the permitted domains. The user should be aware
of the permission or prohibition of the sites designated by him to use cookies. Secondly, the provision of a
method of protection may be mentioned. Using a cryptographically secure algorithm that provides sufficient
complexity for the encryption algorithm would thwart the potential threat of an attack. Last, as a security
consideration, the responsibility is led to users to store or delete unnecessary cookies like history of visits and
others that could contribute to unwanted unauthorized access to data.

Linko Nikolov, Krasimir Slavyanov, Effectiveness of a COMINT software

A communication intelligence software may consist of several modules with different functions for radio
surveillance and radiolocation. This report states that intelligence is acquired after several steps in a circular
process, including planning / targeting, collecting, processing, analyzing and disseminating information,
while all these steps must be foreseen by the software developers in order to achieve a full range of activities.
The circular process determines the feedback, which assesses the degree of effectiveness of signal intelligence
and the extent to which the requirements are met. This report identifies various functionalities of the COMINT
strategic systems and the CESM tactical systems. The operational requirements for a CESM system must
meet the available communication paths. However, sometimes the existing communication system needs to
be replaced with a more powerful one in order to meet the increasingly stringent operational requirements for
radio monitoring. The software part of such a system is defined as allowing broadband sensors, which in turn
create large amounts of data, which in turn need to be remotely controlled using low-speed communication
channels.

Linko Nikolov, Evolution towards 4G wideband telecommunications

This report analyzes the deployed cellular communication infrastructures and highlights the trend towards
next generation systems. Next generation means increased capabilities in terms of data transmission capacity,
number of connected mobile devices and easier management of communication channels by controllers at
base stations. Figurative graphs show market trends, and Figure 2 shows the forecast development. The
advantages of the newly defined form of the radio signal are indicated - orthogonal frequency multiplexing.
An aspect for optimizing the load of network traffic by redistribution between reduced in space volume, but
increased in number of cells and controllers (Radio Resource Control-RRC) in the face of terminal devices -
mobile terminals is also considered.

Yulia Mateva, Linko Nikolov, The IPv6 alternative for computer networks

Internet Protocol version 6 (IPv6) is an evolution of version 4 (IPv4). IPv6 provides a lighter header
processing mechanism because each packet can be a different length. Address space has been significantly
increased and authentication methods have been improved. The new protocol proposes an increase in the
number of bits allocated to one address - 128 bits. This predicts about 3,403.10% number of addresses. In
IPv4, addresses are written with 32 bits, i.e. this protocol defines 232 unique addresses, (almost all of which
are already occupied), while in IPv6 the number of unique addresses is 2'%. Home appliances, cars,
smartphones, e-books, tablets, laptops, wearables and other (l1oT) devices are designed to use Internet
connectivity. All of them will be able to work with IPv6. This report summarizes and summarizes the most
important features of the IPv6 protocol. In the military sphere, the soldier of the future was represented with
approximately 50 network devices in his uniform using an IP address. Due to this fact, as well as the
requirement to increase the speed of data transmission over computer networks, experts in this field have
proposed a new version of the network protocol. The possibility of a larger number of unique addresses can
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be mentioned as an extremely important improvement. Developers are required to be simple, more flexible
and more efficient in terms of the features that the new network protocol should have.

Linko Nikolov, Nikolay Kulev, A survey on the quality of digital images

In this report, a literature review of image compression experiments is made, examining picture quality,
spectral characteristics, and the degree of information loss. Correlation characteristics between original and
compressed image, as well as standard deviation of color gamut values for two identical objects in the
respective original and compressed image - MSU-BM (MSU - Blocking Measure) were used as parameters
for comparative analysis (artifacts in MPEG compression); VOQM (Video Quality Measure) and SSM
(Structural Similarity Metric).

10

Linko Nikolov, Data transfer encryption in CDMA2000 1XEVDO

One of the few implemented standards of the CDMAZ2000 code division multiple access cellular system is
"1XEV-DO", which is entirely packet-processed digital data. In this system, data packets are classified
(encrypted) in several stages by means of protocols operating in a separate security layer of the closed network
model according to the CDMA standard.The security layer with its functionalities determined by the
implemented standards and protocols for network security is considered here. The hierarchy and steps in
generating keys between correspondents are also indicated. The results of the analysis indicate that the
protocols used are reliable and their processing does not complicate the flow of instructions. There is no
unnecessary packet delay, and the latency is within acceptable limits for the user. A shortcoming in the studied
classification processes is the low cryptographic stability of the keys in the presence of partial information
included in the generation process. In order not to load the processors in the base stations and terminals, the
encryption protocols do not generate keys with sufficient length and cryptographic properties. This is a
security vulnerability in the system, but it is only detected in specialized deliberate attacks and cryptanalysis.
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Krasimir Slavyanov, Linko Nikolov, An algorithm for ISAR image classification procedure

This paper proposes an architecture for automatic detection of objects in digital radars with reverse
synthesizing aperture through software processing by a neural network algorithm. The algorithm of the
studied two-layer neural network has the property of optimizing the image with high efficiency, which is
proved by graphs after calculating the volume of target elements. 72 epochs have been conducted for the
training of the algorithm, and for the quality of the algorithm an average square error is determined in the
calculations for a volume equal to 1.101 . The report states that this algorithm is only suitable for the class of
objects that are known in advance and for which correlation is possible. A particularly important feature in
the construction of the image of the radar target is the pixel ratio. It participates in the recognition of targets,
even in the conditions of strong disturbances, characteristic of the radar channel. Another result after the
analysis in this report is the high speed in the calculation and image processing of the targets. This algorithm
also proves to be suitable for other machine learning tasks, but accepting the same limitations of prior
information and the applicability of the desired end state.
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Linko Nikolov, Dyanko Hubenov, BER performance for WCDMA signal in a jammed radio
environment

This publication presents the results of a simulation study of the reception of radio signals in a radio
communication channel of the WCDMA standard in a complex radio communication environment using
simulation software. The standard is 3GPP WCDMA, and the channel is downlink, with frequency division
multiplexing (FDD, Release99). The simulation software has the ability to calculate the probability of digital
error, as the studied objects are packet blocks, traffic channel and control channel, and the parameters are
"BLER", "DTCH BER" and "DCCH BER". The results are presented in tabular form, and the graph shows
the form of the transmitted and received signal. A model of a broadband jammer simulating the power of the
5W interference signal is proposed. The disadvantage is the short simulated operating time of the system due
to the low computing power of the processor that processes the simulation software, but the results define




indicative values with sufficient accuracy to determine the minimum required signal-to-noise ratio in the
receiver to ensure continuity of communication services.
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Linko Nikolov, Krasimir Slavyanov, On the contemporary cybersecurity threats

After accepting the fact that the fifth area of the battlefield will be cyberspace, cybersecurity issues have
grown exponentially. This report examines cyber threat trends in terms of computer, network and cloud
security. The current directions of cyber attacks, the most famous, most widely used and most common
attacks, the main vulnerabilities in computer systems and networks, as well as the top 10 web risks according
to global sources are listed. A specific example of vulnerability in a database system is given, as well as an
example of attacks through social engineering techniques. Operational guidelines for system and network
administrators are listed as security techniques.
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Linko Nikolov, The role of the European Union in ensuring cybersecurity

This review report examines the guidelines discussed by the European Commission and the European
Network and Information Security Agency on building a unified systematic approach to tackling
cybersecurity. It is stated that the Republic of Bulgaria, with its newly created strategic documents, namely
the Cyber Security Act and the National Cyber Security Strategy, presents to the European community
readiness to respect the values and principles of quality and effective control of cyber incidents. The
authorities and competent bodies in the Republic of Bulgaria, as a full member of the European Union, have
an idea to create a National Coordination and Organizational Network for Cyber Security NCOMCS on the
model of public-private partnerships, which will integrate single European directives and documents. network
and information security. As a result of this review report, it can be concluded that the ongoing training of
staff working in cyberspace should become a mandatory element. Specialized research and application centers
with unique competencies and technological bases for simulations, training, testing and active protection of
IT systems, industrial management systems and critical infrastructures must be established. hrough the newly
established coordination centers, following a single framework for certification and achieving a secure
common electronic market in the European Union, including Bulgaria, will adequately address today's
challenges to cybersecurity.
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Linko Nikolov, Definition, role, place and tasks of cyber defense over national security and ministry of
defense

This review report outlines the basic principles and methods for ensuring cybersecurity. Indicative concepts
for the Cybersecurity area are also defined, indicating the nature, role, place and tasks performed in the
process of ensuring the protection of electronic information in computer systems and networks. Achieving a
desired state of cyber resilience is associated with a comprehensive rethinking of security issues, the
formation of adequate to modern realities concepts and the implementation of a system of interrelated
practical actions leading to building a qualitatively "new architecture” of the national security system. The
main goal in this rethinking is the perception and affirmation of the formulated thesis that the "basis" and
"building structure™ of the "new architecture™ of security in the communication society is cybersecurity,
considered in all its dimensions - technological-informational, legal-institutional and political. The cyber
security architecture will reflect the current state of needs, and there will be an opportunity to move to a new,
more perfect and more relevant to the system's goals. Cyber security must cover the full range of
vulnerabilities and critical points. The information, regardless of the medium on which it is stored and the
type of its presentation in the transmission medium (data sets, voice, video, telephony, etc.), will be reliably
protected. However, the senior, chief responsible for the implementation of all these cyber security activities
has not yet been specified. In the political aspect, the Republic of Bulgaria must introduce a single leadership
and a unified approach to cybersecurity management, which at the time of writing this report is lacking.
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Linko Nikolov, Vulnerability analysis of a wireless computer network protected by the WPA2
cryptographic protocol




In a CIS system, a potential port of attack is the wireless network access point. Despite its protection with a
string password, by the method of guessing with full combination it is possible for a malicious person to gain
unauthorized access. This research report presents the times for cracking multiple password models using
full-combination attack tools and dictionary-based string password attacks. A multifunctional device for
providing wireless access and routing of data packets was used to conduct the research: "Huawei HG530";
mobile phone with Android operating system version 4.2.2, and a computer with 2GB of RAM and KALI
LINUX operating system was used as an attack system. The well-known "Man-in-the-Middle, MITM"
technique was used in the vulnerability research topology. The WPA-2 Personal feature in the WPA protocol
has been attacked. The created network is controlled and personal data are not compromised. The conditions
for conducting the research are laboratory and the resources are limited. The password cracking process
requires the use of either comparing hash values derived from passwords arranged in a dictionary or by
correlating pseudo-randomly generated strings with the hash value of the current network password. The
"BIG WPA LIST" dictionary, which is in text format and has a size of about 16 GB, has been downloaded
from the free space on the Internet. Password cracking times are shown in Table 1, with particular emphasis
on the password string "1qaz! QAZ", which is often used as a substitute for a cryptographically strong
password, but it is present in the world-famous dictionary and guessing time, with the resources identified in
this research setup, is about 5600 seconds. The report states that the "WPA-2 Enterprise” feature does not
lend itself to the proposed "MiTM" technique, which increases the level of cybersecurity.
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Linko G. Nikolov, Vasil O. Slavyanov, Network infrastructure for cybersecurity analysis

In order to carry out research in the field of cybersecurity, it is necessary to create laboratory conditions as
close as possible to the real communication and information infrastructures. This research report aims to
present to the general public an exemplary model of a truly deployed network infrastructure to perform
accurate cybersecurity tests. The network topology includes wired and wireless devices that work with the
most well-known and widespread operating systems. The most functional, in terms of capabilities, tools and
test frameworks are indicated, through which adequate results in cyber research are indicated. The use of
several tools has been demonstrated, such as nmap, lynis and the OpenVas web app test framework. The
proposed network infrastructure is suitable for a wide range of applications used worldwide, but in the
presence of specific tasks and specific services, additional configuration and installation of new software
tools is needed to meet customer-specific requirements. Following the cyber analysis in this report, the result
of using the proposed set of tools and infrastructure is the identification of policies to increase cybersecurity.
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Nikolov, L., Fetfov, O., Borisova, A., Security concerns in JavaScript coding

One very vulnerable point in the use of program code in large-scale applications around the world is the
implementation of functionality through the JavaScript language. On the one hand, it is good for users and is
welcomed in terms of interactivity. On the other hand, this report identifies cybersecurity risks and hidden
threats posed by JavaScript syntax. This report presents some of the most well-known threats, as well as
techniques for avoiding vulnerabilities. This overview report presents the possibilities for data theft when
attacking vulnerabilities in the program code of websites, HTTP requests and cookie sessions. To avoid
vulnerabilities and reduce cybersecurity risks, this report summarizes guidelines for writing JavaScript code.
There are also specialized analytics tools to help developers with JavaScript programming: "Crawljax",
"ESLint", "Esprima” and "Iroh.js".
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Linko G. Nikolov, Wireless network vulnerabilities estimation

This research report builds on the previously launched analysis of the WPA-2 protocol for the protection of
wireless networks. The proposed wireless topology for research also analyzes the WPS protocol, with the
possibility of stealing the numeric PIN code. A literature review for the analysis of already known
vulnerabilities in wireless networks is also presented. It is stated that when using WPS with PIN, the level of
security is significantly reduced, and when using WPA-2 Enterprise, the responsibility for protecting the




wireless network is transferred to the protection of the central device that controls the exchange of
cryptographic keys.
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Valentin T. Atanasov, Linko G. Nikolov, XCPU simulator as a learning application

This publication presents an implementation of a Web-based application with the integration of a learner
model for the purposes of a digital-based learning process. Approaches to the synthesis of component models
designed for simulations of CPU processing based on the CISC. The presented approach for instruction
coding allows a wide range of code snippets that would contribute to a better understanding of the operation
of the processor device by the trainees. The implementation of the application follows the perceptions of the
so-called highly interactive generation, which circumstance would lead to higher efficiency of the learning
process.
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Linko G. Nikolov, Valentin T. Atanasov, Techniques for password cracking in wireless networks

This research publication is a continuation of a series of studies on wireless network security. It presents
various tools and the corresponding program commands for attacking passwords that protect wireless
networks. The use of specialized automated software "WiFi Bruteforcer™ is also mentioned, which checks the
possibility of access to a wireless network from a mobile terminal. As a result of research, it is concluded that
a vulnerable point in wireless networks is the length of the password and the semantics of the symbols used
in it. The complexity of the generated encryption key, with the modern computing power of attacking
machines, may be weak and this key can be guessed. Also, with the development of wireless network
protection technologies, the popularity of the tools that study it is growing. Entire operating systems and
software tools are easily and freely available, making the issue of wireless security very pressing.




